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1 Software Introduce

Software supports the following operating systems:

1.1

1.2

Windows and Windows server

Linux system: RedHat, Ubuntu, Cent OS, Open SUSE, Fedora and so on
Mac OSX

VMware vSphere Virtualization system

NetApp file system

Main Functions

Winpower G2 is an upgraded version of WinpowerG1, which supports both local UPS USB/RS232
communication and remote network card communication protocols such as MQTT, SNMP, Modbus
TCP

Software supports PDU data collection and controls outlets on/off on the PDU

Software supports Windows/Linux/Mac OSX and provides two installation methods: graph ic mode
and text mode. For Windows systems, it supports upgrade installation, and customer can choose
whether to keep the old database and configuration files in insta llation process

Software supports monitoring UPS real-time data and alarm events, recording UPS hstorical data and
events, drawing data trend chart, supporting UPS parameter settings, supporting UPS battery self-test
and output on/off, shutting down local and remote servers gracefully before UPS battery outage
Software supports tray icon alarms, SMS or email notifications, etc. Protect key servers and prevent
the equipment from being seriously damaged by sudden failures of the mains powe r supply

Software supports monitoring and protecting remote servers such as VMware Vsphere, IPMI, SSH,
SPS, NetApp

Software supports multiply accounts and multiply sites management. The root site can be further
divided into primary sites and secondary sites. It supports hierarchical permission management. The
user in the different group can manage corresponding devices in the site

Software Structure

The software consists of three parts: Service, Web interface, Tray icon

Service

The core of the software runs in the background as a service. The service garts automatically when the
system boot

On Mac OSX, the service will start automatically after logging in

Software Introduce ¢ 6
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Web interface

Customers can access to WinpowerG2 service through http/https using google, Edge, Firefox and other
FVS[WIVW 8LI GVIHIRXMEP JSV HIJEYPX EGESY K% & WERKH XM R TEEHMOWI[FS:V H XS
admin for the first login after installation

Tray icon

« After logging in to the Windows/MacOSX system, the tray icon will appear in the bottom right corner
of Windows taskbar or in the upper right corner of the MacOSX. Customers can open the web
interface, start or exit the service through the tray icon. The UPS eventalarms and shutdown
countdown alarms will pop up to remind the customer

a The language of tray icon and alarms pop-up box should be consistent with the language
environment of the operating system

Open web interface

Stop service

! Exit

» The tray icon can show the status of the software service . There are two status icons:

E Blue color means the service is running

Gray color means the service is stopped

1.3 Basic Requirements

Computer configuration

CPU Intel or AMD64

Processor 4 cores and above

4GB minimum memory, 8GB recommended
JDK/OS version

The software attached with JDK21. For Windows systems, it is recommended to Windows 10 or above. For
Linux, software only supports x86_x64. For Mac OSX, it is recommended to 11 or above

Software Introduce ¢ 7
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Browser version

IE is not supported

Firefox Version 115.0 and later

Google Chrome, V114.0.5735.199 and later
Microsoft Edge, V114.0.1823.82 and later
Safari V16.4.1 (April 7, 2023) and later
Ports

Http port: 8082

Https port: 8081

SPS port: 678M®&788n& 789

SNMP trap port: 162

IPMI TCP port: 623, 6000 (Once a new IPMI device is added, theort for IPMI device will automatically
increase by 1 based on 6000)

MQTT port: 8883

Display resolution

1E\MQYQ VIWSPYXMSR % n@ayout 1SR
1IMRMQYQ VIWSPYXMSR % n®ayout 158% Q
3XLIV VIWSPYXMSR % n@ayout $HB

To present a more suitable web interface, it is recommended to set the resolution to 1920 * 1080

1.4 Application Scenarios

Software support remote monitor for multiply network cards and servers. The free version software can
monitor up to 100 power sources. If the number of devices exceeds 100, a license needs to be purchased

Winpower G2: monitoring & shutdown software NetAPP with AP

SPS G2: shutdown software  wiily » SoVERn S e Server with API
—— Communication Line = O Server withAPMI i i

S o PC with SBS G2 PG with SPS G2

m— Power output - SMS  Phone

— == Network cable / Message receiver
USB/RS232

(&

= Power input 7
Winpower G2 / ﬂ i IH1TPSI
e USB (HID/HID power device UPS) |
= - ! HTTPS | \
) F RS$232 (Q/SHUT UPS) i i i FlexPDUG
= i i . ‘ A
Natwork ik S SNMP (FlexPDUG2)
1 1

i SNMP( other brand device

_ with RFC1628.mib) i y

PC with SPS G2

ith SPS G2 I
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IO (ModbuéTCP!MQTT/SNMPJ‘SMTPNPMI!SSHJ’HTTPS)

User Network (LAN/WAN)

]
I
ﬁg} ModbusTCP. SNMP (NMC &1 MQW(‘NMC 2)
(10T UPS)

B4 0 PC with SPS G2 ﬂ

Email server m
Email receiver
h SPS G2
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WinpowerG2 Manual

1.5 Shutdown Scenarios

Local shutdown protection

UPS supplies power to PC1. Winpower is installed on the host PC1 andcommunicates with UPS through
RS232/USB/NMC/Modbus TCP. When the UPS mains power is abnormal, Winpower will shutdown PC1 and
turn off UPS gracefully

a UPS shutdown is suitable for RS232/USB/Modbus TCP communication. If power source is NMC
card, the UPS will be shut down by the card not by Winpower

Winpower

RS232/UsB/
NMC/Modbus TCP

L

=———

SPS shutdown protection

UPS supplies power to PC1, PC2 and PC3. Winpower is installed on thénost PC1 and communicates with
UPS via RS232/USB/NMC/Modbus TCP. SPS is installed on the slave PC2 ashslave PC3 respectively. Set
the shutdown conditions for Winpower and SPS. When the UPS mains power is abmmrmal, Winpower will
notify SPS on PC2 and PC3 to perform the action to shut down PC2 and RC3 respectively. Winpower will shut
down the host PC1 finally

Rs232usgl __ Winpower
NMC/Modbus TCP

Network

<4 PC1

SPS

N Bie
E PC2 E PC3
N

SSH shutdown protection

UPS supplies power to PC1, PC2 and PC3. Winpower is installed on théost PC1 and communicates with
UPS via RS232/USB/NMC/Modbus TCP. PC2 and PC3 are Linux/Unix/NAS servers thaBSH service is
enabled. When UPS mains power is abnormal, Winpower will shut down PC2 and®C3 by calling SSH API
firstly, then shut down the host finally

Software Introduce ¢ 9



WinpowerG2 Manual

RS232/USB Winpower
INMC/Modbus TCP— Network
| Pc1 | |
E PC2 E PC3
Linux/Unix/NAS Linux/Unix/NAS

Redundant shutdown protection

UPS1 and UPS2 simultaneously supply power to PC1, PC2, and PC3. Winpower iastalled on host PC1 and
communicates with UPS1 and UPS2 through RS232/USB/NMC/Modbus TCP. UPS1 and UPS2 arenove to

one redundant group and set this group as power source. SPS is installed onslave PC2 and PC3 respectively.

i MRTS[IV [MPP GSQFMRI EPP GVMXMGEP IZIRXW BEPP7IEBRHEERMK MY TXISIVW
load. When the shutdown conditions are met, Winpower will notify SPS to shut down PC2, PC3 firstly, then

shut down the host PC1 finally

Winpower

UPS1
PC1

RS232/USB/
NMC/Modbus TCP é

SPS

i

Network

PC2

upPs2

RS232/USB/
NMC/Modbus TCP

SPS

PC3

Etm

Software Introduce ¢ 10
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2 Contextual help of the web interface

2.1 Login

1. Access to Winpower on local host through https://localhost:8081 or http://localhost:8082 . Access to
s MRTS[IV SR VIQSXI LSWX NYWX VITPEGI SPSGWRLSWX> [MXL XLI VIQSX

a 8LI HIJEYPX TEWW[SVH JSV XLI EHQMR EGGSYRX MW SEHQMR>

2. Agree with the software's EULA for first login

I
o

&« C M © Notsecure | h#ps;/localhost:8081/login B oA m = %

Phone:

Email:
R IRSERES.
HBiE:
BB

APPENDIX 1A

fS1A
Third Party Software

ET

APPENDIX 18
BfF18

APPENDIX 2
B2
Fees

=H
Free of charge

e

Read completed and agree l

3. Password is required to reset for first login. The password format must be betwee n 8-20 characters
and must contain at least three types of characters: lowercase letters , uppercase letters, digits, and
WTIGMEP GLEVEGXIVW =SY GER QSZI XLI QSYWI XSRS MGSR XS ZMI]

Contextual help of the web interface « 11
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a Special characters: ~|@#$%"*

Password must be between 8 and 20
characters and contain at least three
of following character types:
lowercase letters, uppercase letters,

digits, special characters

passw

Conﬁrm_ [

password’

4. View System preferences and get more login setting information

5. The login webpage language is consistent with the language used by the previous user

Contextual help of the web interface ¢ 12
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2.1.1 Retrieve password via emalil

1. Setthe email SMTP firstly, check Notification service setting

2. On the login page, click "Forgot Password", click "Email", enter the accounthame (e.g. jones) then
click "Get Verification Code"

Forgot password

Account_
name
M .
ew @ &
password

Confirm

: &
password

—
Verification .
: Get verification code ‘

code

(®Sending verification codes requires configuring SMS and email
services first,
Help

3. 8LI IQEMP EWWSGMEXIH [MXL EGGSYRX SNXE&ERIRMR MK FEP 2\ VI MEZG ERMISHE |

Contextual help of the web interface ¢ 13
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User password reset

@ © = & -

o To @ Liu, Jones(1[Iz) 15:28
Retention Policy Inbox - Retain for 1 year (1 year) Expires 2025/11/28
Start your reply all with: | This is not working. | confirm. This link does not work. @ Feedback

Dear user, hello!

Your account password is about to be reset, the verification code is] 394647

Note: The verification code is wvalid for 1 hour. Please enter the verification code and
reset your password within one hour.

4, )RXIV XLI §2I[ TEWW[SVH> ERH §'SRIMVQ TEWWNSWRHG SEW | 8 PMEZWH XML R -
IQEMP EW EFSZI MQEKI ERH GPMGO $'SRIJIMVQ> FYXXSR XS VIWIX TEW

Contextual help of the web interface « 14
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Forgot password X

Account ,
:  jones
name
* New \':-':‘: T IITIT L] @
password
Conflrm: SRS BBEREN @
password
Verification .
. |394647 | Get verification code |
code

(DSending verification codes requires configuring SMS and email
services first,
Help

Retrieve password with a limit of sending verification code once per minute . Otherwise, software
[MPP TST YT E QIWWEKI §8LI ZIVMIJIMGEXMSEKEMR PEWIW¥IIR IRX TP

Contextual help of the web interface ¢ 15
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2.1.2 Retrieve password via SMS

1. Setthe SMS firstly, CheckNotification service setting

2. On the login page, click "Forgot Password", select "Phone", enter theaccount name (e.g. jones) then
click "Get Verification Code"

Forgot password X

Phone Email

jones

Account

name

New _
& B
password

Confi
onfirm_ -
password

Verification .
: Get verification code ‘

(®Sending verification codes requires configuring SMS and email

code’

services first,

Help

3. 8LI TLSRI RYQFIV EXXEGLIH [MXL EGGSYRX SNSREBERXEMRMWREIRZI E 7
verification code

4. YRXIV XLI 321 TEWW[SVH> ERH §'SRIMVQ TEWWNS\RHG SEW \[ | B PMEZWH XM E
ERH GPMGO 3'SRIJMVQ> FYXXSR XS VIWIX XLI TEWW[SVH

Contextual help of the web interface « 16
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@ Retrieve password with a limit of sending verification code once per minute . Otherwise, software
[MPP TST YT E QIWWEKI $8LI ZIVMIMGEXMSEKEMR PEWIV¥}HIR

2.2 Overview

Overview of all devices

The overview page lists the status of all devices---for example, thereare 11 devices in normal, 5 devices in
alarm, 7 devices in off-line and 0 device in fault as below image. The overview page lists all sites and the
devices in the site, lists the activated alarms at current, and lists all devices that have already or are about to

expire and need to be maintained

Status Definition Icon
Fault The device is experiencing
serious fault ,
Alarm The device is experiencing
general alarm
Off-line Communication is interrupted
Normal The device is working normally

Contextual help of the web interface « 17
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All sites Favorite sites IT architecture

Status overview

Normal Faul

B 4 2 )

Site details
Vv Plant
Modbus-... NMC-G2-...
Standby Line mode
O - @ 1h 31mins
# 0% ® 10%
Modbus-... & Modbus-... &

Overview of one device

t Alarm Off-line

5 W 7
e 11 Normal e O Fault 5Alarm e 7 Off-line Q
HID-UPS-...5 SNMP-10... & COM2-UPS™
& -% a % O -%
® % 9 -% 9 -%
Modbus-... &  Modbus-... & SNMP-10... &

WinpowerG2 Manual

Active alarm

2024/11/26 Modbus-10.130.2... Pl... >

09:14:34 Communication lost

2024711726 Modbus-10.130.2... Pl.. 5

09:14:31 Communication lost

View more >

Device maintenance reminder

SNMP-10.130....
2023/11/26

The device mai...

View more >

Choose one of devices to display the parameters, active alarms, and hidorical events of current device

Winpower G2

@

Crverview

Aszat

o

Protection

Q

bvents/logs

5]

System settings

2 o] i L]
Line mode 1h 31mins 29% 10%
Made Remaining time  Battery capacity  Load
Wiew details

W Active alarm
20241126 NMC-G2-172.18.140.21  Plant
09:10:49 Card lost communication with UPS

> Historical event Lz =
\. "

Contextual help of the web interface « 18
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2.2.1 All sites

Root site overview

Log in as an administrator account and click on "Overview" to view all sub-sites and devices under the root
WMXI REQIH S4PERX> 9WIV GER EPWS WIP[E X EWXYMRVKIXI YYVBIQ X¥XMKHXSFS
the sub-site

Winpower G2 2024/11/26 17:29:5

> Layerd > RD-Lab

o Plant
All sites Favorite sites IT architecture 5
Overview - FYrLal

= Status overview
Asset
Q Normal Fault Alarm Off-line >
Protection 1 1 A 0 5 & 7 091434 Communication lost
Q 2024/11/26 Modbus-10.130.2... Fl... >
EYRIt/L005 09:14:31 Communication lost
]
Site details View more >
System settings
v Plant = T Normal = 0 Fault 5 Alarm = 7 Off-line O Divicamainberancaramindar
Modbus-... NMC-G2-... HID-UPS-..="  SNMP-10.. 5%  COM2-UPS® SNMP-10.130....
Staredby Linee mode 2023/11/26 ;i :
The device mai...
- @ 1h 31mins & % & % & -%
$ 0% ¥ 10% ¥ -% ¥ -% L
Medbus-... & Modbus-... &8 Modbus-... & Modbus-... &% SNMP-10...(*.
> Plant-Layerd e 3Normal e OFault « 3 Alarm « 00ff-line Wit mors >

Primary site overview

0SK MR EW SNSRIW> EGGSYRX SNSRIW> FIPSRHWIXSINIASTEIVMQ EKIVEWTXI[LE
GER ZMI[ EPP WYF WMXIW §6( OEF> ERH WMX0EFW [YRPMIEYWKEPPOBIZWM G IW YR
site. User can also select a sub-site from the drop-down list in the upper right corner

Contextual help of the web interface « 19
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2024/11/27 09:42:45

WinpowerG2 Manual

@ _ _—
; All sites Favorite sites
Owverview

L Status overview
Asset
() Normal
Protection 3
fal
Events/Logs
e
Site details
Lystem seftings
PDU-10.1...
A 0TA
% 70.8kWh

> Layerd-RD-Lab

> layerd-PV-Lab

Secondary site overview

0SK MR [MXL EGGSYRX S7STLMI>

Winpower G2

IT architecture

Off-line

0 3 0

Fault Alarm

* 3Normal e 0 Fault 3 Alarm e 0 Off-line O
PDU-10.1...
A OA
4 22.3kWh
= TMormal = 0 Fault 14larm = 00 -line 2
e 2Normal e 0 Fault 0 Alarm o 0 Off-line O

layerd > RD-Lab
PV-Lab
30.21... Lay... > I
09:02:36 OutletOff
2024711727 PDU-10.130.21... Lay.. >
09:02:36 OutletOff

Device maintenance reminder

SNMP-10.130...
2023111776

The device mai...

iew more >

S7TSTLMI> FIPSRKWXESWIGOERE XYV BWIX[LMC
S§7STLMI> GER ZMI[ §4: OEF> WMXI EW [IPRMXN EPP HIZMGIW YRHIV XLMW

- RS
i =3
o] EREH
EHUR
25
n
E/EE
]
o
EogE BRI
SNMP-10... ©
FeFEH
@ 7h 46mins
¥ 0%

FlEiey = HERE BEiRE
A &
0= 0= 0=
< 2BTEE - 0RUEE - 0ASE - 0EEE O

NMC-G2-...(")

@ 5h 37mins

# 0%

s

RS RIRER

FiRE
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PV-Lab
far ) o ;
All sites Favorite sites IT architecture
Overview

Status overview larm
Asset
Q Normal Fault Alarm Off-line
Protection A oy
2 O 0 0 No data
A
Events/Logs
Site details

System settings

Vv PV-lab e 2Normal # OFault « OAlarm e 0Off-line Q Device maintenance reminder

SNMP-10... %) NMC-G2-...(%)

Buck mode

@ 7h 46mins @ 5h 37mins
® 0% ® 0% Maintenance start time not set 2 To set

2.2.2 Favorite sites

Set favorite sites

Select the site then click on the heart-shaped symbol on the right, and the heart-shaped symbol will change
to blue color that represent this site have been set to favorite site

Contextual help of the web interface « 21
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Favorite sites IT architecture
Overview

L Status overview Active alarm
Aszet

o Normal Fault Alarm Off-line 2024/11/27 NMC-G2-172.18.1..PL.
Pratection A & 13413 Card lost communication...

Q 2024/11/27 Modbus-10.130.2... PL.. >
i 01324 gattery test failed

@ View more >

Site details

System settings

PDU-10.1... PDU-10.1...
Device maintenance reminder

A 067 A 0A
SNMP-10.130..

4 70.9kWh 4 22.3kWh 202311726
The device mai...

Plant-Layerd-RD-Lab ® 1Mormal e OFault = 1Alarm  » 0 Off-line @
> Plant-Layerd-PV-Lab e 2 Normal = 0 Fault 0 Alarm e 00ff-line Q@

View more >

Check favorite sites
'PMGO S*EZSVMXI WMXIW> MX [MPP PMWX EPP XLI JEZSVMXI WMXIW

Winpower G2 2024/11/27 10:58:48 @ Plant R

: All sites avorite sites IT architecture
Overview

= Status overview Active alarm
Asset

Q Mormal Fault Alarm Off-line 2024/11/27 SNMP-10130.21..RD~.. 5
Protection A & 0202:24 |ps temperature excead...

Q
Events/Logs

@ View maore >

Site details
System setlings
v RD-Lab = 1Normal = OFault = 14larm = 00OfFline @ Device/maintenanceireminder

SNMP-10.130...
SNMP-10... SNMP-10... ) 2023/11/26
.

Line mode Line mode he device mai...

@ 13h 6mins @ 1h 30mins
¥ 0% @ 0%

View mare b
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2.2.3 IT architecture

The IT architecture is used to view the devices under the site hierarchically.
%W WLS[R MR XLI JMKYVI FIPS[ XLI VSSXI WMIWX3OMEWM\54PERK>WXGISRWE QE W]V

OEF> ERH 34: OEF>

@ ) .
. All sites Favorite sites
Overview
= Status overview Active alarm
Asset
(@] Normal Fault Alarm Off-line 2024/11727 NMC-G2-17218.1... P
Pistaction A i~ 103419 Card lost communication..
Q 2024/11/27 Modbus-10.130.2... PL. s
Heent/logs 10:13:24 Battery test failed
@ . . View more >
Site details
System settings
s ™ ' . v :
B |BEPlant ® 11 A 0 57T Q Device maintenance reminder
SNMP-10.130...
B B Layer4 @3A0 3800 2023/11/26
The device mai...
BEERD-Lab®1A00 1209
EEPV-Lab@ 2 A 00000
~ ~ View more >

2.3 Asset

2.3.1 UPS list

This page displays the UPS list. You can add, edit, delete UPS déces and set parameters for the UPS.
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View UPS

You can filter UPS by UPS status, maintenance status, activation statusor entering alias and IP information.
Clicking "Reset" button will clear all filtering conditions.

Click the settings icon in the upper right corner to pop up the column settings window. You can click the

checkbox to select the column content to be displayed. You can drag up and down to change the position of

XLl GSPYQR SV GPMGO XLI TMR MGSR XS XLXSMKILIX SV XMKGSRP YRMGREXUI
button to restore the default display content and location.

+ Add Ko

B Column Display Reset

State T

3 Mode

Alias
UPS tempe...
Load perce...
Battery cap...
4 Cutput vol...
Cutput fre...
nput volta...
nput frequ...
P
I Site

Details
Operate

This page is refreshed every 5 seconds. Click the refresh icon to refresh it immediately.
Click "Details" to jump to the device details page.

Add UPS

Click the "Add" button to search and add UPS devices.

Step 1n¥select the communication protocol according to the UPS connection type.
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There are 4 communication protocols.
e Serial port/USB

Select the communication ports to be searched. For Linux and MacOSX systems, youcan click the "Add"
button to add a new serial port. For Windows systems, the serial ports are automatically detected. Please
refer to serial port management. For details on the USB/RS232 settings on the VMware ESXi server, seddd
UPS via USB/RS232 for Virtual Machine.

* NMC G2

The software monitors the UPS through the NMC G2 card. The NMC G2 card isa second-generation network
management card. The software uses the MQTT protocol to communicate with it.

There are three IP optionsn¥s
Local network - Search all IPs on the same network segment as the bcal system
Single IP - Enter single IP or multiple IPs separated by commas
IP segment - Enter the starting and ending addresses of the Ps you want to search for
Select credential:

Select an MQTT communication credential from the drop-down box or click "Create credential" button to
create a new credential. The credentials are usually the login account and password of the card web page.
The credential is only used to exchange certificates when searching. The credential will not be used in
subsequent communications, subsequent communications will be verified through certifica te encryption. If
the card starts "Trust new client certificate for xx minutes" in "Settings 9 Certificate -> Pairing with Clients"
web page, no credentials are required to search during this period (sinceit is a required option, just select
any MQTT credential).

Search for adding devices bt

¥ Select device type o Select communication prota 3 Search complete

Device type: @ UPS

[« nicatic
ommunication, [ NMC G2

protoco

Search IP: Local network

Single IP

P segment

Select certificate: Create certificate?

* Site:

* SNMP

Select the SNMP protocol when monitoring the UPS through the card or other SNMP retwork cards that
support RFC1628 MIB. The IP configuration is the same as above. The cre@ntial needs to be consistent with
the SNMP credential set by the card, and ensure that the card's SNMP is enabled.
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|
The free version does not support RFC1628 MIB communication of third-party cards. If you need

to monitor the UPS through the RFC1628 MIB of third-party cards, please purclase a License

management

Search for adding devices

v Select device type o Select communication proto 3

O urs

Device type:

o -
mmunication ) [ SNMP
protocol

“ Sgarch |P: Local network
Single IP

IP segment

*Port: | 161

Create certificate?

* Select certificate:

* Site:

* Modbus Tcp
UPS with IoT function needs to enable the Modbus TCP protocol from the LCD orloT settings web before the

software can communicate with it using the Modbus TCP protocol. IP configuration is the same as above.
X

Search for adding devices

o Select communication proto 2

¥ Select device type

Device type: O urs
Communication: { Modbus Tep ]
protocol
* Search IP: Local network
Single IP
IP segment
* Site:

Step 2n¥Belect the site where the device will be placed.
Step 3nYlick "Search” button to start searching for devices.
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Step 4nAVait for the search to complete and pop up the search results.

New devices: The new devices successfully searched and added. The diases can be modified by device
editing.

Add failed devicesn¥The new device IPs were discovered but communication could not be established for
various reasons. For details, seereasons for failure to add devices and suggestions.

Existing devices: Device has been added. The IP is already usedy an existing device and cannot be added
again, even if protocols are different.

Search for adding devices

' Select device type v Select communication proto e Search complete

Device type: O urs
o Search complete

Discovered devices: 10

v New devices: 2 X Add failed devices:3 Existing devices:3

Address:NMC-G2-10.130.212.10°7

Address:NMC-G2-10.130.212.17 T — Adddress10.130.212.241
Address:10.130.212.241 Address:10.130.212.238
Address:10.120.212.104 Address:10.130.212.178

Address:10.130.212.181
Address:10.130.212.109
Batch operations

Select multiple UPSs and use the batch operation button in the upper right corner to set the maintenance
start time, activate, disable and delete the devices in batches.

et maienance sisrttine. || Yakime activeon of devicss | | Dsble devicesin batches ] Selete devites in batche

= oimte Al Mode UPS temperature  Lowsd percentage  Babtery capactty  (utputvoltage  Outputfrequency Inpatwoltage  Irput frequency 1P o Maintznance expiration date  Malrtenance siatus Active Ml Detalis perate
B Bk o wE e — iy D2V 450H: 240 1T el XTI €@ UrsuneinT Dk

RS Shany BEF — g —3 OOV {<t: 154 2R3 - IBEIR el

Single UPS operation

@ e Dwtiiky

Details Qperate

-INT Deetails

Device editing
Communication Edit
Setting/Control
Protection

Delete

By clicking the 3 dots under the operation column, the operation menu will pop up, and you can perform the
following operations on a single UPS:

« Device editing

You can modify the device's alias and site
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Device editing bt
* Device alias: | SNMP-10.130.212.243

* Site ;| root

« Communication editing

Only devices communicate with SNMP protocol can edit communications. You can: modify t he SNMP
protocol credentials (select an existing credential or re-enter the credential parameters); test whether the
credential connection is OK; apply current credential to other devices that selecting in the drop-down box.

Communication setting X

Communication

protocol

* Using credentials: Using credentials

© Input protocal
Protocol: | SNMPv1
* Community:
Application: Whether to apply to other devices

SNMP-10.130.212.131 x
SNMP-10.130.212.245 X
SNMP-10.130.212.246 *

Test Credential Connection

» Setting/Control
Only serial port, USB and Modbus TCP UPS support setting and control.

You can perform UPS tests (unsupported test types are grayed out) or cancel ongoingtests. The "Cancel
Test" button is enabled only when battery test is ongoing. Click the button to immediately send a test or
cancel test command to the UPS. This is a control command and does not save the settings.

Battery testing of lithium battery UPS is not supported. The lithium batt ery UPS itself has a battery
management system, and there is no need to perform battery self-test from the software.

Device setting/control

Battery testing Device setting

* Battery testing &): Quick test

Test until battery low
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Battery testing Device setting

* Battery testing &): Quick test
Test until battery low

Test min

Set UPS parameters (different UPS supports different parameters)

Device setting/control

Battery testing Device setting

Enable audible alarm Converter mode

Enable auto restart ECO mode

€D

Rated output voltage Rated output frequency

Output group 1 automatic startup delay & Output group 1 automatic shutdown delay &
3 S -1 S

e Shutdown protection

Click this menu will go to the shutdown protection settings page
¢ Delete

Click to delete device

* Activate/deactivate device

Drag and drop the activation button _ to activate or deactivate a single device.

2.3.1.1 UPS details

This page displays the details of the UPS device.

WinpowerG2 Manual
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065 Gn brpass mode

ERE R p—

Realtime information Data statistics Device information

E Capacty: 1005

Page layout

The left side of the upper part displays the device alias, status icon, site, key data and workflow diagram, and
the right side displays currently active alarms and historical events.

There are 3 tabs in the lower part, which display the real-time irformation of the device, data statistics
(discharge data and historical data) and device information respect ively.

Real-time information

Displays real-time measured values of UPS battery, output, and input. The du&input UPS will also display
bypass data. If the card is connected to a sensor, the sensor data and status will also be displayed.

Data statistics
Data statistics include discharge data statistics and hist orical data trend charts.
¢ Discharge data

Discharge data can be viewed for the past six months or the past year. The bar graph shows the number of
monthly battery tests and the number of abnormal mains discharges. The t able displays detailed data for
each discharge, including: discharge type, start time, end time, dischargeduration, test results (only available
for battery tests), battery voltage at the start, battery voltage at the end, battery capacity at the start, and end
Battery capacity, load percentage at the start, load percentage at the end.
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« Historical data trend chart

Trend charts of load percentage, battery voltage, input voltage, output voltage, ard UPS temperature can be
viewed by daily, monthly, and yearly.

The daily trend chart displays the historical data of that day.
Monthly and yearly trend charts display the average, maximum, and minimum vdues of data on a daily basis.
Device information

Display device-related information, of which "alias" and "site" can be modified in the device editor of the UPS
list.

"Contact name", "Contact email", and "Contact phone" are the admiistrator information entered when
creating the site. As shown in the figure below, the contact information of the "root™ adminis trator of the site
is shown.

"Maintenance expiration date" is calculated based on the maintenance start time and maintenance period
settings of the device. Maintenance expiration date= maintenance start time + maintenance period.

Real-time information Data statistics Device information
Device information
Serial number: Maintenance expiration date: 2027/12/03
Alias: COMB-UPS Communication parameters: COMS

Site: root
Contact name: David
Contact email: david@abc.com

Contact phone: 13567876567

2.3.2 Server

Add remote servers

sMRTS[IV WYTTSVXW ZEVMSYW SJ TVSXSGSPW XS EHH VIQSXNVNWINRXNMW SV W
CI[EVIE)7<M 77, 2IX%TT 'PYWXIV>
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Search for adding devices

v Select device type

o Select communication proto 3 Search complete

Device type: ©Q Server

. Communication [
protocol

SPS

1PMI

VMware Center
VMware ESXi
S5H

MetappCluster

Edit/Delete remote severs

« Edit: edit the site, user, and password
¢« 4VSXIGXMSR NYQT XS XLI S7LYXHS[R 4VSXIGXMSR 7IXXMRKW> TEKI
» Delete: delete the corresponding server or service

Shutdown Configuration Status Marme Communlcation status Operate status P Type Source Site WM protection priority Sat protection pricrity Operate

Unpratectsd 10.130.212.115 @ 10.130.212.116 S5H Plant
Cdit
— Unprotected 10.130.212.24 @ 10.930.212.24 vCenterServer Plant Bratection
Dalete
- LPOAD @ Cluster Plant
+ Eswi2 2. 5555-5erial (@] FoweredCn 10.130.212.22 Hyperisor Plant
+ Esxi21.55G5-5erial PoweredOn 10,130.212.21 Hypenisor Plant
+ [i23.55G5-5erial Foweredn 10,130,212.23 Hypersisor Plant
— Unprotected FAS?T20 ] Foweredn 10.130.212.13 MethppCluster Flant
FAS2720-01 @ FoweredOn Nethpp Plant
HAS2720-02 @ FoweredOn Tethpp Plant

Quickly search for servers

e« 'LSSWI SOMWX WIEVGLS )RXIV XLI VIQSXI| WAV KIRPW IRREMR \VEREB L )BNNY MV
and other servers will be filtered out

e« 'LSSWI §8VII WIEVGLS )RXIV XLI VIQSXI| WIVZIWRP REYQIT WS L E YW §yVW
FYX SXLIV WIVZIVW [SR™X FI JMPXIVIH SYX
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UPS Server

List search Q

Shutdown Configuration Status Name Communication status Operate status IP Type
Unprotected Esxi22.55G5-5erial © PoweredOn 10.130.212.22 Hypervisor
Unprotected Esxi21.55G5-5erial ® PoweredOn 10.130.212.21 Hypervisor
Unprotected Esxi23.55G5-5erial ® PoweredOn 10.130.212.23 Hypervisor
2.3.2.1 SPSlist
Add SPS

Prerequisite: Install SPS software on the remote computer, port 8883 is opened

7IPIGX §747> MR 8'SQQYRMGEXMSR TVSXSGSP>

Enter the start and end address of SPS IP, or enter a single IRddress in the start IP address field of
XLI §'YWXSQ -45

Enter the SPS username and password

Set site for SPS host

Set the power source for the SPS host. Before setting up the power source, please ad the UPS firstly.
Check UPS list
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Search for adding devices

v Select device type o Select communication protc 3 Search complete

Device type: © server

Communication
* . SPS
protocol

* Custom IP®:  10.130.212.1 10.130.212.254
* SPS username:  admin
* SPS password:  eeesessese B

* Site:  root
+ Power source: @ Single UPS Redundant UPS

HID-UPS-G699R01019 / output

Add

Search SPS

After the searching process is completed, the bottom right corner of the webpage wi Il prompt the dialog that
show the number of successfully added devices, the number of failed devices, and the reason for failure

Failure Information Added successful devices:3 X
10.130.212.159 : Account or password is incorrect
10.130.212.186 : Account or password is incorrect

10.130.212.250 : Account or password is incorrect

SPS list

After successfully adding SPS, the SPS information will be displayed in thelist as below image
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Criarview LI
=
ist searct
et List search
6] Shutdown Configuration Status
Protection
fal Protected
Events/logs
@ Protected
System settings
2.3.2.2 IPMI list

Add IPMI

Server

MName Communication status

SPs- o,
CNSHNWLABRDPCS0 x5

SPS-dhep-10-130-
212-116

Prerequisite: Server enabled IPMI service

e 71IPIGX §-41-> MR $'SQQYRMGEXMSR TVSXSGSP>»
e Enter IPMI hostname/IP address, username and password

* Set site for IPMI host

POU

Operate status

Running

Running

10:130.212.43

WinpowerG2 Manual

Redundant UPS

Source Operate

HID-UPS-

GBIIR0101!

HID-UPS-
GEIIR0101!

< Set the power source for IPMI host. Before setting up the power source, it is necessary to add a UPS.

Please check UPS list
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Search for adding devices

v Select device type

(4]
§]

e Select communication prota 3 Search comp

Device type: © Server

Communication
* : IPMI
protocol

* Host name: 10.130.212.39
* User name: ADMIN
#* Password: ssssssssnss %"

*Site:  root
Power source: © Single UPS Redundant UPS

HID-UPS-G699R01019 / output

Add

IPMI list

After successfully adding the IPMI server, the IPMI host information will be displayed in the list as below

image.

8LI GSPYQR S7LYXHS[R 'SRIMKYVEXMSR 7XEXYW)>XWXESI[ ESRVVBRNNGAHISMR
LSWX LEZIR"X FIIR WIX ERH XLI WLYXHS[REFPESKIGXMSR LEZIR™X FIIR |
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List search

Shutdown Configuration Status

Unprotected

Unprotected

Server

Q

Name Communication status

1013021240 @

1013021239 @

2.3.2.3 VMware Center list

Add VMware Center

Prerequisite: Purchase copyright for VMware Center

e 'LSSWI »:1[EVI "IRXIV> MR XLl $SQQYRMGEXMSR TVSXSGSPS3
» Enter vCenter hostname/IP, username, password
» Set the site for the vCenter server

Operate status

PoweredOn

PoweredOn

WinpowerG2 Manual

PDU Redundant UPS

0
P Type Source Sit« Operate
HID-UPS-
10.130.212.40 IPMI roc
G699R01019
HID-UPS-
10.130.212.39 IPMI

M/ G699R01019

a vCenter is just a service, so there is no need to set power source for vCeter. Shutdown
protection is for VMware ESXi host
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Search for adding devices X

v Select device type v Select communication prota o Search complete

Device type: O server

~ Communication
* 1| VMware Center

protocol”’

* Host name: 10.130.212.24

* User name: E
* PaSSWOfd: ssssssssnssns &
# Site: | Plant

Add

vCenter list

 After successfully adding the server, the vCenter topology architecture will be displayed as following:
vCenter Server-> Cluster->Hypervisor (ESXi host)-> Virtual Machine

 Virtual machine with installed vCenter or Winpower will be automatically set as critical virtual
machine, while other virtual machines can be set to critical virtual mach ines manually
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ups Server poU Redundant UPS
List search a,
Shutdown Configuration Status Mame Communication status Operate status P Type Source Site Operate
= Unprotected 10.130.212.24 GJ 10.130.212.24 vCentarServer Plant
- DPORD @ Cluster Plant
Esxi22 55G5-Serial )] PoweredOn 10130.212.22 Hypervisar Plant
) ; . irtual )
IPM-1.68.00/ Vdbd_OVETD ] Poweredn 10.130212.207 T Plant
Machine
() irtual
SPS1 €3] Powsred(in Wi Ua_ Plant
Machine
irtual 3
PEC-500-vitrual - 4 (] PoweredCn h 3 Plant
Machine

Topology comparison

The topology of the Winpower side is consistent with the web of vCenter, check the image as below

B @

7 10.130.212.24

v Datacenter

~ [l DPGQRD
10.130.212.21
10.130.212.22
10.130.212.23
Android-Test

By B B B B B By B & B & O Em

2.3.2.4 VMware ESXi list

Add ESXi

AzureMigrationTool
CentOSs7
IPM-1.68.007.VAB4 _...
IPM2.4
IPM_Editions-va-2.4....
MDC-build-Centos8.5
PEC-500-vitrual
PEC-500-vitrual - 2
PEC-500-vitrual - 3
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Prerequisite: Purchase copyright for VMware ESXi

a VMware ESXi is the standalone version of VMware, while VMware vCenter is tke centralized
monitoring version

e« 'LSSWI »:1[EVI )7<M> MR XLI $'SQQYRMGEXMSR TVSXSGSPS
« Enter ESXi hostname/IP, username, password

« Set the site for ESXi host
« Set the power source for ESXi host. Before setting up the power source, you need to adl a UPS firstly.

Please check UPS list

Search for adding devices

[1¥]
m

o Select communication proto 3 Search complete

v Select device type

Device type: © server

Communication )
* 1 VMware ESXi
protocol

* Host name:  10.130.212.21

*User name: root
* Password: = eeeses i
# Site:  Plant
Power source: @ Single UPS Redundant UPS

NMC-G2-10.130.212.244 / output

Add

ESXi list
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« After successfully adding the server, the ESXi topology architecture will be displayed as following:
ESXiServer (ESXi hosts) -> Virtual Machine

« Virtual machine with installed Winpower will be automatically set as critical virtual machine, and other
ZMVXYEP QEGLMRIW GER™X FI WIX XS GVMXMGEP ZMVXYEP QEGLMRIW

Shutdown Configuration Status Mame Communication status Operate status P Type Source Site  Operate

NMC-G2-
I 123 5 1 {~) ] 3 I"' .2 i - r
Unprotected Esxi22.55G5-Serial ) PoweredCn 10.130.212.22 EsxiServer 10130.212.24 Plant

Virtual

5PST (O] PoweredCn : Plant
Machine
Virtual
ubuntu22-mariadb-test 5] PoweredCn : Flant
Machine
- Virtual
PEC-500-vitrual - 7 5] PoweredCn N Plant
Machine
- Virtual
Android-Test © PoweredOn 3 Flant
Machine
- -~ Virtual
PEC-500-vitrual - 5 ) PoweredCn , Flant
Machine

Topology comparison

The topology of the Winpower side is consistent with the web of ESXi, checkthe image as below

Contextual help of the web interface « 41



< C m

{n Navigator

~ [5] Host

Manage

Monitor

vm ESXi Host Client
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© Notsecure | hips//10.130.212.22/ui/#/host/vms

@ Virtual Machines

@ Storage
@ Networking

2.3.2.5 SSH list

Add SSH

(3 Esxi22.SSG5-Serial - Virtual Machines
+& create / Register VM | [l console | B Power on () Power off 1l susp:
] virtual machine ~ | Status ~  Used space ~
O | @ vcLs-09e0d9a6-69d4-aabd-ac33-94d97dads.. | & Normal 153GB
O "@ 1PM-1.68.007.VA64_OVFIO @ Normal  14.01GB
(] b@ MDC-build-Centos8.5 & Normal  232.09 GB
(J '@ ubuntu22-mdc-template-tool & Normal  108.09 GB
(] .@ IPM_Editions-va-2.4.0-2+281_x86_64_4cpu_.. Q Normal 76 38 GB
0 ’@ PEC-500-vitrual & Normal 4408 GB
(] .@ PEC-500-vitrual - 2 & Normal 44 08 GB
U ’E] PEC-500-vitrual - 3 & Normal 4408 GB
(] .@I PEC-500-vitrual - 4 & Normal 4408 GB
U 'E] PEC-500-vitrual - 5 & Normal 4408 GB
O "& Android-Test & Normal  232.09 GB
L '@ PEC-500-vitrual - 7 & Normal 4408 GB
] '@ ubuntu22-mariadb-test & Normal  108.09 GB
M "% <p M Normal | 19 08 GR
Quick filters. .. v

Prerequisite: Server enables SSH service, port 22 is opened

e 'LSSWI 8§77,> MR XLI $SQQYRMGEXMSR TVSXSGSPS

» Enter SSH hostname/IP, username and password

» Set the site for SSH host

< Set the power source for SSH host. Before setting up the power source, it is necessry to add a UPS.

Please check UPS list
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Search for adding devices

v Select device type

Device type:

* Type:

+ Host name:

o server

S5H

10.130.212.159

WinpowerG2 Manual

o Select communication prote 3 Search complete

#Port: 22
# User name:  root
* Password:  eeeees &
#Site:  root

Power source ! (o] Single UPS Redundant UPS

NMC-G2-10.130.212.204 / output

SSH list
After successfully adding the SSH, the SSH host information displayed in the list as below image.

S'SQQYRMGEXMSR WXEXYW> VITVIWIRX XLI -4QERRSEGQPRBMGENXMS R RV XMEX QW
status is OK. If the image color is grey, it means the status is lost.

8LI GSPYQR S7LYXHS[R 'SRIMKYVEXMSR 7XEXYW)>XWXESI[ ESRVVSRNGGHISMFK
LSWX LEZIR"X FIIR WIX ERH XLI WLYXHS[REFPEXKIGXMSR LEZIR"X FIIR |

Shutdown Configuration Status Name Communication status Operate status 1P Type
Unprotected 10130212158 @ 10.130.212.159 | SSH
Unprotected 10130212250 ) 10.130.212.250 | SSH

N S
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2.3.2.6 NetApp Cluster list

Add NetApp Cluster

e« 'LSSWI §2IX%TT 'PYWXIV> MR XLI $SQQYRMGEXMSR TVSXSGSPS
« Enter NetApp Cluster hostname/IP, username, password
« Set site for NetApp storage nodes

a NetApp cluster is just a service, so there is no need to set the power source for it. Shutdown
protection is only for NetApp storage nodes

Search for adding devices

v Select device type v Select communication proto o Search complete

Device type: O server

Communication
* : |NetAppCluster
protocol

* Host name: 10.130.212.13

* [User name: admin

- 5 Password: sesssnsew G’?r.‘

* Site: [ Plant ]

fatels
NetApp list

e« 8LI GSPYQR S2IX%TT'PYWXIVS PMWXW EPP EVI XIPS%2T X WWVIXISWKISVE B H R/
as shown in the following image
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— Unprotected

Name

FAS2720 ©@
FAS2720-01 @
FAS2720-02 @

Communication status

Operate status

PoweredOn

PoweredOn

PoweredCn

WinpowerG2 Manual

SR
P Type Source
10.130.212.13 MetAppCluster

MNetApp

MNetApp

e The NetApp topology at Winpower side is consistent with the web of NetApp cl uster, check below
image.

DASHBOARD

STORAGE

Overview

Applications

Volumes

LUNs

Shares

Quotas

Exports
Storage VMs

Tiers

NETWORK

HOSTS

CLUSTER

Settings

Disks

Pl ONTAP System Manager  (setumocissicversion)

Cluster

2.3.3 PDU list

Y o
verview

MAME
FAS2720

VERSION

MetApp Release 9.6P3: Sun Sep 22 08:26:36 UTC 2019

LOCATION
shenzhen

Nodes

UPTIME

MODEL

SERIAL NUMEBER
WERSION

MAMAGEMENT

FAS2720-02

24 day(s), 2:31:33
FAS2720

NetApp Release 9.6P3: Sun Sep 22
08:26:36 UTC 2019

10.130.212.12

DNS DOMAINS
netapp.com

HAME SERVERS

8.8.8.8

MAMAGEMENT INTERFACES
10.130.212.13

FAS2720-01

53 day(s), 7:29:30
FAS2720

NetApp Release 9.6P3: Sun Sep 22
08:26:36 UTC 2019

10.130.212.11

This page allows you to view the PDU devices, add, edit, delete dewies, and set parameters for the PDU.
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Click "Details" to jump to the PDU details page.
Add PDU

The software monitors PDU through the SNMP protocol. To control and set the PDU, you need to use
communication credential with write permission. The parameters are as same as SNMP protocol settings in
UPS

Batch operations

Select multiple devices and use the batch operation button in the upper left corner to perform batch
operations on PDUs such as setting the maintenance start time, activating, disabling and deleting devices.

Servar o0l Redmeiaet 1125

| ot msivemrarice stars i

B M Siwte  Inputvolbage It fmquency  bputcument  Appaentpower  Achepower  [remy  facor RatedFower  Nemsningpomer P St

P
B =w SO0H: oEa 20 =ow TETUAL  am 3 MW MG clikhil]

A Stk o o o MAME A0 gL B MUAFIZE chldiel - | darisrarca trra i [ 07

Single device operation

ve Details Operate

) Details

Device editing
) Communication setting
Device setting

Delete

By clicking the 3 dots under the operation bar, the operation menu pops up, aad you can perform device

editing (modify the device's alias and site), communication settings (modify communication credentials),
and PDU parameter settings (system, outlet, sensor) and delete operaions. Communication credentials

require write permission to perform PDU parameter settings.

* Activate/deactivate device

Drag and drop the activation button . to activate or deactivate a single device.

2.3.3.1 PDU details

This page displays the details of the PDU device, groups the outlets and controls the on and off of the
outlets.
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Page layout
The top displays system information, output and input real-time data.

The left side of the lower part displays the status and real-time values of the sensors (if any), as well as the
current active alarms and historical events. The right side displays an overview of the outlet switch status
and displays the switch status and real-time data of each outle t by group.

Control outlet on/off

Click the "All On" button in the outlet overview to turn on all outlets. Click the "All Off" button to turn off all
outlets.

Click the "All On" button in the upper right corner of each group to turn on dl outlets in the group. Click the
"All Off* button to turn off all outlets in the group.

Drag the switch button of the outlet individually to control the on and off of a single outlet.

SNMP communication credentials are required to have write permissions on the device to set
the PDU.

Group settings
Click the edit button > # ¢==2 to the left of the group name to pop up the group sett ing window. You can edit

the group name, add or delete outlets in the group, then click the "Savé button to save the settings. A
"Operation Successful" message will pop up if the save is successful.
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> Group Settings

Group name  Group 2

Outlet in group

Outlet_10 > Outler_11 X Outlet_12 X
Qutlet_13 x Cutler_14 = Qutlet_15 X
Cutlet_16 Outler_17 Outlet_18 X
Outlet_19 > Outler_20 Outlet 21 X
Outlet_22 > Qutler_23 * Outlet_24 X

Addable sockets

Outlet_1 Outler 2 Outler 3
Qutlet 4 Outlet 5 Outlez 6
Outlet 7 Outlet 8 Outler 9

2.3.4 Redundant UPS

Create redundant UPS group

'PMGO $%WWIXS ">56lHYRHERX 947> ">%HH> KWIEXT E7/ RA[XLIHRRMIERXV O] KV ¢
choose the corresponding UPS as a group

#* Name: PSGroup

= Sjte:  Plant

<ups: | NMC-G2-10.130.212.101
HID-UPS-X000-Y0000000000
COM2-UPS
Modbus-10.130.212.217
NMC-G2-172.18.140.21
SNMP-10.130.212.243
SNMP-10.130.212.245
HID-UPS-715318A00017
HID-UPS-CP10M5178670001

Save
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Check Redundant UPS
'PMGO $:MI[§ FYXXSR XS WII [LMGL 947 EVI MRGPYHIH MR XLI KVSYT

Ups Server EDU Redundant UPS

Mame Ups Site Create time Operate

PSGroup D Plant 2024/12/01 00:24:11 4 | |

2.4 Shutdown Protection

2.4.1 Shutdown protection setting

Shutdown list

¢ Local system: The host where Winpower is installed

e Server list: SSH host, IPMI host, VMware ESXi host for vCenter

SPS list: SPS host

« Virtual system list: VMware ESXi host for standalone, VMware Cluster
Storage node list: NetApp cluster and NetApp storage nodes
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Winpower G2

{ar

Shutdown protection setting

Overview

o Vv Local system
Asset

o ) winpower

Protection > Server list
Q > SPS list

Events/Logs
@ > Virtual system list
System settings > Storage node list

Power source setting

e« 1IXLSH 'LSSWI S7TMRKPI 947> XLI HVSTIBSSIR BIMW & | W RIFR PAMW K VE\R PX XF
select the power source for the host. Before set the power source, it is necessary to add a UPS firstly,
View UPS list

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting
Type: @ Single UPS Redundant UPS

#UPS:  HID-UPS-715318A0001...

« Method 2: Switch power source through the "Power supply topology"
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Power supply topology

[[ Switching power source J]

HID-UP5-71..

winpower

Shutdown condition

» Shutdown when battery discharge for: When the discharge time of power source reaches the value,
software will trigger the shutdown action

¢ Shutdown when battery low: When an alarm of low battery occurs for the power source, software will
trigger the shutdown action

< Shutdown when the battery capacity is lower than: When the battery capacity of the power source is
lower than the set value, software will trigger the shutdown action

» Shutdown when the battery remaining time is lower than: When the battery remaining time of the
power source is lower than the set value, software will trigger the shutdown action

¢ UPS shutdown: 1. If software communicates with the power source through USB/RS232/Modbus
TCP, when the scheduled shutdown time is reached, the shutdown acion will be triggered. 2. If
software communicates with the power source through NMCG2 card, when the UPS enterto
shutdown count down, the card will push shutdown notification to software, the n software will trigger
the shutdown action.

« If multiple conditions are selected, any one of them is met the shutdown action will be triggered

=] -J XLI TS[IV WSYVGI MW 21'+ XLI GEVH [SR™X TXWILVESWXMAIHSWWRSR S X
the shutdown conditions are based on shutdown condition in software si de.
If the power source is NMCG2, the card will push a shutdown notification to the software. The
shutdown condition depends on both software's shutdown condition and the card notification.
Any condition is met, the shutdown action will be triggered
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B 7SQI SJIJIPMRI 947 LEZIR"™X WIRX VIQEMRMRK FEXDXMW GHWI SYIREMXIV
the shutdown condition for the remaining battery time or battery capacity is set, the shutdown
will not be triggered

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

Apply to other servers
Shutdown when battery discharge for 600 3

Shutdown when battery low

Shutdown when the battery capacity is lower
than

30 %

Shutdown when the battery remaining time is —
s
lower than

() UPS shutdown

Main output/LS output

 output: Power supply from main output, the shutdown condition is based on software si de

« output-groupl: Power supply from LS1 section, shutdown condition is based on both the "shutdown
conditions" on software side and the automatic shutdown delay of LS1 whi ch is calculated by UPS
firmware. Whichever condition is met will trigger shutdown action

« output-group2: Power supply from LS2 section, shutdown condition is based on both the "shutdown
conditions" on software side and the automatic shutdown delay of LS2 whi ch is calculated by UPS
firmware. Whichever condition is met will trigger shutdown action

a 2SX EPP 947 LEZI 07 ERH 07 WSQI 947 HSR™ X LEZIRH/I WS QQI 947 SRI
UPS have both LS
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COMZ-UPS >
Shutdc

Modbus-10.130.212.217 >

output

output-group1

NMC-G2-172.18.140.21 >

Shutdov output-group2
SNMP-10.130.212.243 >
SNMP-10.130.212.245 >

Type: €
HID-UPS-715318A00017 >

 UPS: |

2.4.1.1 Local shutdown

Prerequisite
Check Shutdown protection setting n®et power source and shutdown conditions

Shutdown script

e 7LYXHS[R WGVMTX 9TPSEH WGVMTX ERH WGVMTXWEBPP[EVIWEZIH XS §
installation directory

« Script execution time: The maximum execution time of the script. If the script is successfully
executed, the system will immediately shut down or hibernate. If the script execution fails, the system
will shut down or hibernate till the "script execution time" reaches

¢ Script execution method: On Windows, there are two options: service or non-service Service mode
VIJIVW XS NIGYXI WGVMTXW [MXL S2IX[SVO WIVZNGIbVH RIS IYLONHIRSF
WGVMTX [MXL SPSKMR YWIV> S[RIV *SV MRXIVEGX M SNRRWEG R SIR XV | X 1ZIME&
mode

a 2S RIIH XS WIX SWGVMTX INIGYXMSR QIXLSH> SR OMRY\ ERH 1EG 37<

*« 8IWX 'PMGO XLI §8IWX> FYXXSR XS INNIGYXI| XLG YWKANSNRTR IKGCGHBNVHMRK X
* View script execution log: View the result of executing the script

System shutdown

* Shutdown: OS will be shutdown

» Hibernate: OS will be hibernated

« Execution time: The time required for the OS to shut down or hibernate, italso means the delay time
for UPS shutdown

« Test: Click the test button, OS will immediately shut down or hibernate

UPS shutdown
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§947 WLYXHS[R> QIERW WLYX HS[R 947 SYXTYX KBXWGEW XSIREP{ B WT B X B NK
[MXL WSJX[EVI XLVSYKL 97& 67 ISHFYW 8'4 -J XLIROHAXKMWLWXKHSHEB{RMW II
condition is met and the script execution has been completed, software will send a shutdown command to

UPS with the delay time of "Execution time"

g !fthe power source is communicated with software through cards, UPS will be shut down by
card not by software, so this item will turn gray

Shutdown protection setting

Shutdewn conditions Shutdown action Power source setting
Shutdown script Script execution time 60 s
Script execution method @ Service Non service
() System shutdown @ Shutdown Hibernate Execution time 2 mins

() UPS shutdown

Shutdown protection scenario

0 APIEWI HMWXMRKYMWL FIX[IIR 8947 WLYXHSR>SBIR7 >WILYXHS[R>GBRHM
S7TLYXHS[R EGXMSR> 8LI JSVQIV MW 37 WLYXHSPEXXIWNKMW RIRK GSRH
shutdown action

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS 38nGSet the shutdown action to{] MW P S|
§947 WLYXHS[R MW IREFPIHS ERH S7LYXHS[R WGVMTX MW IREFPIH>

When the battery capacity is lower than 30% ->run the script ->OS shutdown>After the "Execution
time" (default 2 minutes) reaches, UPS shut down

B If the script run successfully, OS shut down immediately. If script fails, wait for the "Script
execution time" (default 60s, if less than 60s also counts as 6 0s)

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXXV] WEVKE B KR HB/XMS[
§947 WLYXHS[R MW HMWEFPIHS

When the battery capacity is lower than 30% ->OS shutdown->UPS discharge uil the battery is depleted
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7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS §947 WLYXHS[R>
When the UPS scheduled shutdown time reaches ->0S shutdown ->After théExecution time" (default 2
minutes) reaches, UPS shut down

If the UPS is not set as a power source, the UPS shutdown will be executd according to UPS
on/off schedule. Once the UPS is set as a local system power source, the "Execution time" will
be added to UPS shutdown delay time

2.4.1.2 SPS shutdown

Prerequisite

Check SPS list, add SPS server
Check Shutdown protection setting n®7 IP1IGX 747 LSWX MR S§71VZIV PMWX> WIX TS[IV
conditions

Shutdown action

shutdown: SPS host will be shut down

Hibernation: SPS host will be hibernated

2S %GXMSR -J WGVMTX MW IREFPIH SRP] XXIEWGERITTEGNRBR-1 INIGYX
Save and Test: Click the button, verify whether the SPS host can be sht down or hibernated manually
7LYXHS[R WGVMTX 'PMGO §+S XS 747 JSV GSRIMKYVMEXKWSRQIWMEHERPP
configure script via SPS website

Shutdown delay time: After receiving the shutdown natification from Winpower, SPS will wait for the

timer to reach then execute shutdown or hibernation

Shutdown time: The time required for SPS shutdown or hibernation

The shutdown action also can be set on the SPS website, and the $iutdown configuration in
Winpower side will be synchronized with SPS side in real-time

The maximum execution time of the shutdown script is automatically determi ned to be 2/3 of
the "Shutdown time", ensuring that 1/3 of the remaining time is reserved for shutting down or
hibernating the system
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Shutdown protection setting

Shutdewn conditions Shutdown action Power source setting

Shutdown action @ shutdown Hibermation No Action

Shutdown script ~ Go to SPS for configuration

Shutdown delay time 60 s

Shutdown time 60 5

Shutdown protection scenario
7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXIV] GETEGMX] MW PS]

When the battery capacity of power source is less than 30%, software will send a shutdown notification to
SPS ->SPS start shutdown countdown (default 60s) ->When countdown is ended SPS will execute script. If
the script is successfully executed, OS shut down immediately. If the script fails, it will wait for the maximum
execution time of the script (about 40s, 60*2/3=40) ->SPS host shut down

@ !fthe power is restored within the SPS shutdown countdown, the shutdown will be canceled

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS 8947 WLYXHS[R>

10 minutes before UPS scheduled shutdown time reaches, Software will send an alarm notification to SPS
every 1 minute ->When the UPS scheduled shutdown time reaches, SPS starshutdown countdown (default
60s) ->when countdown is ended, SPS will execute the script ->SPS hosshut down ->When the "Shutdown
time" (default 60s) reaches, UPS shut down

a If the UPS is not set as a power source, the UPS shutdown will be execute according to UPS
on/off schedule. Once the UPS is set as a power source for SPS, the "Shutdown d&y time" plus
S7TLYXHS[R XMQI> [MPP FI EHHIH XS 947 WLYXHS[R HIPE] XMQ)|l

2.4.1.3 IPMI shutdown

Prerequisite

¢ Check IPMI list , add IPMI server
e Check Shutdown protection setting n®7 IPIGX -41- LSWX MR S7IVZIV PMWX> WIX TS[IV
shutdown conditions
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Shutdown Action

* Shutdown: When the shutdown condition is met, software will call the Java API to shut down the
remote IPMI server
« Test: Click the test button to shut down the remote IPMI server immediately

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown

Shutdown protection scenario

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXIV] GETEGMX] MW PS]
When the battery capacity of the power source is less than 30%, Software willshut down the IPMI server

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS §947 WLYXHS[RS

When the UPS scheduled shutdown time reaches ->Software will shut down he IPMI server->After 2 minutes,
UPS will shut down

E If the UPS is not set as a power source, UPS shutdown will be executed accorihg to UPS on/off
schedule. Once the UPS is set as a power source for IPMI server, 2 minutewill be added to UPS
shutdown delay time

2.4.1.4 SSH shutdown

Prerequisite

e Check SSH list, add SSH server
e Check Shutdown protection setting n®7 IPIGX 77, WIVZIV MR S§7IVZIV PMWX> WIX TS[I
shutdown conditions

Shutdown Action

¢ SSH Command: Software logs in to SSH through Java API and sends a shutdown command to the
remote SSH server

« Instruction list: There are five kinds of commands are supported: "shutdown - h now", "shutdown",
"init5", "init0", "power off"

« Test: Click the test button, Software will send a shutdown command to t he SSH server immediately
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() SSH command shutdown -h now | ‘ Test |

shutdown -h now
Shutdown protection settin  shutdown
init 5

Shutdown conditions Shutd init 0 tting

power off

() SSH command H Test ‘

Shutdown protection scenario

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXIV] GETEGMX] MW PS]
When the battery capacity of the power source is less than 30%, Winpower willshut down the SSH server

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS §947 WLYXHS[RS

When the UPS scheduled shutdown time reaches ->Winpower will shut down he SSH server->After 2
minutes, UPS will shut down

a If the UPS is not set as a power source, the UPS shutdown will be execute according to UPS
on/off schedule. Once the UPS is set as a power source for SSH server, 2 minuteswill be added
to UPS shutdown delay time
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2.4.1.5 VMware ESXi Standalone shutdown

Prerequisite

¢ Check VMware ESXi list, add a standalone VMware ESXi host

e Check Shutdown protection setting n® LSSWI XLI :1[EVI )7<M LSWX MR §$:MVXYEP W]W
power source and shutdown conditions

« knowledge Set auto stop/start on VMware ESXi

Shutdown action

¢ Shutdown: Winpower will shut down the ESXi host through Java API

a Virtual machine shutdown requires installing VMware tool, Winpower sends the shutdown
command to the virtual machine firstly, once the virtual machine response t hat shutdown
GSQQERH MW RSX WYTTSVXIH ;MRTS[IV [MPP GLERKI XS WIRH STS[I\

« Turn off all VMs before shutting down the host: If this function is select ed, Winpower will shut down
the virtual machines disorderly. If Winpower is installed on one of the virtual machines, it is
automatically identified as the critical virtual machine, and the critical virtual machine will be
shutdown at last

B -J XLISEYXS WXEVX WXST> JYRGXMSR MW RRBE BB \ER 333N RBWIXWV TP
FIJSVI WLYXXMRK HS[R XLI LSWX> &IGEYWI| EXAWPGERP X WEF Q HGLRIRIW
before ESXi host shut down by itself.

« ESXi shutdown timeout: The maximum time value for waiting for all virtual machin es to shut down
n2the status from on to off)

a -J XLI ZMVXYEP QEGLMRI LEW RSX FIIR WBYRK XB{RIJYKR MW ®)IX<M WL
WSJIX[EVI [MPP WIRH STSJ[IV SJJ> GSQQERH XS XLI ZMVXYEP EGLMRI

e 8IWX 'PMGO S8IWX> FYXXSR )7<M LSWX [MPP WLYX HS[R MQQIHMEXIP
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown Turn off all VMS before shutting down the host  ESXi shutdown timeout 120 s

Shutdown protection scenario

7TGIREVMS (MWEFPI SEYXS WXEVX WXST> SRXE/ €§MEXXXVX LG BN EXGMITG [ B JGRSIR
> TLYXHS[R EGXMSR IREFPI $8YVR SJJ EPP :1W FIJSVI WLYXXMRK HS[R X

When the battery capacity of the power source is less than 30%->Software willshut down the virtual machine
firstly->Wait for all virtual machines to be shut down->host will shut down

a if all the VMs have been shut down, host will shut down immediately, otherwise wait for the
"ESXi shutdown timeout" reaches (default 120 seconds)

if Winpower is installed on one of the virtual machines, it is automat ically identified as the
critical virtual machine, and the critical virtual machine will be shut down at last

7TGIREVMS JREFPI SEYXS WXEVX WXST> SR )7$MEX/XKVXIGEWEGXXS [RJI G R/
> 7TLYXHS[R EGXMSR HMWEFPI S8YVR SJJ EPP XiW FIJSVI WLYXXMRK HSJI

When the battery capacity of the power source is less than 30% ->the hog will immediately shut down, and
XLI ZMVXYEP QEGLMRIW [MPP FI WLYX HS[R XQWFIMHKLHSERXI IMXESWXW XST>

7TGIREVMS JREFPI SEYXS WXEVX WXST> SR )78 77WL XKHW®/[RYXHBYX KS[RH |
EGXMSR HMWEFPI $8YVR SJJ EPP :1W FIJSVI WLYXXMRK HS[R XLI LSWX>

When the UPS shutdown scheduled time is met->host will immediately shut down, and the virtual machines
[MPP FI WLYX HS[R XLVSYKL SEYXS WXEVX WXSTSLIYRMIAMBERY | QFIHVHWLIK H
XMQISYX> HIJEYPX W LEW FIIR VIEGLIH 947 WLYX HS[R

@ [Ifthe UPSis set as power source for ESXi host, the UPS scheduled shutdowrtime will be added
[MXL 8)7<M WLYXHS[R XMQISYX EW XLI 947 WWXXEN [RSHIIN B SXMWGIT 3 3
multiply ESXi hosts, the shutdown delay time will be the maximum value of "ESXi shutdown
timeout” in all hosts

2.4.1.6 VMware ESXi of vCenter shutdown

Prerequisite
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¢ Check VMware Center list, add VMware vCenter

e Check Shutdown protection setting 'LSSWI1 XLI :1[EVI )7<M LSWX MR §7I1VZIV PMWX>»
and shutdown conditions

« Knowledge Set auto stop/start on VMware ESXI, knowledge DRS function

Shutdown Action - Set Shutdown Mode

¢ Shutdown Mode: ESXi host enter to shutdown mode, host will shut down

e Shutdown timeout: The maximum time value for waiting for all virtual machines t o shut down (virtual
machine status from on to off)

« Shutdown all virtual machines: If this function is selected, Software will shut down the virtual
machines disorderly. The virtual machine installed with Winpower or vCenter will be identified as the
critical VMs automatically, and the critical VMs will be shutdown at las t

B Itisrecommended to enable this function because virtual machines maybe migrate from one
LSWX XS ERSXLIV WS SEYXS WXEVX WXST> MWZREXIXIV] VIPMEFPI SF

a Virtual machine shutdown requires VMware tool, Software will send shutdown command to
virtual machine firstly, once the virtual machine response that shutdown command is not
WYTTSVXIH WSJX[EVI [MPP GLERKI XS WIRH STS[IV SJJ> GSQQERH

8IWX 'PMGO 3$8IWX> FYXXSR )7<M LSWX [MPP WLYX HS[R MQQIHMEXIP]

Shutdown Action - Set Maintenance Mode

« Maintenance Mode: When the ESXi host enters maintenance mode, virtualmachines will
automatically be migrated to other hosts depending on DRS function

* Maintenance timeout: The maximum time wait for the ESXi host to enter maintenance mode
e« 8IWX 'PMGO $§8IWXS FYXXSR )7<M LSWX [MPRIHRMEXDMP QEMRXIRERGI

B When software detects that the power source has been restored, it will send a command to exit
maintenance mode

Shutdown Action - Set Shutdown Mode and Maintenance Mode simultaneously

The host enters maintenance mode firstly, all the virtual machines will be migrated to another host, and the
host enters shutdown mode finally.
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B -J XLILSWX JEMPW XS IRXIV QEMRXIRERGRBBGE I XBMXIFYPEMXMRK JS\
software will forcibly shut down all VMs and host. The virtual machine with installed Winpower
or vCenter will be automatically identified as critical VMs and will be shutdown at last, while
other virtual machines will shut down disorderly

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown Mode Shutdown timeout 120 5 Shutdown all virtual machines
() Maintenance mode Maintenance timeout = 120 s

Shutdown protection scenario
7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SEFEXXHSE|[ & EGEOGMER IREFPV
S7TLYXHS[R 1SHIS ERH IREFPI S7TLYXHS[R EPP ZMVXYEP QEGLMRIWS

When the battery capacity of the power source is below 30% ->Software will shut cown the virtual machines
firstly->Wait for all virtual machines to be shut down->Host will shut down

g ifallthe VMs have been shut down, host will shut down immediately, otherwise host will wait for
the "Shutdown timeout" (default 120 seconds)
The virtual machine has been installed Winpower or vCenter will be aitomatically identified as
critical VMs. Critical VMs will be shut down at last, while other virtual machines will shut down
disorderly

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXHSE|[ K ETGEGMNER IREFPV
SIEMRXIRERGI 1SHIS

When the battery capacity of the power source is below 30% ->Host enter to mantenance mode, the virtual

machines will be migrated to another host->Once mains power restores, the host will exit maintenance mode

when Winpower service start

a If entering maintenance mode fails, wait for the "Maintenance timeout " time (default 120
seconds) reaches, Software will forcibly shut down the virtual machines and host
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7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXHS[ & ETCEGMNR IRIEFPW!
SIEMRXIRERGI 1SHIS ERH IREFPI S7TLYXHS[R 1SHIS

When the battery capacity of the power source is below 30% ->Host enter to mantenance mode, the virtual
machines will be migrated to another host->Host will shut down

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SEHFPWEFXYHS] RER 1ISYHA Bl E[RE
IREFPI STLYXHS[R EPP ZMVXYEP QEGLMRIWS

When the UPS shutdown scheduled time is met->Software will shut down the virtual machines firstly->->Host
[MPP MQQIHMEXIP] WLYX HS[R "8LI XMQI JSV SWIGSHRIAW XIMEQM SMXR WHEXELYIF.

shut down

-J XLI 947 MW WIX EW TS[IV WSYVGI JSV )7<M LSWXHRH IREFPI S7LY
scheduled shutdown time will be added with "Shutdown timeout" as th e UPS shutdown delay

time

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SH/PWEFXHSHRER 1LISHAH &R
IREFPI SIEMRXIRERGI 1SHI»

When the UPS shutdown scheduled time is met->Host enter to mainterance mode, the virtual machines will
be migrated to another host ->Host will shut down->When the "Shutdown imeout" (default 120s) plus
"Maintenance timeout" (default 120s) has been reached, UPS shut cown

B -J XLI 947 MW WIX EW TS[IV WSYVGI JSV )7<M LERMK EREMIREIREIRGILY
1SHI> XLI 947 WGLIHYPIH WLYXHS[R XMQI [MMRFRYEHHIMHYMW XL 7LYXI
SIEMRXIRERGI XMQISYX> EW XLI 947 WLY XHEBWRTIS[PE WAWYIG I-(J DU 7 M\
multiply ESXi hosts, the shutdown delay time will be the maximum value of "Shutdown timeout"

plus "Maintenance timeout" in all hosts

2.4.1.7 VMware Cluster shutdown

Prerequisite

¢ Check VMware Center list , add VMware vCenter
e Check Shutdown protection setting n® LSSWI XLI :1[EVI GPYWXIV MR S:MVXYEP W]WX

source and shutdown conditions
« All hosts in the same cluster are powered by the same power source
« Knowledge Set auto stop/start on VMware ESXi,knowledge DRS and HA function

Shutdown Action
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» Shutdown cluster: All hosts and virtual machines in the same cluster are gracefully shut down in
order to priority

 Virtual machine migration timeout: The maximum time value for waiting for all vi rtual machines to be
migrated to another host

« Virtual machine shutdown timeout: The maximum time value for waiting for all vi rtual machines to be
shut down

a -J XLl ZMVXYEP QEGLMRI QMKVEXMSR SV WHYXHS§RSIEWBWI > XLl WSJ
command

« View Settings: View and set the priority of virtual machines, you can set certain important virtual
machines (such as domain name server) as the critical virtual machine manually

@ Virtual machines installed with Winpower or vCenter is automatically id entified as the critical
virtual machine

a The host where the vCenter is located is automatically identified as a critical host, while other
hosts are identified as non-critical hosts

» Automatically start non critical virtual machines: Enable this function, Win power will set all virtual
QEGLMRIW XS XLI SEYXS WXEVX> PMWX HY\VIWWRK RBISKX\H SER PT ¥ BI& KXW & P
will be turned on automatically

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting
Virtual machine migration timeout =~ 120 s
Shutdown [ Test ] [ View Settings ]
() cluster Virtual machine shutdown timeout =~ 120 s

Automatically start non critical virtual machines Screenshot (Ctrl

Set critical VMs

« Virtual machines installed with Winpower or vCenter is automatically id entified as the critical virtual
QEGLMRI XLI TVMSVMX] SJ Z'IRXIV MW $-RRIEV ZERIXXYS> T¥XILSVMA] VEXW
SV §2SR GVMXMGEP>
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* 'PMGO 3871X> FYXXSR XS WIX XLI ZMVXYEPMGEGEMRIGERY EYXXIRCGKEB QI
virtual machine as non-critical manually

Virtual machine importance level settings X
Name Communication status Operate status Host name key Protection priority Operate
VMware vCenter Server8.0  connected poweredOn localhost Virtual Machine | Infra(vCenter) I Set

. . ... A

ubuntu22-3 connected poweredOn Virtual Machine | Critical Cancel
Ubantu 22-1 connected poweredOn santak-ubantu22 Virtual Machine | Critical
win11 connected poweredOn Virtual Machine | Critical y, Cancel
ubuntu22-sps-test connected poweredOn Virtual Machine | Non-critical Set

tina connected poweredOn dhcp-10-130-212-228 Virtual Machine | Non-critical
IPM2.4 connected poweredOn eaton-rc-000C29E0B92A  Virtual Machine | Non-critical
win10 connected poweredOn Virtual Machine | Non-critical Set
Win10-1 connected poweredOn Virtual Machine | Non-critical Set
VCOM-6.9.0 connected poweredOn veom.local Virtual Machine | Non-critical Set

(1)2 3 4 >

Cancel
Shutdown protection scenario

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXHS[ & ETCEGMNR IRIEFPW!
SWYXSQEXMGEPP] WXEVX RSR GVMXMGEP ZMVXYEP QEGLMRIW> % MW HM

When the battery capacity of the power source is below 30% ->Set DRS to manuaiode (if it is already in

QERYEP QSHI XLIVI [MPP FI RS EGXMSR "GREPPMGER XS WX\WEV XRHSW IKPPPI
QEGLMRIW XS SEYXS WXEVXS PMWX SR |Z0GMMXIARGE ? MDOMVXEE R SQEXG L MR KW B>
host(host with vCenter installed is considered as the critical host) ->Shut down all non-critical virtual

QEGLMRIW "7LYX HS[R RSR GVMXMGEP LSWXWG E'RPRERPX > ERXSWNX EE\PPS ZIN3 V
QEGLMRIW XS SEYXS WXEVXS PMWX SR GWYM X3RZHPQIEIMRXV"WI[YX WINR BN MK
machines will automatically turn on, and VMware's configuration will be restored as before shutdown

Scenario 2: Set the shutdown condition to battery capacity of less than 30%, Shutdown action disable
SWYXSQEXMGEPP] WXEVX RSR GVMXMGEP ZMVXYEP QEGLMRIW> ,% MW HM

When the battery capacity of the power source is below 30% ->Set DRS to manuaiode (if it is already in

manual mode, there will be no action) ->Migrate the critical virtual machines to critical host(host with vCenter

installed is considered as the critical host)->Shut down all non-critical virtual machines->Shut down non-

GVMXMGEP LSWXW ")REFPI >EYXS WXEWRSGMWXXILA ERV XM WIGYEEP LGEGL VERRIMW
on critical host->shut down critical host ->Once mains power restore, only critical virtual machines will

automatically turn on, and VMware's configuration will be restored as before shutd own

Scenario 3: Set the shutdown condition to battery capacity of less than 30%, Shutdown action disable
SHWYXSQEXMGEPP] WXEVX RSR GVMXMGEP ZMVXYEP QEGLMRIW> ,% MW IRE
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When the battery capacity of the power source is below 30% ->Disable HA ->SeDRS to manual mode (if it is

already in manual mode, there will be no action) ->Migrate the critical virtual machines to critical host(host

with vCenter installed is considered as the critical host)->Shut down all non-critical virtual machines->Shut

HS[R RSR GVMXMGEP LSWXW ")REFPI EYX®IWXEPPXEVIBXMGE B VZMXYMEEP D!
WXEVXS PMWX SR GVMXMGEP LSWX "WLYX WY[IRVESWIX KPP G8WXM GHPGZ DV
will automatically turn on, and VMware's configuration will be restored as before shutdown

2.4.1.8 NetApp shutdown

Prerequisite

* Check NetApp Cluster list , add NetApp server
e Check Shutdown protection setting n®&nderstand the shutdown conditions

Set power source

Set the power source through the Netapp Cluster node. One power source simultaneously supply power to all
storage Netapp nodes

> Server list

> SPSlist

> Virtual system list SNMP-10.13...
M

Vv Storage node list

(') Connected & Not connected

(& Unprotacted - .

FAS2720-02 FAS2720-01

@  FAS2720-01

&) FAS2720-02
= Shutdown protection setting

Power source setting
Type: @ Single UPS Redundant UPS

# UPS:  SNMP-10.130.212.245 /...

Shutdown Action

« Shutdown: When the shutdown condition is met, the storage node will be shutdown
« Power On: Power on selected storage node immediately
» Test: Shut down selected storage node immediately

a Different storage nodes can be set different shutdown condition and a ction
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ra

() FAS2720 v

[-@- FAS2720-01 j

) FAS2720-02

Shutdown protection setting

Shutdown conditions Shutdown action

[ @ snaon | () (rowern )

Shutdown protection scenario

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SBEEXXREHGETEGMKXI] MMW RBE
GSRHMXMSR XS SFEXXIV] GETEGMX] MW PS[IV XLER § JSV RSHI

When the battery capacity of the power source is less than 30%, nodel shut down, and the data on nodel is
automatically migrated to node2. When the battery capacity of the power source is less than 20%, node2
shut down

7GIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SEEXXRSHGETR®MKP MWLF X]
function for node2

When the battery capacity of the power source is less than 30%, nodel shut down, and the data on nodel is
EYXSQEXMGEPP] QMKVEXIH XS RSHI RSHI [9RVXRWXKYWXGSORIRHEHMW QIXL

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SRAFHWLYXHS[R> JSV FSXL F

When the UPS scheduled shutdown time reaches ->Software will shut down boh nodel and node2->After 2
minutes, UPS shut down

a If the UPS is not set as a power source, the UPS shutdown will be execute according to UPS
on/off schedule. Once the UPS is set as a power source for NetApp cluster, 2 minutes will be
added to UPS shutdown delay time

2.4.1.9 Redundant shutdown
Set redundant group as power source

1. Create redundant group according to Redundant UPS

2. Select the redundant group from the drop-down list as the power source
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

Type: Single UPS @ Redundant UPS

* Redundant UPS:  PSGroup

Shutdown protection scenario

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEIXXTSO[IFEWBEGBWXI XMW PS]
Redundant group that including UPS1 and UPS2, Mains power for both UPS1 and U82 cut off

When the battery capacity of both UPS1 and UPS2 are below 30%, local or remote lsutdown action will be
triggered

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXTWS]IGEWEBWXI XISV PS]
Redundant group that including UPS1 and LS for UPS2, Mains power for both UPS1 andJPS2 cut off

When the battery capacity of both UPS1 and UPS2 are below 30%, local or remote lsutdown action will be
triggered

a Software will ignore the LS shutdown condition within the redundant group

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEIXXTS]IGEWE®BWXI XSN PS]
Redundant group that including UPS1 and LS for UPS2, Mains power for UPS1 cut off, thenain power for
UPS2 is normal

%W PSRK EW SRI 947 QEMRW TS[IV MW RSVQEP MR BGXIMORS YIR "XSBIERVINK K

7TGIREVMS 71X XLI WLYXHS[R GSRHMXMSR XS SFEXXTS]IGEWE®BWXI XSV PS]|
Redundant group that including UPS1 and UPS2, Mains power for UPS1 cut off and UB2 output is off

When the battery capacity of UPS1 is below 30%, local or remote shutdown actionwill be triggered
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If UPS output is off, or UPS is communication lost, or UPS is in bypass mode, the UPS wlibe
excluded from redundant group

2.4.2 On/Off schedule

This page allows you to add, edit and delete UPS power on and off schedile tasks.

a Only UPS with local communication (serial port/USB) and Modbus TCP communication support
power-on/off schedule.

Shutdown protection setting On/Off schedule Battery test schedule
Peried Start time Action UPsS Execution logs Operate
Every 3 months 1th 09:00:00 Test until battery low Modbus-10.130.212.219 View rd w
Once 2024/11/27 10:47:00 Cuick test COMBE-UPS View ra |

The list displays all the power on and off scheduled tasks. If you select a device through the drop-down box
in the upper left corner, the task list will only display the power on and off scheduled tasks of the selected

device.

Click the edit icon in the "Operate" column to modify the scheduled task, and click the delete icon to delete
the scheduled task.

Click the "Add" button in the upper right corner to add a on/off schedule task. Filter UPS devices by site,
select the UPS that needs to be scheduled for power on and off, and then select the period(once, daily,
weekly), shutdown time, and restart time. When the period is daily, youcan choose to exclude weekends.
After setting, click the "Add" button to save.
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On/Off schedule X

*Site: | root

. Ups: || COMB-UPS
Modbus-10.130212.221
Modbus-10,130212.217
Modbus-10.130212.219
Modbus-10,130.212.230
Modbus-10,130.212.218
Modbus-10,130.212.220
Modbus-10.130212.247

*Period: | Daily

Exclude weekends

# Shutdown time:

* Restart time:

0 Application scenario 1 : The schedule is set to shut down at 19:00 on Friday afternoon and turn
on at 8:00 on Monday morning. Automatically shut down unused servers and power supplies on
weekends to save power. Note: The shutdown condition of the server must choose UPS
shutdown in order to shut down the server safely before the UPS shuts down. After the UPS
restarts, the server automatically starts by enabling the BIOS automatic restart function after
power recovery.

Application scenario 2 : The schedule setting period is daily, choose to exclude weekends,the
shutdown time is 19:00 pm, and the startup time is 8:00 am. In this way, it can automatically shut
down after get off work on weekdays, automatically turn on in the morning before goi ng to work,
shut down on Friday afternoon, and turn on on Monday morning.

'PMGO XLI S:MI[> PMRO MR XLI )V\IGYXMSR RSXIWH GFEIPXEMOX B\ IGN N KSR P S
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Shutdown schedule execution logs

Result Execution time

- Success 20/11/2024 17:56:00

Result Device alias Type

QK COMB-UPS Scheduled shutdown

Fail 20/11/2024 17:37:00

Result Device alias Type

Device is abnormal, cannot carry out shutdown now COMS-UPS Scheduled shutdown

Cancel m

2.4.3 Battery test schedule

This page allows you to add, edit and delete UPS battery test schelule tasks.

a Only UPS with local communication (serial port/USB) and Modbus TCP communication support
battery test schedule.

The battery test schedule of lithium battery UPS is not supported. The lithium battery UPS itself
has a battery management system, and there is no need to perform battery test from the
software.

Shutdown protection setting On/Off schedule Battery test schedule
Peried Start time Action UPsS Execution logs Operate
Every 3 months 1th 09:00:00 Test until battery low Modbus-10.130.212.219 View rd w
Once 2024/11/21 10:47:00 Quick test COMB-UPS View rd w

The list displays all the battery test scheduled tasks. If you select a device through the drop-down box in the
upper left corner, the task list will only display the battery test s cheduled tasks of the selected device.

Click the edit icon in the "Operate" column to modify the scheduled task, and click the delete icon to delete
the scheduled task.

Click the "Add" button in the upper right corner to add a battery test schedule task. Filter UPS devices by site,
select the UPS that needs to be scheduled for battery test, and hen select the test type (some UPS does not
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support testing at a specific time and testing to low battery level), pe riod(once, monthly, every 3 months,
every 6 months), and test start time. After setting, click the "Add" button to save.

B The period selection of "Every 3 Months" will be executed in January, April July and October,
and the selection of "Every 6 Months" will be executed in January ard July.

If "During the test cycle, if the UPS has discharged, skip the test is selected, it means that if a
battery discharge event has occurred due to abnormal mains power during this test cycle, this
test schedule task will no longer be executed.

Battery test schedule X

#Siter | root

-ups:  COMB-UPS
Modbus-10.120.212.221
Modbus-10.130.212.217
Modbus-10.130.212.219
Modbus-10.120.212.230
Modbus-10.130.212.218
Modbus-10.130.212.220

 Test type: Quick test
Test until battery low

Test mins

During the test cycle, if the UPS has
discharged, skip the test

* Period:

® Start time:

Add

'PMGO XLI §:MI[> PMRO MR XLI )\IGYXMSRIVEKWV)G BFRELORYRPS XKW OX L\l GEXM

0 The results only indicate whether the test task was successfully sent to UPS. The battery test
results can be viewed from UPS details >>Data statistics
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Battery test schedule execution logs

Result Execution time
- Fail 2024/11/21 10:47:00
Command sent Device alias Test type Test duration(min) Test type
Device cannot carry out battery test now COMS-UPs Quick test Scheduled testing
Success 2024/11/21 10:45:00
Command sent Device alias Test type Test duration(min) Test type
QK COME-UPS Quick test Scheduled testing

Cancel m
2.5 Events/Logs

2.5.1 Eventlog

This page displays the event logs of all devices, including: event gatus (active alarm, historical event), level
(information, general alarm, critical alarm, fault), description, device name, start time, and end time. Events
can be filtered by different combinations of conditions.

W Lvont

Srotection

o

Lventsilegs

@

syztam sotings

o Tata g

Evont lovst

Evert status: Devive rare .
Actee alam re filter: G
Evers deserpticne
Ewent description Uevlce name Start time End time
n bypacs moda COMYARS F TR R EREE]
RS temperarine sereats e set walup of the cad SNAMF-IR30712.030 AR 1TARET
sl wT SRAP-10130.212.245 2024541 /06 174255
tically s kocal IP ax Trap receiving sduress POA-ID130.21261 2024111706 15:54497

Input Voltage (Al excesds limiblVaue:227. lower Emit: 150, upper limes220)

PLU-I0130.21261 2024/11/06 15:5497

Event Level

Icon

Fault

Critical alarm
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Event Level Icon
General alarm
Information @
Click the export button to export event logs to an excel file as follows :
Device name | Description Level Status Start time End time

SNMP-10.235.226.102

Communication lost

General Alarm |Active

2024/11/07 13:51:23

SNMP-10.130.212.101

Communication lost

General Alarm _|Active

2024/11/07 13:51:08

SNMP-10.130.212.245

Qutput off

General Alarm _|Active

2024/11/07 13:48:45

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm |Active

2024/11/07 13:48:13

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:229, lower limit:190, upper limit:220)

General Alarm _|Active

2024/11/07 13:48:07

COM8-UPS

On bypass mode

General Alarm _|Active

2024/11/07 13:47:57

SNMP-10.130.212.245

Qutput off

General Alarm _|Inactive

2024/11/06 18:00:09

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm _|Inactive

2024/11/06 18:00:07

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:229, lower limit:190, upper limit:220)

General Alarm _|Inactive

2024/11/06 17:59:51

COM8-UPS

On bypass mode

General Alarm _|Inactive

2024/11/06 17:59:50

COMS8-UPS

On bypass mode

General Alarm_|Inactive

2024/11/06 17:13:53

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm _|Inactive

2024/11/06 17:12:57

SNMP-10.130.212.245

Qutput off

General Alarm _|Inactive

2024/11/06 17:12:55

SNMP-10.120.212.101

On battery mode

General Alarm  |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

SNMP-10.130.212.101

Bypass input abnormal

General Alarm |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

SNMP-10.130.212.101

Main AC is not OK

General Alarm |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

PDU-10.130.212.61

Automatically set local IP as Trap receiving address successfully.

Information Inactive 2024/11/06 15:54:17

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:227, lower limit:190, upper limit:220)

General Alarm |Inactive 2024/11/06 15:54:17

The corresponding relationship between the event status displayed on the web page and the status in the
exported file is as follows:

Event status on web

Status on exported file

Description

Active alarm Active The event is in active
Historical event Released The event has been released and ha
an end time
Inactive Events are usually set to inactive

status in two situations:

* When device communication is
lost, all active events will be set to
inactive, and the end time will be
set to the time when the
communication loss occurred.

* When the software terminates
due to system shutdown, the
currently active events are still
active in the database. When the
software is started next time, the
status of these events will be set
to inactive without an end time.
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All device events and their levels can be viewed on theevent subscription setting page.

The default keep time of event logs is 90 days. You can change thelog settings on the device data collection
settings page.

2.5.2 Datalog

This page displays the historical data logs of all UPS devices, andthe data can be filtered according to
different combinations of conditions.
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Click the settings icon in the upper right corner to pop up the column settings window. You can click the
checkbox to select the column content to be displayed, and click the reset button to restore the default
display content.

[ Eportto xcel RS

B Column Display Reset

Collection ...
Device name
Input volta...
Input frequ...
Qutputvol...
Output fre...
Battery vol...
Load perce...
State
Mode
Active pow...
Apparent p..
UPS tempe...
Battery te...
Battery cap...

Battery run...

Click the export button to export data logs to an excel file.

The default data keep time is 90 days, and the default recording interval is 1 hour. The settings can be
changed on the device data collection setting page.
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2.5.3 Shutdown log

Prerequisite

7LYXHS[R PSK HSIWR™X FIIR IREFPIH EW HIJHBPR PISK Il HGXS SRS B WKIL 17 L
preferences

Log setting

Userlog Notification log Shutdown log WOL log

Shutdown log

The shutdown log records the shutdown tasks and results of local and remote servers, mainly including the
following content:

« Device Type: Local, SPS, IPMI, Virtual Machine, VMware ESXi, Hypervisor, SSH, NetApp as so on

» Shutdown State: Shutdown, Power off, Hibernate, Migrate as so on

« Shutdown Type: 1. Event (Shutdown is caused by events) 2. Control (Shutdown iscaused by UPS on/
off schedule) 3. Test (Shutdown is caused by test)

* Result: Success or Failure

« Reason: Reasons for triggering shutdown, such as battery discharge time ismet

* Remark: Reasons for task execution failure

'PMGO S§)\TSVX XS I\GIP> FYXXSR ERH EPP WHYWHZ[R REKWGIRPIES¥OQEXSVXI

Winpower 52

el g = = Tirme: !.):'f":t' e Davice name; (14

W Tvent |
=
Raset = Latalog = =
53 Time Device name [ Device type  Power source Shutdown State Shutdown Type Reasan Result Remark
mranagemes
@ shutdown log
(8]
Sy 202400914 T e SHRAR- F A
Shutdown 2 Userlog R DIROR Clustr AT Furn! AC restors Succes
rotoct
Q
Eventsilogs
- " 2024700/14 Esxi23.556G5 i 1225 H . Setvm auta & Set gritical virtual n
systern s2ttings 1302122 ypervisor ent
% 4 155752 Serial : startistop

N34/m09714 Fxi?1.850G5-

. 101302122 Hyperisor Shustcdoan Furent
135747 Serial

Shutdown log filter
=SY GER JMPXIV XLl WLYXHS[R PSKW ZME ZEVMSWRM 3MBRPJWV L-Y X3S [ B LPSSX
the virtual machines can be seen as shown in the figure below
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distharging
2024/09/14 s vl = i
121553 Vo1 LEAEEIERE. Shutdewn Cvent greater Suecess  Cluster shutdewn
than or
equal to
the et
J time

2.5.4 Userlog

Prerequisite

IWIV PSK HSIWR™X FIIR IREFPIH EW HIJEYRXV PEBK |&Y IBIOESNISMERL S SIW |

preferences

Log setting

Userlog Notification log Shutdown log

WOL log

User log

IWIV PSKW VIGSVH XLI YWIV EGXMSRW MRGPY HVRKK TEBKWRY HS0EBRHS ¥&XbW IS

TEWW[SVH 3§

Winpower G2

far

=
[hverview = Time: Type: Mccount name: IP address:
o . Log setting
W Event LN Q
=
Asset o Datalog
g Account Operate results Type P Operate time Remark
(8] & Shuldwwn lug
Biciastin admin SLICTRSS Login 127000 2024412406 00:22:28 Lagin success
B Userlog
a O Motification log acdmin fail login 127.00.1 202412406 00:22:25 User does not exist or passward is wrong
tificat
Events/Logs
& ) WL oy jinhua success Log out 127001 2024/12/06 00:22:17 Logout success
System setiings s
° Jinhua SUICCRSS Change passward 127.0.0.1 202401206 00:22:17 Change password success
admin sUCCess Login 124001 2024/14/00 0O:21:38 Login success

User log filter
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=SY GER JMPXIV XLI YWIV PSK ZME ZEVMSYW JMRPXLY \8] T4JPGILVE S W3 RSPl ESRIKH F
TEWW[SVH> PSKW GER FI WIIR EW FIPS[ MQEKI

Winpower G2 ® Plant
B i Tirme: Type:  hecount names P sclidions:
W Event a,
=
Aszet o [Data log Legin
. Account Operate resu 13 Operate time Remark
| rg it
a] & Shutdown lag
- . Edlit user A 7an 3G 0203 _ X
Brotection JinFua SUCORSS o 27001 AOPA120E NRARAE Channe password sucress
A User log Change passwaord
] A Matification log adimin SULERSS Reset password vt 12700 2024712706 00:25:47 Change password sucioss
Fuents/lans
@ (¥ WoL log finka success Change password 127001 2024/12/06 00:22:17 Change password success
System settings —
L)

2.5.5 Notification log

Prerequisite

2SXMIMGEXMSR PSK HSIWR™X FIIR IREFPIH 2B NJ VMEYE>XM §B YP R Kl HGHAS GRILFSS
System preferences

Log setting

Userlog Notification log Shutdown log WOL leg

Noatification log

The Noatification log record the emails or SMS. for example, the custom notificati on sent by emails or SMS,
and events sent by emails or SMS

Winpower G2

far

=
Cvenview Titne: Motification Lype: Receiver:
W Feert
]
Assel = Dala log i i o 2 : 5 :
7 Receiver Motification status Matification type Matification content Remark Time
O @ Shutdown Ing
7 Pratection 202471241
: A User log Success Email Check battery status via battery self test /'02. G
4 4 00:50:03
: Q O Notification log
i Dvents/Logs
: {9 WoL lo .o : " 2024/12/06
& & Success Cinail Check battery status via battery self test S‘J:«J:Oi
System setiings
1

2.5.6 WOL log

The wake-on-LAN log is not enabled by default. You can enable it inSystem Preferences>>Log Setting
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The log record content is as follows:
Time: Wake-on-LAN occurrence time
MAC address: MAC address of the server being woken up

Description: The description information entered during setting, if it i s a wake-up test, the description is
"Test"

Result: Displays "Sent successfully” or "Sent failed". Successful sendingdoes not mean successful wake-up.
Please refer to troubleshooting the cause of network wake-up failure .

Failure Information: If sending wake-up fails, record the specific failure information, otherwise it is empty.

Wik up time MAL acdress Deseription Fosult Failure: Infarmation

20241115 114151 40-1C-€3-65-17-64 Test

2024111715 11:27:21 40-1C-63-65-17-54

0211715 03B A-10-53-55-17-34

J

Records can be filtered by different combinations of conditions. Click the export button to export the records

as an excel document. Click the "Log setting" link in the upper right corner to enter System Preferences >>
Log Settings to turn off LAN wake-up logging.

2.6 System settings

2.6.1 System preferences

Account settings

Number of simultaneous logins: The number of simultaneous logins supported by the s ame account. If it
exceeds the number, the oldest connection token will automatically ex pire. The default number is 1.

Session timeout: The validity period of the user's login. After this period, the user will be logged out
automatically. The default is 60 minutes and enabled, and can be disabled.

Password expiration time: The default is 365 days and enabled, can be disabled.

Lock account when failed logins exceed: If fail to log in using an incorrect password for more than this limit,
the account will be locked for a period of time. Default is 5 times.

Lock time: The time the account is locked after consecutive failed logins . Default is 10 minutes.

Account settings
Number of simultaneous logins: | 1 * Lock account when failed logins exceed: 5

* Session timeout: | 60 mins | Enable (@0 Lock time: | 10 mins

# Password expiration time: | 365 days  Enable @D
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2.6.1.1 Alarm setting

Whether to display alert pop-up box on tray icon: Enabled by default. If enabla this item, when an alarm
occurs, it will pop up alarm dialog via software tray icon on Windows and Mac OSX. For the Linux system,
IRXIV GSQQERH § EKIRX GSRWSPIS IMVWXP] XS IREFPI EPEVQ TST YT HME

[root@localhost ~]# cd /opt/WinpowerG2
[root@localhost WinpowerG2]# 1s

console. log

[root@localhost WinpowerG2]# ./agent console

Start TrayIcon:

SLF4]: No SLF4] providers were found.

SLF4]1: Defaulting to no-operation (NOP) logger implementation

SLF41: See https://www.slf4j.org/codes.html#noProviders for further details.
Done

[root@localhost WinpowerG2]# [

WinpowerG2

2025f03/05 16:13:55
MMC-G2-10.130,212.193 located in root Commu
nication lost

2.6.1.2 Data format settings
Date format: Select the date display format. There are 3 formats available: yyyy/mm/dd, dd/mm/yyyy and
mm/dd/yyyy. Among them, yyyy is the year, mm is the month, and dd is the day.

Temperature unit: The UPS and its ambient temperature display units areoptional in degrees Celsius or
Fahrenheit. The sensor temperature unit of the PDU follows the setting on the PDU Web and will not be
affected by this setting.
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2.6.1.3 Maintenance period setting

Automatically set maintenance start time: Disabled by default. If it is enabled, when a new device is
discovered, the current time will be automatically set to the maintena nce start time.

Maintenance period: The default is 3 years, and the range can be £t from 1 to 5 years.

Reminder start time: When the remaining maintenance time is less than this set value, a reminder that the
device maintenance is about to expire will be displayed in the Overview>>Device Maintenance Reminder
window. The default reminder start time is 30 days, and the range can be set from 7 to 90 days.

o The maintenance start time of the device can be set by selecting the devices in UPS listor PDU
list, and then then clicking "Set Maintenance Start Time" button.

Maintenance period setting

* Maintenance period: = 3 years # Automatically set maintenance start time (:

# Reminder start time &: | 20 days

Save

2.6.1.4 Log setting

Set whether to record logs. Device events and data logs are recorded by ddault and cannot be canceled.
User logs, notification logs, shutdown logs, and LAN wake-up logs are not recorded by default. You can turn
on logging here.

Log setting

Userlog Notification log Shutdown log WOL leg

2.6.2 Device data collection setting

2.6.2.1 Polling Settings

SNMP polling interval: The default is 15 seconds, and the range canbe set from 3 to 3600 seconds.

SNMP trap port: SNMP trap receiving port, the default is 162. It needs to beconsistent with the trap port
setting on the SNMP device to receive trap information. If it is prompted t hat the port is occupied, refer to
how to resolve port conflicts .

Modbus polling interval: The default is 15 seconds, and the range can be set from 3 to 3600 seconds.
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Polling Settings

* SNMP polling interval: 15 s * Medbus polling interval: 15 s

“SNMP trap port: 162

2.6.2.2 Log setting

Set the interval and duration for saving device data/event logs.

Data logging interval: The range can be set from 1 minute to 1 day, andthe default is 1 hour. The unit can be
selected through the unit drop-down box. There are 3 options: minutes/hours/da ys.

Data storage duration: The settable range is 7-365 days, and tle default is 90 days.

a ;LIR XLI HEXE WXSVEKI HYVEXMSR MW QPSS KW XLEXVIGMRPXHIRIXE¥HI
duration

Event storage duration: The range can be set from 7 days to 3 years, andhe default is 90 days. The unit can
be selected through the unit drop-down box. There are 2 options: days/years.

;LIR XLI IZIRX WXSVEKI HYVEXMSR MW QIX SWSIXYRMV [RIFPH> HE R ISXH MJ K
PSK> SWLYXHS[R PSK> ERH §;30 PSK> XLEX I\GIIH XLI WXSVEKI HYVE

Log setting

* Data lagging interval: 1 hours * Dats storage duration: 90 days

* Event storage duration: 90 days

2.6.3 User management

Reflection of User, User group, Site, and Device

For example, user A and user B are in group A, and group A has management permisgn for site A and has
view permission for site B, but no permission for site C

a The device can be a UPS, PDU or remote server
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» Administrator can manage all sites and devices
 Login with user A or user B, the user can view the parameters and alarms ofdevices A and B under
site A, also can manage device A and device B----For example, settig UPS parameters, executing UPS
on/off schedule, and battery self-test, such as on
 Login with user A or user B, the user can view the parameters and alarms ofdevice C and device D
YRHIV WMXI & FYX GER™X QEREKI XLI HIZMGI ' ERH HIZMGI (
* 0OSKMR [MXL YWIV % SV YWIV & YWIV GER"X 2MI[ HIZMGI ) ERH HIZMGI

user A Administratio
& ite /
group A
6 device D
v B No permission
'\

2.6.3.1 Account

Account name regular

Allow 4-128 bytes, allow alphanumeric, underscore, -, @, dot

Create administrator account

To create an administrator account, just move the account to the user group "System administrator group".

Administrators have the highest level of management privileges for all sites and devices
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New users X

* Account (2):  tinaliu

Nick name:
* Password (2): )
— W
* User group: I System administrator group
Phone:
Email :

LDAP login: Enable

Save

Create group account

Before creating a account for group, Please view User group and Site management to learn more information
about group and site.

*SV INEQTPI GVIEXI XLVII EGGSYRXW JSV XLVII KVSYTW SO0E]IV KVSYT> S

a The new user login for the first time, software will reset a password compulsi vely.
When creating account, try to fill in your email and phone number as much as possible. Email or
phone number is needed for both event subscription and password retrieving

* 'VIEXI SNSRIWS YWIV MR S0E]JIV KVSYT> KVSYT
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Edit user X

* Account @:  jones

Nick name:
Password (2): @
* User group:
Phone:
Email :

LDAP login: Enable

Save

 '"VIEXI SNIVV]S EGGSYRX MR S6(0EF KVSYT> KVSYT
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Edit user X

* Account @:  jerry

Nick name:
Password (): @
* User group:
Phone:
Email:

LDAP login: Enable

e 'VIEXI S7TSTLMIS EGGSYRX MR 84:0EF KVSYT> KVSYT
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Edit user X

* Account @:  Sophie

Nick name:
Password (2): @

* User group:

Phone:

Email :

LDAP login: Enable

Account and User group relationship

After creating the accounts, you can see the relationship between account and user group as following
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Account
Account Nick name Phone Email User group
dmin Superadmin Zitf; administrator
jerry RDLab-group
jones Layerd-group
Sophie PVLab-group

Permission topology

* 0SK MR [MXL SNSRIWS XLMW EGGSYRX GEREMV[>ERW Q¥RBDEN WW MIX}0X
permit to create sub-site under it. This account can view and manage the devices (device A, B, C, D, E,
* MR >0E]IV > WMXI
* 0SK MR [MXL SNIVV]S XLMW EGGSYRX GER ZNMEFERMWQHR BRIH®W]XW MX I
unable to create a new sub-site under it. This account can view and manage the devices (device C
ERH ( MR $86( OEFS ERH GER ZMI[ FYX GIERMXI Q EEHREK I XM R HI4Z MOEIME M M
e 0OSK MR [MXL §7STLMIS XLMW EGGSYRX GER ZNWEFERWQ/HERERHBW XW 2
is unable to create a new sub-site under it. This account can view and manage the devices (device E
ERH * MR §4: OEF> WMXI
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RDLab-group

Administration
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user jones

Layer4-group
&

Administration

3]

Layer4 site

[

device A

device B

’ "

| RD-Lab site
@

I_’%

user jerry

Y

device C

device D

2.6.3.1.1 Reset password

= Administration
PV-Lab site

device E device F

If ordinary users forget password, please retrieve password with the help of the administrator.

User group

Language LDAP login Account status Operate

PVLab-group

fe

user sophie

[

'PMGO 9WHB GAEREXIQBR/X

. .
s u

Reset password
Are you sure to reset the user's password?
Do you want to send the password through this account email

Cancel m

1. 0OSK MR EW EHQMRMWXVEXSYVY EGGSYRX
example, choose the account "Sophie", and click "Reset Password"
Account
Account  Nick name Phone Email User group
admin  SuperAdmin ;‘Ste;“ administrator
oy RDLab-group
jones Layerd-group
Sophie PVLab-group
2.

It will pop up the new password as shown as below image, administrator send this new password to

YWIV §7STLMI>
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Account User group
+ Add
Account Nick name Phone Email User group Language LDAP login Account status Operate
System administrator
admin SuperAdmin Y en Enable . L4
group
Jjerry - - RDLab-group zh-CN # W | Resetpassword
sepric ; e . s a
° New password: THDFO_ami | X

3. WGGSYRX §7STLMI> GER PSK MR [MXL XLI RI[ TEW®YSWH XIWSEBIKKMRK >
successfully, the software will forcibly reset the password

a The password for one account can only be reset once per minute at most. Otherwise, Software
[MPP TST YT §8SS QER] VIUYIWXW>

2.6.3.2 User group

Concept of Group

User group can manage sites and devices under the site. Administrator can grant different user group with
different permission. It is recommended to check Site management firstly

The software has added the administrator group named "System administ ration privileges" by default. All
accounts in this group have administrator privileges

Create group

0SK MR [MXL EHQMRMWXVEXSV GPMGO S$7]WXMIWKMAIWRKS 'SEBWEV @EIREKK I
group. for example, create three groups for three sites:

* 'VIEXI KVSYT SO0E]IV KVSYT> JSV S0E]IV »
* 'VIEXI KVSYT S6(0EF KVSYT> JSV 56( OEF>»
 'VIEXI KVSYT 84:0EF KVSYT»> JSV §4: 0EF>
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Group permission
The user group has three types of permissions for the site: Administration, view, and no permission.

» Administration has included the following permission:

Add/Delete/Edit site and sub-site

Add/Delete/Edit/Control devices in the site

%HH (IPIXI )HMX §947 SR SJJ WGLIHYPI> ERHMSFEBAXIWMWIPJ XIWX WGL
Add/Delete/Edit redundant group in the site

Add/Delete/Edit remote servers in the site

o gk~ w bh

Set the shutdown protection in the site

« View: The permission to view the site and devices in the site
* No permission: No permission to view the site or devices in the site

Grant permission to group

e« 'LSSWI XLI KVSYT SOE]IV KVSYT> XLIR GPMGO 41VWSWWNMERMMWRNYM X B F
Layer4 site
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@ [fthe group have the administration permission for the parent site, it also has administration
permission for all sub-sites by default. As shown in the above figure, Laywer4-group also has
administrator privileges for sub-sites RD-Lab and PV-Lab as default

* 'LSSWI XLI KVSYT §6(0EF KVSYT> XLIR GPMGO 41V QWSRWIME R WWAWV M % KR
RD-Lab site and grant View permission to PV-Lab

e« 'LSSWI XLI KVSYT $§4:0EF KVSYT> XLIR GPMGO 41VQ&RVWM 8 RW W ¥XXRSR
PV-Lab site
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2.6.4 Site management

Add site
7SIX[EVI WYTTSVXW PIZIPW QEREKIQIRX JSV 3WMSIX>E[R N GIL IJIEWPDHMIERPW

1. 0SK MR [MXL EHQMRMWXVEXSVY GPMGO S$7]WX}i@& HNHXXBVHRK WISI R:I7 MMM >XQ

a The contacted name, contacted phone, and contacted email are only usedto remarked that
EHQMR GER IEWMP] ERH UYMGOP] GSRXEEX [WIRE XMM XISE#H)ZMRMW XV
WYFWGVMTXMSR>

2. 'VIEX]I TVMQEV] WMXI SOE]IV >» YRHIV XLI VSSX WMXI| $4PERX>
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3. 'VIEXI WIGSRHEV] WMXI 86( OEF> ERH $4: OEEPIWRHIV XLI TVMQEV] WM)>
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View site

*MI[ XLI WMXI ZME SOMWX HMWTPE]S SV §8VII HMWTPE]S

« 6SSX WMXI MW §4PERX>
« 4VMQEV] WMXI MW $0E]IV >
« 7IGSRHEV] WMXIW EVI $6( OEF> ERH §4: OEF>
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2.6.5 Serial port management

List all serial ports and their usage.

If it is a Windows system, the software automatically detects all se rial ports in the system and does not
support manual deletion and addition of serial ports.

If it is a Linux system, the software will list serial port devices such as /dev/ttyS0, /dev/ttyS1, /dev/ttyUSBO, /
dev/ttyUSB1 by default, and supports manual addition or deletion of serial ports.

fitis a MacOS system, the software does not add a default serial port. If a USB to serial port device is used,
it needs to be added or deleted manually.

scroll

The default serial port name of the USB to serial port device in the Linux system is /dev/ttyUSBO
or /dev/ttyUSB1
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2.6.6 Signal threshold setting

This page can set the upper and lower alarm thresholds of the UPS sigral. When the threshold is exceeded,
an alarm will occur.

Signals that support threshold setting include: input voltage, load percentage, battery remaining time, battery
capacity, time of battery test till low, UPS temperature, ambient temperature, and ambient humidity.

o The threshold setting for the time of battery test till low is li mited to serial port, USB and Modbus
TCP UPS, and these UPS must be able to support testing to low voltage.

This setting is usually combined with battery testing to low schedule to assist in monitoring and
judging the aging of the battery.

Detailed battery discharge data (voltage, capacity, load and discharge duration at the beginning
and end) can be viewed on thedevice details page.

Global thresholds

Click "Setting global thresholds" to set the global threshold default value. When a new UPS device is added,
the threshold value of the device will be set as the global default value. Modifying the global default value will
not affect the threshold settings of existing devices.

Device threshold

Select the signal from the drop-down box, then select one or more devices, and click "Set Threshold" to
modify the signal threshold of the selected devices.

2.6.7 Event subscription setting

Prerequisites
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« SMTP mail server and personal receiving mailbox have been configured
* SMS Modem and personal mobile phone number have been configured

E Configure the email server or SMS notification settings through Notification service setting

Subscribe to events
This page lists all device event names, event levels, and wheher SMS and emails need to be sent.
Each account log in separately, and set on this page which event emailand SMS notifications to receive.

Enter the event name in the upper left corner and click the search buton to filter the events. After selecting
the events and notification methods to be subscribed, click the "Save" button to save.

Event subscription topology diagram

< User jones, jerry, and Sophie all need to log in to the web respectivelyand set the events subscription
« User jones is in the Layer4 group and has administration permission for Layer4 site and its sub-sites.

;LIR XLI HIZMGIW HIZMGI % & ' () * SGIGWYMEIRSWIWIXI QM PP ERXM

phone
« User jerry is in the RDLab group and has administration for RD-Lab siteand has view permission for

4: OEF WMXI 8LIVIIJSVI ;LIR XLI HIZMGIW HIZ2MBMPP (R$XMI$ GIGWV] IZMH

email and mobile phone
« User Sophie is in the PVLab group and has administration permission to the PVLab site. Therefore,

;LIR XLI HIZMGIW HIZMGI ) * SGGYV IZIRXW I"WX I QMERVPP REREM Q]S F $TPL M
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B Once the user group has view permission to the site and the user belorgs to the group can
receive notification from devices under the site

2.6.8 Notification service setting

2.6.8.1 Email setting

If you want to receive email notifications of events or receive verification cod es via email to reset your
password when you forget your password, you need to set up an SMTP server to send emads.
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SMTP service: SMTP server IP or domain name

Sender: Sender's email address

Sender alias: Sender name

Port: Port used by SMTP service

Password verification: Whether to enable password verification
Encryption type: Encryption method used by SMTP protocol

Password: Authorization code, it can also be called App password. Please check Apply for email app
password

Several common email SMTP server configuration references

Mail SMTP server Encryption type Port
gmail smtp.gmail.com TLS 587
SSL 465
outlook smtp-mail.outlook.com TLS 587
163 smtp.163.com No encryption 25
SSL 465 or 994
sina smtp.sina.com No encryption 25
SSL 465
TLS 587
qaq smtp.qg.com TLS 587
SSL 465

After the SMTP server is set up and saved, it is recommended to enterthe test receiving email and test
content, and click the "Test" button to check whether the test email can be received to confirm that the SMTP
server setting is correct. Email testing is limited to send once per mi nute.
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The test mailbox is not the mailbox for receiving alarm notifications. Eve nt alarm notifications
will be sent to the mailbox set in the personal profile according to the individual's event
subscription settings .

a When using an email server outside the company to send emails, the tost where the software is
installed must be directly connected to the Internet. If you are connecting to the Internet through
a proxy, it is recommended to contact the IT department and use the company's internal email
server to send emails.

2.6.8.2 SMS setting

If you want to receive SMS notifications of events or receive verification codes on your mobile phone to reset
your password when you forget your password, you need to use a GSM SMS Modem that supports AT
commands, connect to the SMS Modem through the serial port, and set the parameters of the SMS Modem
correctly.

Serial port: The serial port connected to the SMS Modem
Baud rate: The baud rate for SMS Modem operation is usually: 9600, 19200, 15200

Country code: The format of the phone number can be without the country code or with the country code.
The phone number formatted with the country code looks like 86137234567 89 (where the country code is
86). Without the country code, the same phone number would look like 13723456789. If you do not need to
send international text messages, choose the format without country code.

PINN“?IN code refers to the SIM card personal identification password, 4-8 digits. When the PIN code is
invalid for more than 3 times, the card will be automatically locked for prot ection. To unlock, you need to use
the PUK code to call the operator's customer hotline. (Different operators have different SIM card PIN code
protection mechanisms. Some cannot be unlocked and can only be replaced with a new card). If the SIM
card does not have a PIN code set, this setting is not required.

After setting and saving, it is recommended to enter the test conte nt and mobile phone number, click the
"Test" button, and check whether the mobile phone can receive the test message to confirm that the SMS
Modem setting is correct. SMS testing is limited to send once per minute.
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B The mobile phone number here is only for receiving test messages, not for receiving alarm
notifications. Event alarm notifications will be sent to the mobile phon e number set in the
personal profile according to the individual's event subscription settings .

2.6.9 Credential

Each user can add, edit and delete communication credentials on this page. Its purpose is to reuse the saved
communication credentials without repeatedly entering them when searchin g SNMP and NMC G2 (MQTT

protocol) devices.

B Users only have permissions for credentials created by themselves and cannot view, edit, or
delete credentials created by other users.

When adding a device, the selected credential information will be copied to the device credential
information, and then the two will not be associated, that is, changes to the saved credentials
will not affect the device credentials.

Click the edit icon in the action column to modify the credential. C lick the delete icon to delete the credential.

Click the "Add" button in the upper right corner to add credentials.
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Name: The name of the credential

Protocol type: Optional SNMP and NMCG2. Different credential settings aredisplayed depending on the
protocol selected. For example:

SNMPv3 credentials are set as follows

NMC G2 credentials are set as follows

After setting, click the "Save" button to save the certificate.
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2.6.10 Custom reminder

« title: Title of reminder email
« Reminder content: Detailed description for reminder content
» Period: Once, Monthly, Every 3 months

B $3RGI> QIERW SRP] INIGYXMRK VIQMRHIV JSV SRMRKIQIQMRIR
1ZIV] QSRXL $)ZIV] QSRXLW> QIERW INIGYXMRK VRHIRGIXS M

* Reminder time: execute reminder in specific date and time
« Remind type: SMS and Mail

B The prerequisite is that the email SMTP and SMS have been set, Rlase check Notification
service setting

< Phones: The recipient's phone number of SMS, multiple recipients can be separatd by ",
« Emails: The recipient's email address, multiple recipients can be separated by ","
 Start/End execution time: Execute reminder within the specified time if it is set. If not, no any time

limit

a %GGSYRX [LS GVIEXMRK VIQMRHIV GER WII XLIBGGISHRR IG
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2.6.11 WOL Setting

The purpose of this function is to wake up remote computers whose BIOS does not support "automatic boot
after AC recovery" through the monitoring software installed on the host th at supports "automatic power on
after AC recovery".

Prerequisites:

< The local host where the monitoring software is installed and the remote host to be waked up are
located in the same network segment.
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¢ The remote host BIOS supports and enables the wake-on-LAN function

« The local system is protected by the monitoring software and shuts down. Wh en restarting, it will
wake up remote hosts according to the settings. The shutdown action of the local system needs to
be set to shutdown instead of hibernation. Hibernation will not perform network wake-up. Refer to
Shutdown Protection Settings>>Local System.

Wake-up trigger conditions:

After the local system is shut down and protected by the monitoring software , when the system is restarted,
the monitoring software will send wake-up magic packets to the set MAC a ddress according to the timing
set by WOL to wake up other hosts in the same network segment.

Wake on LAN settings

'PMGO XLI 8%HH> FYXXSR XS EHH LSWXW XIMEXPRMIRH X9 BEPPSI[R R K SIM I0FRAHANV

Server: MAC address of the host, required

o MAC addresses are often labeled "Physical Address" or "Ethernet Plysical Address"

The commands to check the MAC address on different systems are as foll ows:
Windowsn¥pconfig /all
Linux"$macOS: ifconfig -a

Description: Optional

Wake up delay: Through this setting, multiple hosts can be started in sequence. Range from 0 to 3000
seconds, required.

Enable or not: Set whether to allow waking up of this server.

Clicking the "Test" button will immediately send a wake-up packet to the server to test whether the server can
be successfully woken up.

Click the "Save" button to save the settings.
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Wake-on-LAN logging is not enabled by default. If logging is required, it canbe enabled in System
Preferences>>Log Settings.

After the log is turned on, you can view the LAN wake-up log records inEvents/Log>>Wake-on-LAN Log

2.6.12 LDAP login

LDAP login setting

Enter LDAP setting parameters and enable LDAP. Please consult thedcal IT department for specific LDAP
settings information

Create LDAP account

1. 'PMGO S7]WXIQ WIXXMRKWS ">9WIV QEREKIQIRX> X %HHEHX LEWEMR & P;YH
LDAP account

2. 'LSSWI 0(%4 GLIGOFS\ 3RGI IREFPI 0(%4 PSKMRKWXE] EEWWER/'X FMWBH
The new account can log in with the corresponding LDAP password
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a The password of LDAP account will never expire, also password reset is not supported

2.6.13 HTTPS setting

Enable https: Enable this function means you can access software through HTTPS

HTTPS Port: The default https port is 8081 which can be modified. The port number is stored in the

S@GSRIMK@[IFGSRIJMK QP> SJ WSJIX[EVI MRWXEPPEXM SRWEKWLX 3RSIXXEWVM
then access using new port number

HTTP Port: The default http port is 8082 which can be modified. The port number is stored in the

S@GSRIMK@[IFGSRIJMK QP> SJ WSJIX[EVI MRWXEPPEXM SRWEKWLX 3RSIXXEWVM
then access using new port number
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Https certificate and Certificate password:

When software is released, it will also create a self-signed certificate that will never expire. The certificate is
PSGEXIH MR S@GIVX@WIVZIV NOWS SJ WSNRPENRIHWR WX ERMAES(R SRIVDEM LM GIE
upload the certificate and password

Certificate generation methods:

« Cloud service providers such as Tencent Cloud and Alibaba Cloud will providejks certificate, which
can be directly applied for download. Please remember the password when applying

< Generate self-signed certificate using the built-in tools of JDK

« Generate server and client self-signed certificates using OpenSSL

* FreeSSL.cnis a website that provides free HTTPS certificate applications

E Restart software service to take effect

2.6.14 License management

The free version of the software can monitor up to 100 devices and cannot connect to third-party SNMP
1628MIB UPS. If the number of devices exceeds 100 or you need to connect b a third-party SNMP 1628MIB
UPS, please purchase a License.

The steps for license application and import are as follows:

 Click the download button to download the License Key file

« Please contact the supplier or service personnel for purchase details and provide the downloaded
License Key file

 After receiving the .key license file provided by the supplier, upload it through the upload button to
complete the License import. The license management page will display the maximum number of
devices you can monitor and the license validity period.
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@ [!fthelicense has a validity period, please renew it in time. After the license expires, the free
version permissions will be restored. Third-party SNMP 1628MIB UPS and deices that exceed
the quota (sorted by device creation time, and those added later will be set to inactive first) will
be set to inactive status. The device will not be automatically acti vated after renewal, and
inactive devices need to be activated manually.

« The software will automatically create a user reminder and send an email or SMS message to remind
customers 90 days in advance before the expiration date of the license

a The administrator account needs to set email or phone number in advance, otherwise it will
TVSQTX ER NTMVEXMSR VIQMRHIV LEW FIIR BGEXMPLH X8I GI KX PAWXI R
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2.7 Other setting

2.7.1 Personal profile

1. After logging in, click on the user profile image ->"Personal profile"

2. You can edit the Email, Phone and Language as so on

a Event subscription and password retrieval both rely on the email or phone number. It is
recommended to enter valid email address and phone number

2.7.2 Guide

1. After logging in, click on the user profile image ->"Guide"
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2. The software provides two application scenarios wizard: "Set up UPS shutdown protection" and
YWXEFPMWL QYPXMTPI WMXIW ERH EWWMGR R IIPXMMIEM X¥ W IWX KIS/ M SV
the configuration according to wizard

2.7.3 Check version

1. After logging in, click on the user profile image ->"About"
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2. 'LIGO XLI ZIVWMSR MR $§:IVWMSR MRJSVQEXMSRS JMPIH
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3 Troubleshooting

3.1 Troubleshooting the Cause of WOL Failure

If the remote host does not wake up as expected after the local system restarts, please enable the network
wake-up log and check whether there is a wake-up record in thewake-up log. If there is no record, it means
that it has not been executed. Please check:

1. The shutdown protection action of the local system selects shutdown ins tead of hibernation. After
selecting hibernation and restarting, network wake-up will not be performed!

2. Wake-on-LAN will only be executed when the local system is shut downand then restarted due to a
power outage or shutdown schedule.

If there is a record and the result is that the transmission wa s successful, but the remote host has not been
awakened, please confirm;
1. The remote host motherboard BIOS supports and enables the wake-on-LAN functon

Enter the BIOS: If it is a DELL motherboard, keep pressing F12 when bootig. For HP motherboards, press
F10 to enter the BIOS.

Enable Wake On Lan in the BIOS settings. The location of the Wa On Lan setting varies on different
motherboards. The following examples are for reference.

HP BIOS settings
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Dell BIOS settings

Another Dell BIOS setup interface

2. The remote host and the host where the monitoring software is located are on the same network
segment

3. MAC address is correct

If there is a record but the result is a failure to send, please check the system network.

3.2 Resolve ports conflict

If the network port to be used by the software is already occupied by another application, first check which
application is occupying the port.

-R OMRY\ QEG37< W]IWXIQ&f-ipBrY > CER WG S XLI WTIGMIMG TSVX MW SGGYT
8LIR ZMI[ XLI HIXEMPW SJ E WTIBMPWG TVSGIWW XLVSYKL 3§
comm,user,group,pid,ppid,cputime,mem,pcpu,command > [LIVI 4-( MW XLI TVSGIWW -( SJ XLI T\
command will display the name of the process (comm), owner (user), group (group), process ID (pid), parent

process ID (ppid), CPU time (cputime), memory usage (mem), and CPU usage. (pcpu) ad startup command

(command).

In Windows systems, enter SRIXWXEX ERS > MRMWXFSTDIMERH TVSQTX XS WII [LMGL -
occupying a specific port. You can then view the details of the process through Task Manager or tasklist /fi
"PID eq process-number".

Solution:

1. Free up the port by deactivating or uninstalling the app that's using it.
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2. The software uses other free ports. For example, the https port used by the software can be modified
in the HTTPS settings. Enter the netstat -an command, which will list all currently used ports.

3.3 Apply for email app password
The method to obtain authorization codes or App password for email SMTP is different. Please consult to
the related email service supplier for details.

For example, check how to get the app password for Gmail as below image

3.4 Reasons for failure to add devices and suggestions

< Devices communicating through the serial port cannot be discovered

Confirm whether the serial port is occupied by other applications and the serial port and serial port cable are
working properly. You can use the following configuration of the serial port tool (such as hypertrm.exe) to
open the serial portn¥a

2400 baud rate, 8 data bits, no parity, stop bit 1, no flow control
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Enter the "PI" or "Q1" command and press Enter to see if there is reply from the UPS. If the serial port
cannot be opened and shows that it is occupied, you need to close the software occupying the serial port or
use another serial port. If the UPS does not reply, you need to check whetler the serial port cable is loose or

whether the UPS/computer serial port is normal.
» Devices communicating through the USB cannot be discovered

1. 3TIR XLI §(1ZMGI 1EREKIV> EW ER EHQMRMVERPWEXGEERWIBLESWLISOTHE X
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2. 'PMGO S&VS[WI Q] GSQTYXIV JSV HVMZIVW>
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3. '"PMGO 301X QI TMGO JVSQ E PMWX SJ EZEMPEFPI HVMZIVW SR Q] GSQ°
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4. Choose the correct USB driver
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+S XS WSJIX[EVI MRWXEPPEXMSR TEXL KS XS XLIWYRFXHMVTMBSKSAEQRBS @ P
SXIWXPMFYWF [MR I\l> -J HMWTPE]J]MRK 947 MRUB X QERXHMINEREKXW XAL | 9J7P
has been installed normally
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6. -J XLI EFSZI WXITW WXMPP HS RSX [SVO I\IGYMEWGVENKP XMR@PM VDR &/ &
directory with administrator privileges, and then run testlibusb-win.exe according to step 5 to check if
the USB device driver is loaded correctly

* The device was discovered but failed to be added while communicating over network

Possible reasons for failure to add NMC G2 card

1. The MQTT account name and password are incorrect
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The time setting of the NMC G2 card or the computer system time settin g is incorrect. The time
inconsistency causes the certificate verification to fail

Possible reasons for failure to add SNMP device

1.

The SNMP protocol is not enabled on the card. You need to enable theSNMP protocol on the card's
web page.

The version of the SNMP protocol and the certificate account and password are inconsistent with the
card settings. Please make sure they are consistent.

Possible reasons for failure to add Modbus TCP device

1.

The Modbus TCP protocol is not enabled on the device. Please enableModbus TCP from the LCD or
web.

3.5 Troubleshooting causes of NMC G2 card communication

interruption

When the software monitors the NMC G2 card and the communication is interrupted, the cause can be
investigated from the following aspects:

1. Check whether the card is online, log in to the card web page through te card IP, and confirm that

the card is running normally.

Confirm that the time setting of the card and the time setting of the computer system where the
software is located are correct and the two times are consistent. Plea se check the device details
page to see if there is an active alarm "NMC G2 connection failure caused by bad certificate". If this
alarm occurs, you need to correct the time and then deactivate and activate the device in the
software to trigger reconnection. If communication still cannot be restored, pleas e try restarting the
card and software.

Communication interruptions can also occur if the software agent is removed from th e card's agent
list or the software certificate is removed from the "Trusted Remote Certi ficates" from the card. If itis
interrupted for this reason, an active alarm "NMC G2 connection failure caused by unknown CA
certificate" appears on the device details page. If this warning occurs, please enable trusting the new
client certificate on the card side for a period of time, deactivate an d then activate the device in the
software to trigger certificate retransmission. If normal communication still can not be restored,
please try restarting the card and software.
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3.6 Add UPS via USB/RS232 for Virtual Machine

USB Communication

1. 'LSSWI XLI ZMVXYEP QEGLMRI XLEX LEW X RM/XEN R KW » M RE IS IHI \5 X'IPIM GO ?
">97& HIZMGI> EHH XLI 97& HIZMGI

2. UPS USB is added successfully as below image

RS232 Communication
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1. 7LYX HS[R XLI ZMVXYEP QEGLMRI XLEX LEW MRWXERRDM WVIRXINSRIK/> " PBV
"STIVMEP 4SVX> ">9WI TLIWMGEP WIVMEP TSVMXMEPERSVX \RERR MSW X HILI
WIVMEP YEVX >

2. 'LSSWI $9WI TL]W M G e@diseNad/perieddavisd/ deskart the virtual machine

USB To RS232 Communication

1. 'LSSWI XLI ZMVXYEP QEGLMRI XLEX LEW X RMXENMR KW ;MREFHHVS XRWG B |
">97& HIZMGI> EHH XLI 97& HIZMGI
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2. UPS USB-RS232 is added successfully as below

3.7 Reset password for "admin"

-J XLI TEWW[SVH JSV SEHQMR> MW JSVKSXXIR [MEEBYH WIXXMRKH XEM B YKL
configuration

1. +S XS WSJIX[EVI MRWXEPPEXMSR TEXL ERH QSHMJX XIRHIW 3 ENM) WITESW M/
JSPHIV 71X XLI ZEPYI SJ SMRMXCW]WXIQCTEWW[SVHS XS S§XVYlI>»
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2. 6IWXEVX WSJX[EVI WIVZMGI XLI EHQMR TEWWESWH BMPP FI WIX XS SE|
SMRMXCW]JWXIQCTEWW[SVHS [MPP FI GLERKIH XS SJEPWI> EYXSQEXMG

3.8 Search NMCG2/Modbus TCP failed on MacOSX

3R 1EG 37< ;MRTSJ[IV QE] IRGSYRXIV ER MWWYI| XLEXRHI|2@EV HGE R/ KGRI EW

searched due to proxy settings.
3TIR 4VS\MIW IREFPI $)\GPYHI WMQTPI LSWXRBXW 3 VERHXTLIIVEIMXE P8 E/GV N

bypass the proxy

3.9 Set auto stop/start on VMware ESXi

This is a built-in feature of VMware ESXi host. if enable this feature, all virtual machines on the host will be
automatically shut down before host shutting down, and all virtual machine s on the host will be
automatically started after host booting
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