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1 Software Introduce

Software supports the following operating systems:

1.1

Windows and Windows server

Linux system: RedHat, Ubuntu, Cent OS, Open SUSE, Fedora and so on
Mac 0SX

VMware vSphere Virtualization system

NetApp file system

Main Functions

Winpower G2 is an upgraded version of WinpowerG1, which supports both local UPS USB/RS232
communication and remote network card communication protocols such as MQTT, SNMP, Modbus
TCP

Software supports PDU data collection and controls outlets on/off on the PDU

Software supports Windows/Linux/Mac OSX and provides two installation methods: graphic mode
and text mode. For Windows systems, it supports upgrade installation, and customer can choose
whether to keep the old database and configuration files in installation process

Software supports monitoring UPS real-time data and alarm events, recording UPS historical data and
events, drawing data trend chart, supporting UPS parameter settings, supporting UPS battery self-test
and output on/off, shutting down local and remote servers gracefully before UPS battery outage
Software supports tray icon alarms, SMS or email notifications, etc. Protect key servers and prevent
the equipment from being seriously damaged by sudden failures of the mains power supply

Software supports monitoring and protecting remote servers such as VMware Vsphere, IPMI, SSH,
SPS, NetApp

Software supports multiply accounts and multiply sites management. The root site can be further
divided into primary sites and secondary sites. It supports hierarchical permission management. The
user in the different group can manage corresponding devices in the site

1.2 Software Structure

The software consists of three parts: Service, Web interface, Tray icon

Service

The core of the software runs in the background as a service. The service starts automatically when the
system boot

On Mac 0SX, the service will start automatically after logging in

Software Introduce- 6
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Web interface

Customers can access to WinpowerG2 service through http/https using google, Edge, Firefox and other
browsers. The credential for default account is “admin/admin”. It is needed to change the password of
admin for the first login after installation

Tray icon

+ After logging in to the Windows/MacOSX system, the tray icon will appear in the bottom right corner
of Windows taskbar or in the upper right corner of the MacOSX. Customers can open the web
interface, start or exit the service through the tray icon. The UPS event alarms and shutdown
countdown alarms will pop up to remind the customer

@ Thelanguage of tray icon and alarms pop-up box should be consistent with the language
environment of the operating system

Open web interface

Stop service

! Exit

+ The tray icon can show the status of the software service . There are two status icons:

Blue color means the service is running

n

E Gray color means the service is stopped

1.3 Basic Requirements

Computer configuration

CPU Intel or AMD64

Processor 4 cores and above

4GB minimum memory, 8GB recommended
JDK/OS version

The software attached with JDK21. For Windows systems, it is recommended to Windows 10 or above. For
Linux, software only supports x86_x64. For Mac 0SX, it is recommended to 11 or above.

Software Introduce- 7
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Browser version

IE is not supported

Firefox Version 115.0 and later

Google Chrome, V114.0.5735.199 and later
Microsoft Edge, V114.0.1823.82 and later
Safari V16.4.1 (April 7, 2023) and later
Ports

Http port: 8082

Https port: 8081

SPS port: 6787 , 6788 , 6789

SNMP trap port: 162

IPMI TCP port: 623, 6000 (Once a new IPMI device is added, the port for IPMI device will automatically
increase by 1 based on 6000)

MQTT port: 8883

Display resolution

Maximum resolution: 1920*1080, Zoom 100% , layout 150%
Minimum resolution: 1280x720, Zoom 100% , layout 150%

Other resolution: 1960%1200, Zoom 100% , layout 150%
To present a more suitable web interface, it is recommended to set the resolution to 1920 * 1080

1.4 Application Scenarios

Software support remote monitor for multiply network cards and servers. The free version software can
monitor up to 100 power sources. If the number of devices exceeds 100, a license needs to be purchased

Winpower G2: monitoring & shutdown software NetAPP with AP

SPS G2: shutdown software iy L Se“’er“’“h SoH e i s
— l;ummunlcallorl Line Gam  SMsS P\rmne O Server witl PC with SRS G2  PC with SPS G2
= Dower output ™ %

—-— = Network cable / Message receiver
m— Power input USBIRS232 %
Winpower G2 / i H1TPS I
' USB (HID/HID power device UPS) g
T L D R$232 (Q/SHUT UPS) : HLIPS FIexPDUG
= 3 ; |
Natwork ik S SNMP (FlexPDUG2)
1 1

i SNMP( other brand device

IO (M\odbuéTCP!MQTT/SNMPJ‘SMTPNPMI!SSHJ’HTTPS)

_with RFC1628.mib)
User Network (LAN/WAN) e
I ]
I
ﬁ;ﬁ) ModbusTCP SNMP (NMC G1) MQTT(NMC G2) Wi 2
o1 L;Ps !
EMP G PC witl
X o PC with SPS G2 ﬂ
-
Email server m PC witl PS G2 PC with SPS G
x Wi
Email receiver ISPS G2
h SPS G2 )
i ith SPS G2 '
EMP G2
© 2024 Eaton. All rights reserved.
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1.5 Shutdown Scenarios

Local shutdown protection

UPS supplies power to PC1. Winpower is installed on the host PC1 and communicates with UPS through
RS232/USB/NMC/Modbus TCP. When the UPS mains power is abnormal, Winpower will shut down PC1 and
turn off UPS gracefully

B UPS shutdown is suitable for RS232/USB/Modbus TCP communication. If power source is NMC
card, the UPS will be shut down by the card not by Winpower

Winpower

RS232/UsB/
NMC/Modbus TCP

PC1
IL

SPS shutdown protection

UPS supplies power to PC1, PC2 and PC3. Winpower is installed on the host PC1 and communicates with
UPS via RS232/USB/NMC/Modbus TCP. SPS is installed on the slave PC2 and slave PC3 respectively. Set
the shutdown conditions for Winpower and SPS. When the UPS mains power is abnormal, Winpower will
notify SPS on PC2 and PC3 to perform the action to shut down PC2 and PC3 respectively. Winpower will shut

down the host PC1 finally

RS2321USB/ Winpower
NMC/Modbus TCP Network
| pet .
SPS
—== ‘ ars [
PC2 E PC3

SSH shutdown protection

UPS supplies power to PC1, PC2 and PC3. Winpower is installed on the host PC1 and communicates with
UPS via RS232/USB/NMC/Modbus TCP. PC2 and PC3 are Linux/Unix/NAS servers that SSH service is
enabled. When UPS mains power is abnormal, Winpower will shut down PC2 and PC3 by calling SSH API

firstly, then shut down the host finally

Software Introduce- 9
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Rs232(UsB ___ Winpower

/NMC/Modbus TCP— Network
— PC1 |
PC2 E PC3
Linux/Unix/NAS Linux/Unix/NAS

Redundant shutdown protection

UPS1 and UPS2 simultaneously supply power to PC1, PC2, and PC3. Winpower is installed on host PC1 and
communicates with UPS1 and UPS2 through RS232/USB/NMC/Modbus TCP. UPS1 and UPS2 are move to
one redundant group and set this group as power source. SPS is installed on slave PC2 and PC3 respectively.
Winpower will combine all critical events of UPS and trigger the shutdown when all UPS can't support the
load. When the shutdown conditions are met, Winpower will notify SPS to shut down PC2, PC3 firstly, then
shut down the host PC1 finally

Winpower

UPS1
PC1

RS232/USB/
NMC/Modbus TCP é

SPS

i

Network

upPs2 pc2

RS232/USB/
NMC/Modbus TCP

SPS

PC3

EEW
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2 Contextual help of the web interface

2.1 Login

1. Access to Winpower on local host through https://localhost:8081 or http://localhost:8082. Access to
Winpower on remote host just replace “localhost” with the remote IP address

B The default password for the admin account is “admin”

2. Agree with the software's EULA for first login

I
o

&« C M © Notsecure | h#ps;/localhost:8081/login B oA m = %

Phone:

Email:
R IRSERES.
HBiE:
BB

APPENDIX 1A
fS1A

Third Party Software
ETTHM

APPENDIX 18
BfF18

APPENDIX 2
B2
Fees

=H
Free of charge

e

Read completed and agree l

3. Password is required to reset for first login. The password format must be between 8-20 characters
and must contain at least three types of characters: lowercase letters, uppercase letters, digits, and
special characters. You can move the mouse to “?" icon to view password restrictions

Contextual help of the web interface— 11
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B  Seecial characters: ~@#S%™*

Password must be between 8 and 20
characters and contain at least three
of following character types:
lowercase letters, uppercase letters,

digits, special characters

passw

Confirm [
password’

4. View System preferences and get more login setting information

5. The login webpage language is consistent with the language used by the previous user

Contextual help of the web interface— 12
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1. Set the email SMTP firstly, check Notification service setting

2. On the login page, click "Forgot Password", click "Email", enter the account name (e.g. jones) then

click "Get Verification Code"

Forgot password

Account_

name

MNew

Fy

L
password

Confirm_
password’

Verification _
code’

13,

&

—
Get verification code ‘ j

(®Sending verification codes requires configuring SMS and email

services first,
Help

3. The email associated with account “jones” will receive an email containing a verification code

Contextual help of the web interface— 13



User password reset

.Q To @ Liu, Jones(¥[iR)

Retention Policy Inbox - Retain for 1 year (1 year)

Expires 2025/11/28

Start your reply all with: | This is not working.

I confirm.

This link does not work.

Dear user, hello!

Your account password is about to be reset, the verification code is] 394647

WinpowerG2 Manual

@ © = & -

15:28

@ Feedback

Note: The verification code is wvalid for 1 hour. Please enter the verification code and

reset your password within one hour.

4. Enter the “New password” and “Confirm password”, as well as the verification code received in the
email as above image, and click “Confirm” button to reset password
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Forgot password X

Account ,
:  jones
name
* New \':-':‘: T IITIT L] @
password
Conflrm: SRS BBEREN @
password
Verification .
. |394647 | Get verification code |
code

(DSending verification codes requires configuring SMS and email
services first,
Help

Retrieve password with a limit of sending verification code once per minute. Otherwise, software
will pop up a message “The verification code has been sent, please try again later”

Contextual help of the web interface— 15
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2.1.2 Retrieve password via SMS

1. Set the SMS firstly, Check Notification service setting

2. On the login page, click "Forgot Password", select "Phone", enter the account name (e.g. jones) then
click "Get Verification Code"

Forgot password X

Phone Email

jones

Account

name

New _
& B
password

Confi
onfirm_ -
password

Verification .
: Get verification code ‘

(®Sending verification codes requires configuring SMS and email

code’

services first,

Help

3. The phone number attached with account “jones” will receive a SMS message containing a
verification code

4. Enter the “New password” and “Confirm password”, as well as the verification code received via SMS,
and click “Confirm” button to reset the password

Contextual help of the web interface— 16
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B Retrieve password with a limit of sending verification code once per minute. Otherwise, software
will pop up a message “The verification code has been sent, please try again later”

2.2 Overview

Overview of all devices

The overview page lists the status of all devices-—-for example, there are 11 devices in normal, 5 devices in
alarm, 7 devices in off-line and 0 device in fault as below image. The overview page lists all sites and the
devices in the site, lists the activated alarms at current, and lists all devices that have already or are about to
expire and need to be maintained

Status Definition Icon

Fault The device is experiencing
serious fault

Alarm The device is experiencing
general alarm

Off-line Communication is interrupted

o\

Normal The device is working normally

Contextual help of the web interface— 17



All sites Favorite sites IT architecture

Status overview

Normal Faul

B 4 2 )

Site details
Vv Plant
Modbus-... NMC-G2-...
Standby Line mode
O - @ 1h 31mins
# 0% ® 10%
Modbus-... & Modbus-... &

Overview of one device

t Alarm Off-line

5 W 7
e 11 Normal e O Fault 5Alarm e 7 Off-line Q
HID-UPS-...5 SNMP-10... & COM2-UPS™
& -% a % O -%
® % 9 -% 9 -%
Modbus-... &  Modbus-... & SNMP-10... &

WinpowerG2 Manual

Active alarm

2024/11/26 Modbus-10.130.2... Pl... >

09:14:34 Communication lost

2024711726 Modbus-10.130.2... Pl.. 5

09:14:31 Communication lost

View more >

Device maintenance reminder

SNMP-10.130....
2023/11/26

The device mai...

View more >

Choose one of devices to display the parameters, active alarms, and historical events of current device

Winpower G2

@

Crverview

Aszat

o

Protection

Q

bvents/logs

5]

Systemn settings

2 o] i L]
Line mode 1h 31mins 29% 10%
Made Remaining time  Battery capacity  Load
Wiew details

W Active alarm
20241126 NMC-G2-172.18.140.21  Plant
09:10:49 Card lost communication with UPS

> Historical event Lz =
\. "
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2.2.1 All sites

Root site overview

Log in as an administrator account and click on "Overview" to view all sub-sites and devices under the root
site named “Plant”. User can also select a sub-site from the drop-down list in the upper right corner to view
the sub-site

Winpower G2

o Plant b Layerd > RD-Lab
All sites Favorite sites IT architecture 5
Overview - PV-Lab
= Status overview
Asset
Q Normal Fault Alarm Off-line >
Protection 1 1 A 0 5 & 7 091434 Communication lost
sl 2024/11/26 Modbus-10.130.2... Pl. %
bRt/ oas 09:14:31 Communication lost
Site details View more >
System settings
v Plant = T Normal = 0 Fault 5 Alarm = 7 Off-line O Divicamainberancaramindar
Modbus-... NMC-G2-... HID-UPS-..=%  SNMP-10...5%  COM2-UPS™: SNMP-10.130....
Staredby Linee mode 2023/11/26 ;i :
The device mai...
- @ 1h 31mins & % & % & -%
$ 0% ¥ 10% ¥ -% ¥ -% L
Modbus-... & Modbus-... & Modbus-... & Modbus-.. & SNMP-10... (2
> Plant-Layerd = 3 Normal = 0 Fault 3 Alarm » 0Off-line O Vg mare 4

Primary site overview

Log in as “jones” account. “jones” belongs to the “Layer4” group which is reflected to primary site. “jones”
can view all sub-sites (“RD Lab” and “PV Lab") under the “Layer4” site as well as all devices under each sub-
site. User can also select a sub-site from the drop-down list in the upper right corner

Contextual help of the web interface— 19
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Winpower G2 2024711/27 09:42:45

Layerd > RD-Lah

R - |
All sites Favorite sites IT architecture
Owverview Py:iah

L Status overview
Asset
(@] MNormal Fault Alarm Off-line - 30.21... Lay.. > I
09:02:36
Protection 3 A 0 3 fax) 0 OutletOff
fal 2024711727 PDU-10.130.21... Lay.. >
Events/Logs 090236 OutetOff
3 ) .
Site details View 3
Lystem seftings
* 3Normal e O Fault 3 Alarm e 0 Cff-line O . . .
Device maintenance reminder
PDU-10.1... PDU-10.1... SNMP-10.130....
2023111776
The device mai...
A 0TA N OA
% 70.8kWh 4 22.3kWh
> Layerd-RD-Lab = TMormal = OFault = 1Alarm = 0Off-line

iew more >

> Layerd-PV-Lab e 2Normal e OFault « OAlarm e 0Off-line O

Secondary site overview

”n o

Log in with account “Sophie”. “Sophie” belongs to “PVLab" group which is reflected to secondary site.
“Sophie” can view “PV-Lab" site as well as all devices under this site.

Winpower G2

L1}
5
o
o
55

&) ERRE FlEiey = HERE BHRE
ESTETS A &

25 0= 0= 0=

E/BE

PrdsiE s

S 2BIEE - 0GHEE - 0GSZ - 0888 O REERIEE

SNMP-10... © NMC-G2-...(")
FeFEH :

RS

@ 7h 46mins @ 5h 37mins
¥ 0% ¥ 0%

2T

taRTIEiR S 2 FRE
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PV-Lab
far ) o ;
All sites Favorite sites IT architecture
Overview

Status overview larm
Asset
Q Normal Fault Alarm Off-line
Protection A oy
2 O 0 0 No data
A
Events/Logs
Site details

System settings

Vv PV-lLab e 2Normal # OFault « OAlarm e 0Offline Q Device maintenance reminder

SNMP-10... %) NMC-G2-...(%)

Buck mode

@ 7h 46mins @ 5h 37mins
® 0% ® 0% Maintenance start time not set 2 To set

2.2.2 Favorite sites

Set favorite sites

Select the site then click on the heart-shaped symbol on the right, and the heart-shaped symbol will change
to blue color that represent this site have been set to favorite site
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Favorite sites IT architecture
Overview

L Status overview Active alarm

Aszet
o MNormal Fault Alarm Off-line 2024/11/27 NMC-G2-172.18.1... Pl
Brotaetioh 1 1 A 0 5 & 7 13413 Card lost communication...
Jal 2024/11/27 Modbus-10.130.2... PL.. >
kvents/l.ogs 01324 gattery test failed
@ View more b
Site details
System settings
PDU-10.1... PDU-10.1...
Device maintenance reminder
A 067 A 0A
SNMP-10.130..
4 70.9kWh 4 22.3kWh 202311726
The device mai...
Plant-Layerd-RD-Lab ® 1Mormal e OFault = 1Alarm  » 0 Off-line @
> Plant-Layerd-PV-Lab e 2 Normal = 0 Fault 0 Alarm e 00ff-line Q@

View more

Check favorite sites

Click “Favorite sites”, it will list all the favorite sites

: All sites avorite sites IT architecture
Overview

= Status overview Active alarm
Asset
Q Mormal Fault Alarm Off-line 2024/11/27 SNMP-10130.21..RD~.. 5
Protection A & 0202:24 |ps temperature excead...
Q
Events/Logs
@ View maore >
Site details
System setlings
v RD-Lab = 1Normal = OFault = 14larm = 00OfFline @ Device/maintenanceireminder
SNMP-10.130...
SNMP-10... SNMP-10... ) 2023/11/26
Line mode Line mode The device mai...

@ 13h 6mins @ 1h 30mins
¥ 0% @ 0%

View mare b
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2.2.3 IT architecture
The IT architecture is used to view the devices under the site hierarchically.

As shown in the figure below, the root site is “Plant”, the primary site is “Layer4”, and secondary site is “RD
Lab” and “PV-Lab”

i ) .
All sites Favorite sites

Overview

= Status overview Active alarm

Asset

o Normal Fault Alarm Off-line 2024711727 NMC-G2-17218.1...PL. >
Pistaction 11 A 0 5 i~ 7 103419 Card lost communication..

Q 2024/11/27 Modbus-10.130.2... PL. s
Events/Logs 10:13:24  Battery test failed

@ ) View more >

Site details
System settings
7 S
B [EPant@ 1M A00527Q ' Device maintenance reminder
SNMP-10.130...
B B Layer4 @3A0 3800 2023/11/26
The device mai...
BEERD-Lab®1A00 1209
EEPV-Lab@ 2 A 00000
5 ~

View more >

2.3 Asset

2.3.1 UPS list

This page displays the UPS list. You can add, edit, delete UPS devices and set parameters for the UPS.
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View UPS

You can filter UPS by UPS status, maintenance status, activation status or entering alias and IP information.
Clicking "Reset" button will clear all filtering conditions.

Click the settings icon in the upper right corner to pop up the column settings window. You can click the
checkbox to select the column content to be displayed. You can drag up and down to change the position of
the column, or click the pin icon to the right of the column name to pin it to left or right. Click the “Reset”
button to restore the default display content and location.

+ Add Ko

B Column Display Reset

State T

3 Mode

Alias
UPS tempe...
Load perce...
Battery cap...
4 Cutput vol...
Cutput fre...
nput volta...
nput frequ...
P
I Site
Details
Operate

This page is refreshed every 5 seconds. Click the refresh icon to refresh it immediately.
Click "Details" to jump to the device details page.

Add UPS

Click the "Add" button to search and add UPS devices.

Step 1 : Select the communication protocol according to the UPS connection type.
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There are 4 communication protocols.
+ Serial port/USB

Select the communication ports to be searched. For Linux and MacOSX systems, you can click the "Add"
button to add a new serial port. For Windows systems, the serial ports are automatically detected. Please
refer to serial port management. For details on the USB/RS232 settings on the VMware ESXi server, see Add
UPS via USB/RS232 for Virtual Machine .

+ NMC G2

The software monitors the UPS through the NMC G2 card. The NMC G2 card is a second-generation network
management card. The software uses the MQTT protocol to communicate with it.

There are three IP options :
Local network - Search all IPs on the same network segment as the local system
Single IP - Enter single IP or multiple IPs separated by commas
IP segment - Enter the starting and ending addresses of the IPs you want to search for
Select credential:

Select an MQTT communication credential from the drop-down box or click "Create credential" button to
create a new credential. The credentials are usually the login account and password of the card web page.
The credential is only used to exchange certificates when searching. The credential will not be used in
subsequent communications, subsequent communications will be verified through certificate encryption. If
the card starts "Trust new client certificate for xx minutes” in "Settings — Certificate -> Pairing with Clients"
web page, no credentials are required to search during this period (since it is a required option, just select
any MQTT credential).

Search for adding devices bt

¥ Select device type o Select communication prota 3 Search complete

Device type: @ UPS

[« nicatic
ommunication, [ NMC G2

protoco

Search IP: Local network

Single IP

P segment

Select certificate: Create certificate?

* Site:

SNMP

Select the SNMP protocol when monitoring the UPS through the card or other SNMP network cards that
support RFC1628 MIB. The IP configuration is the same as above. The credential needs to be consistent with
the SNMP credential set by the card, and ensure that the card's SNMP is enabled.
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- |
The free version does not support RFC1628 MIB communication of third-party cards. If you need

=
to monitor the UPS through the RFC1628 MIB of third-party cards, please purchase a License

management

Search for adding devices

v Select device type o Select communication proto 3

O urs

Device type:

o -
mmunication ) [ SNMP
protocol

“ Sgarch |P: Local network
Single IP

IP segment

*Port: | 161

Create certificate?

* Select certificate:

* Site:

+ Modbus Tcp
UPS with loT function needs to enable the Modbus TCP protocol from the LCD or IoT settings web before the

software can communicate with it using the Modbus TCP protocol. IP configuration is the same as above.
X

Search for adding devices

o Select communication proto 2

¥ Select device type

Device type: O urs
Communication: { Modbus Tep ]
protocol
* Search IP: Local network
Single IP
IP segment
* Site:

Step 2 : Select the site where the device will be placed.
Step 3 : Click "Search" button to start searching for devices.
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Step 4 : Wait for the search to complete and pop up the search results.

New devices: The new devices successfully searched and added. The aliases can be modified by device
editing.

Add failed devices : The new device IPs were discovered but communication could not be established for
various reasons. For details, see reasons for failure to add devices and suggestions.

Existing devices: Device has been added. The IP is already used by an existing device and cannot be added
again, even if protocols are different.

Search for adding devices

' Select device type v Select communication proto e Search complete

Devicetype: @ UPS
o Search complete

Discovered devices: 10

v New devices: 2 X Add failed devices:3 Existing devices:3

Address:NMC-G2-10.130.212.10°7

Address:NMC-G2-10.130.212.17 T — Adddress10.130.212.241
Address:10.130.212.241 Address:10.130.212.238
Address:10.120.212.104 Address:10.130.212.178

Address:10.130.212.181
Address:10.130.212.109
Batch operations

Select multiple UPSs and use the batch operation button in the upper right corner to set the maintenance
start time, activate, disable and delete the devices in batches.

St mainensrce sart e || Vobime activion of devicss | | Dot devizes in batehes ] Selete devites in batche

= ibate Allas Mode UPS temperature  Lood percentage  Sattery copacity  Outputvoltage  Outputfrequency gt voltage  Input frequency 1P e Maintsnance expiration date  Malmenance siatus Active Model Detalis Gpente
B Bk ks IF Ot — e ZOEON 450H: 28y 0I0ETHE el XTI €@ UrsuneinT Dtk

= MRC-E2 T 130775548 Sty BEF — i — OCN O oL E - TLIBNEIZME el

Single UPS operation

@ e Dwtiiky

Details Qperate

Device editing
Communication Edit
Setting/Control
Protection

Delete

By clicking the 3 dots under the operation column, the operation menu will pop up, and you can perform the
following operations on a single UPS:

+ Device editing

You can modify the device's alias and site
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Device editing bt
* Device alias: | SNMP-10.130.212.243

* Site ()1 | root

+ Communication editing

Only devices communicate with SNMP protocol can edit communications. You can: modify the SNMP
protocol credentials (select an existing credential or re-enter the credential parameters); test whether the
credential connection is OK; apply current credential to other devices that selecting in the drop-down box.

Communication setting X

Communication
protocol

Using credentials

* Using credentials:
© Input protocal

Protocol: | SNMPv1

* Community:
‘Whether to apply to other devices

Application:

SNMP-10.130.212.131 x
SNMP-10.130.212.245 X
SNMP-10.130.212.246 *

Test Credential Connection

+ Setting/Control
Only serial port, USB and Modbus TCP UPS support setting and control.

You can perform UPS tests (unsupported test types are grayed out) or cancel ongoing tests. The "Cancel
Test" button is enabled only when battery test is ongoing. Click the button to immediately send a test or
cancel test command to the UPS. This is a control command and does not save the settings.

Battery testing of lithium battery UPS is not supported. The lithium battery UPS itself has a battery
management system, and there is no need to perform battery self-test from the software.

Device setting/control

Battery testing Device setting

* Battery testing (2: Quick test

Test until battery low
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Battery testing Device setting

* Battery testing &): Quick test
Test until battery low

Test min

Set UPS parameters (different UPS supports different parameters)
Device setting/control

Battery testing Device setting

Enable audible alarm Converter mode

Enable auto restart ECO mode

€D

Rated output voltage Rated output frequency

Output group 1 automatic startup delay & Output group 1 automatic shutdown delay &
3 S -1 S

+ Shutdown protection

Click this menu will go to the shutdown protection settings page
+ Delete

Click to delete device

« Activate/deactivate device

Drag and drop the activation button _ to activate or deactivate a single device.

2.3.1.1 UPS details

This page displays the details of the UPS device.

WinpowerG2 Manual
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Realtime information Data statistics Device information

E Capacty: 1005

Page layout

The left side of the upper part displays the device alias, status icon, site, key data and workflow diagram, and
the right side displays currently active alarms and historical events.

There are 3 tabs in the lower part, which display the real-time information of the device, data statistics
(discharge data and historical data) and device information respectively.

Real-time information

Displays real-time measured values of UPS battery, output, and input. The dual-input UPS will also display
bypass data. If the card is connected to a sensor, the sensor data and status will also be displayed.

Data statistics
Data statistics include discharge data statistics and historical data trend charts.
+ Discharge data

Discharge data can be viewed for the past six months or the past year. The bar graph shows the number of
monthly battery tests and the number of abnormal mains discharges. The table displays detailed data for
each discharge, including: discharge type, start time, end time, discharge duration, test results (only available
for battery tests), battery voltage at the start, battery voltage at the end, battery capacity at the start, and end
Battery capacity, load percentage at the start, load percentage at the end.
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+ Historical data trend chart

Trend charts of load percentage, battery voltage, input voltage, output voltage, and UPS temperature can be
viewed by daily, monthly, and yearly.

The daily trend chart displays the historical data of that day.
Monthly and yearly trend charts display the average, maximum, and minimum values of data on a daily basis.
Device information

Display device-related information, of which "alias" and "site" can be modified in the device editor of the UPS
list.

"Contact name", "Contact email", and "Contact phone" are the administrator information entered when
creating the site. As shown in the figure below, the contact information of the "root™ administrator of the site
is shown.

"Maintenance expiration date" is calculated based on the maintenance start time and maintenance period
settings of the device. Maintenance expiration date= maintenance start time + maintenance period.

Real-time information Data statistics Device information
Device information
Serial number: Maintenance expiration date: 2027/12/03
Alias: COMB-UPS Communication parameters: COMS

Site: root
Contact name: David
Contact email: david@abc.com

Contact phone: 13567876567

2.3.2 Server

Add remote servers

Winpower supports various of protocols to add remote server or service, such as “SPS, IPMI, VMware Center,
VMware ESXi, SSH, NetApp-Cluster”
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Search for adding devices

" Select device typg — o Select communication proto 3 Search complete

Device type: ©Q Server

. Communication [
protocol

SPS

1PMI

VMware Center
VMware ESXi
S5H

MetappCluster

Edit/Delete remote severs

+ Edit: edit the site, user, and password
+ Protection: jump to the “Shutdown Protection Settings” page
+ Delete: delete the corresponding server or service

Shutdown Configuration Status Marme Communlcation status Operate status P Type Source Site WM protection priority Sat protection pricrity Operate

Unpratectsd 10.130.212.115 @ 10.130.212.116 S5H Plant
Edit
— Unprotected 10.130.212.24 @ 10.930.212.24 vCenterServer Plant Bratection
Dalete
- LPOAD @ Cluster Plant
+ Esui2 2. 55G5-5erial ) FoweredCn 10.130.212.22 Plant
+ Esxi21.55G5-5erial PoweredOn 10,130.212.21 Hyperdsor Plant
+ Esxi23.55G5-5erial Fowared(n 10,130,212.23 Hyperisor Plant
— Unprotected FAS?T20 ] Foweredn 10.130.212.13 MethppCluster Flant
FAS2720-01 @ FoweredOn Nethpp Plant
HAS2720-02 @ FoweredOn Tethpp Plant

Quickly search for servers

+ Choose “List search”: Enter the remote server’s name, such as “Esxi”, it will remain only Esxi servers
and other servers will be filtered out

+ Choose “Tree search”: Enter the remote server's name, such as “Esxi”, it will jump to the Esxi server,
but other servers won't be filtered out
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UPS Server
List search Q
Shutdown Configuration Status Name Communication status Operate status IP Type
Unprotected Esxi22.55G5-5erial © PoweredOn 10.130.212.22 Hypervisor
Unprotected Esxi21.55G5-5erial ® PoweredOn 10.130.212.21 Hypervisor
Unprotected Esxi23.55G5-5erial ® PoweredOn 10.130.212.23 Hypervisor

2.3.2.1 SPSlist

Add SPS
Prerequisite: Install SPS software on the remote computer, port 8883 is opened

+ Select “SPS” in “Communication protocol”

+ Enter the start and end address of SPS IP, or enter a single IP address in the start IP address field of
the “Custom IP"

+ Enter the SPS username and password

+ Set site for SPS host

+ Set the power source for the SPS host. Before setting up the power source, please add the UPS firstly.
Check UPS list
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Search for adding devices

v Select device type o Select communication protc 2 Search complete

Device type: © server

Communication
* . SPS
protocol

* Custom IP®:  10.130.212.1 10.130.212.254
* SPS username:  admin
* SPS password:  eeesessese B

* Site:  root
+ Power source: @ Single UPS Redundant UPS

HID-UPS-G699R01019 / output

Add

Search SPS

After the searching process is completed, the bottom right corner of the webpage will prompt the dialog that
show the number of successfully added devices, the number of failed devices, and the reason for failure

Failure Information Added successful devices:3 X
10.130.212.159 : Account or password is incorrect
10.130.212.186 : Account or password is incorrect

10.130.212.250 : Account or password is incorrect

SPS list

After successfully adding SPS, the SPS information will be displayed in the list as below image
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f List search
6] Shutdown Configuration Status
Protection
fal Protected
Events/logs
@ Protected

System settings

2.3.2.2 IPMI list

Add IPMI

Server

MName Communication status

SPs- o,
CNSHNWLABRDPCS0 x5

SPS-dhep-10-130-
212-116

Prerequisite: Server enabled IPMI service

+ Select “IPMI” in “Communication protocol”
+ Enter IPMI hostname/IP address, username and password

+ Set site for IPMI host

POU

Operate status

Running

Running

WinpowerG2 Manual

Redundant UPS
1P Source Operate
1013021243 HID-URS:

GBIIR0101!

HID-UPS-
GEIIR0101!

+ Set the power source for IPMI host. Before setting up the power source, it is necessary to add a UPS.

Please check UPS list
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Search for adding devices

v Select device type e Select communication prota 3 Search complete

Device type: © Server

Communication
* : IPMI
protocol

* Host name: 10.130.212.39
* User name: ADMIN
#* Password: ----------- %"

*Site:  root
Power source: © Single UPS Redundant UPS

HID-UPS-G699R01019 / output

Add

IPMI list

After successfully adding the IPMI server, the IPMI host information will be displayed in the list as below
image.

The column “Shutdown Configuration Status” show “Unprotected”, indicating that the power source for IPMI
host haven't been set and the shutdown protection haven't been enabled
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List search

Shutdown Configuration Status

Unprotected

Unprotected

Server

Q

Name Communication status

1013021240 @

1013021239 @

2.3.2.3 VMware Center list

Add VMware Center

Prerequisite: Purchase copyright for VMware Center

+ Choose "VMware Center” in the “Communication protocol”

Operate status

PoweredOn

PoweredOn

+ Enter vCenter hostname/IP, username, password
+ Set the site for the vCenter server

WinpowerG2 Manual

PDU Redundant UPS

0
P Type Source Sit« Operate
HID-UPS-
10.130.212.40 IPMI roc
G699R01019
HID-UPS-
10.130.212.39 IPMI

M/ G699R01019

B VvCenterisjust a service, so there is no need to set power source for vCenter. Shutdown
protection is for VMware ESXi host
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Search for adding devices X

v Select device type v Select communication prota o Search complete

Device type: O server

~ Communication
* 1| VMware Center

protocol”’

* Host name: 10.130.212.24

* User name: E
* PaSSWOfd: ssssssssnssns &
# Site: | Plant

Add

vCenter list

+ After successfully adding the server, the vCenter topology architecture will be displayed as following:
vCenter Server-> Cluster->Hypervisor (ESXi host)-> Virtual Machine

+ Virtual machine with installed vCenter or Winpower will be automatically set as critical virtual
machine, while other virtual machines can be set to critical virtual machines manually
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poU Redundant UPS

List szarch
Shutdown Configuration Status Mame

— Unprotected 10.130.212.24
= DPQRD

Esxi22,550G5-Serial

IPW-1.68.00/ Vdbd_OVE1D
SPS1

PEC-500-vitrual - 4

Topology comparison

Communication status

@

®

Operate status P Type Source Site
10.130.212.24 vCenterServer Plant
Cluster Plant
PoweredOn 1013021222 Hypervisar Plant
; - Virtual ;
Poweredn 10.130.212.207 i Plant
Machine
irtual
PowsredCin Wi ba_ Plant
Machine
Wirtual ,
PoweredCn 7 Plant
Machine

The topology of the Winpower side is consistent with the web of vCenter, check the image as below

B B @

@ 10.130.212.24

2.3.2.4 VMware ESXi list

Add ESXi

'

By B B B B B By B & B & O Em

Datacenter

[l DPQRD
10.130.212.21
10.130.212.22
10.130.212.23
Android-Test

AzureMigrationTool
CentOSs7
IPM-1.68.007.VAB4 _...
IPM2.4
IPM_Editions-va-2.4....
MDC-build-Centos8.5
PEC-500-vitrual
PEC-500-vitrual - 2
PEC-500-vitrual - 3

Operate
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Prerequisite: Purchase copyright for VMware ESXi

a VMware ESXi is the standalone version of VMware, while VMware vCenter is the centralized
monitoring version

+ Choose "VMware ESXi" in the “Communication protocol”

+ Enter ESXi hostname/IP, username, password

+ Set the site for ESXi host

+ Set the power source for ESXi host. Before setting up the power source, you need to add a UPS firstly.
Please check UPS list

Search for adding devices

v Select device type

[1¥]
m

o Select communication proto 3 Search complete

Device type: © server

Communication )
* 1 VMware ESXi
protocol

* Host name:  10.130.212.21

*User name: root
* Password: = eeeses i
# Site:  Plant
Power source: @ Single UPS Redundant UPS

NMC-G2-10.130.212.244 / output

Add

ESXi list
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+ After successfully adding the server, the ESXi topology architecture will be displayed as following:
ESXiServer (ESXi hosts) -> Virtual Machine

+ Virtual machine with installed Winpower will be automatically set as critical virtual machine, and other
virtual machines can’t be set to critical virtual machines manually

Shutdown Configuration Status Mame Communication status Operate status P Type Source Site  Operate

- NMC-G2-
n PP T @ ) 302122 SR ;
Unprotected Esxi22.55G5-Serial ) PoweredCn 10.130.212.22 EsxiServer I Plant

Virtual

5PST (O] PoweredCn : Plant
Machine
; Virtual
ubuntu22-mariadb-test 5] PoweredCn : Flant
Machine
- Virtual
PEC-500-vitrual - 7 5] PoweredCn N Plant
Machine
" Virtual
Android-Test © PoweredOn 3 Flant
Machine
- -~ Virtual
PEC-500-vitrual - 5 ) PoweredCn , Flant
Machine

Topology comparison

The topology of the Winpower side is consistent with the web of ESXi, check the image as below
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~ [5] Host

Manage

Monitor

vm ESXi Host Client
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© Notsecure | hips//10.130.212.22/ui/#/host/vms

@ Virtual Machines

@ Storage
@ Networking

2.3.2.5 SSH list

Add SSH

(3 Esxi22.SSG5-Serial - Virtual Machines
+& create / Register VM | [l console | B Power on () Power off 1l susp:
] virtual machine ~ | Status ~  Used space ~
O | @ vcLs-09e0d9a6-69d4-aabd-ac33-94d97dads.. | & Normal 153GB
O "@ 1PM-1.68.007.VA64_OVFIO @ Normal  14.01GB
(] b@ MDC-build-Centos8.5 & Normal  232.09 GB
(J '@ ubuntu22-mdc-template-tool & Normal  108.09 GB
(] .@ IPM_Editions-va-2.4.0-2+281_x86_64_4cpu_.. Q Normal 76 38 GB
0 ’@ PEC-500-vitrual & Normal 4408 GB
(] .@ PEC-500-vitrual - 2 & Normal 44 08 GB
U ’E] PEC-500-vitrual - 3 & Normal 4408 GB
(] .@I PEC-500-vitrual - 4 & Normal 4408 GB
U 'E] PEC-500-vitrual - 5 & Normal 4408 GB
O "& Android-Test & Normal  232.09 GB
L '@ PEC-500-vitrual - 7 & Normal 4408 GB
] '@ ubuntu22-mariadb-test & Normal  108.09 GB
M "% <p M Normal | 19 08 GR
Quick filters. .. v

Prerequisite: Server enables SSH service, port 22 is opened

+ Choose “SSH” in the “Communication protocol”

« Enter SSH hostname/IP, username and password

+ Set the site for SSH host

+ Set the power source for SSH host. Before setting up the power source, it is necessary to add a UPS.

Please check UPS list
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Search for adding devices

o Select communication prote 3 Search complete

v Select device type

o server

Device type:

#Type:] S5H

+ Host name:

10.130.212.159

#Port: 22
# User name:  root
* Password:  eeeees &
#Site:  root

Power source ! (o] Single UPS Redundant UPS

NMC-G2-10.130.212.204 / output

SSH list
After successfully adding the SSH, the SSH host information displayed in the list as below image.

“Communication status” represent the IPMI communication status. If the image color is green, it means the
status is OK. If the image color is grey, it means the status is lost.

The column “Shutdown Configuration Status” show “Unprotected”, indicating that the power source for SSH
host haven't been set and the shutdown protection haven't been enabled.

Shutdown Configuration Status Name Communication status Operate status 1P Type
Unprotected 10130212158 @ 10.130.212.159 | SSH
Unprotected 10130212250 ) 10.130.212.250 | SSH
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2.3.2.6 NetApp Cluster list

Add NetApp Cluster

+ Choose “NetApp Cluster” in the “Communication protocol”
+ Enter NetApp Cluster hostname/IP, username, password
+ Set site for NetApp storage nodes

B  NetApp cluster is just a service, so there is no need to set the power source for it. Shutdown
protection is only for NetApp storage nodes

Search for adding devices

v Select device type v Select communication proto o Search complete

Device type: O server

Communication
* : |NetAppCluster
protocol

* Host name: 10.130.212.13

* [User name: admin

- 5 Password: sesssnsew G’?r.‘

* Site: [ Plant ]

Add
NetApp list

+ The column “NetAppCluster” lists all the NetApp storage nodes, there are two NetApp storage nodes
as shown in the following image
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Shutdown Configuration Status Name Communication status Operate status

— Unprotected FAS2720 ® PoweredOn
FAS2720-01 @ PoweredOn
FAS2720-02 @ PoweredOn
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T
P Type Source
10.130.212.13 MetAppCluster
MNetApp
MNetApp

« The NetApp topology at Winpower side is consistent with the web of NetApp cluster, check below
image.

DASHBOARD

STORAGE

Overview

Applications

Volumes

LUNs

Shares

Quotas

Exports
Storage VMs

Tiers

NETWORK

HOSTS

CLUSTER

Settings

Disks

Pl ONTAP System Manager  (setumocissicversion)

Cluster

2.3.3 PDU list

Y o
verview

MAME
FAS2720

VERSION

MetApp Release 9.6P3: Sun Sep 22 08:26:36 UTC 2019

LOCATION
shenzhen

Nodes

FAS2720-02

24 day(s), 2:31:33

UPTIME

— FAS2720

SERIAL HUMBER

VERSION MetApp Release 9.6P3: Sun Sep 22
MANAGEMENT 08:26:36 UTC 2019

10.130.212.12

DNS DOMAINS
netapp.com

HAME SERVERS

8.8.8.8

MAMAGEMENT INTERFACES
10.130.212.13

FAS2720-01

53 day(s), 7:29:30
FAS2720

NetApp Release 9.6P3: Sun Sep 22
08:26:36 UTC 2019

10.130.212.11

This page allows you to view the PDU devices, add, edit, delete devices, and set parameters for the PDU.

St

Input votage

2

TN
EE

2

Server Lt Recundant UPS
Inputfrsquency  InpuoaTet  Appomntpower  Activepowsr  bnerdy  Rctor  RatedFowsr  Remaining pomsr [P st Acttve  Detalls Uperate
e ET) 13000 A3 TEANH 033 3820 AT MBHIA chideiml s} et
S0k e 17 QoW ELE e R MIKI2E2 chidsibe] [ & t
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Click "Details" to jump to the PDU details page.
Add PDU

The software monitors PDU through the SNMP protocol. To control and set the PDU, you need to use
communication credential with write permission. The parameters are as same as SNMP protocol settings in
UPS.

Batch operations

Select multiple devices and use the batch operation button in the upper left corner to perform batch
operations on PDUs such as setting the maintenance start time, activating, disabling and deleting devices.
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Single device operation

ve Details Operate

) Details

Device editing
) Communication setting
Device setting

Delete

By clicking the 3 dots under the operation bar, the operation menu pops up, and you can perform device
editing (modify the device's alias and site), communication settings (modify communication credentials),
and PDU parameter settings (system, outlet, sensor) and delete operations. Communication credentials
require write permission to perform PDU parameter settings.

+ Activate/deactivate device

Drag and drop the activation button  to activate or deactivate a single device.

2.3.3.1 PDU details

This page displays the details of the PDU device, groups the outlets, and controls the on and off of the
outlets.
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Page layout
The top displays system information, output and input real-time data.

The left side of the lower part displays the status and real-time values of the sensors (if any), as well as the
current active alarms and historical events. The right side displays an overview of the outlet switch status
and displays the switch status and real-time data of each outlet by group.

Control outlet on/off

Click the "All On" button in the outlet overview to turn on all outlets. Click the "All Off" button to turn off all
outlets.

Click the "All On" button in the upper right corner of each group to turn on all outlets in the group. Click the
"All Off" button to turn off all outlets in the group.

Drag the switch button of the outlet individually to control the on and off of a single outlet.

SNMP communication credentials are required to have write permissions on the device to set
the PDU.

Group settings
Click the edit button -2 ===z to the left of the group name to pop up the group setting window. You can edit

the group name, add or delete outlets in the group, then click the "Save" button to save the settings. A
"Operation Successful" message will pop up if the save is successful.
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2.3.4 Redundant UPS

Create redundant UPS group

> Group Settings

Group name  Group 2

Outlet in group

Outlet_10 > Outler_11 X
Qutlet_13 x Cutler_14 =
Outlet_16 > Outler_17
Outlet_19 > Outler_20
Qutlet_22 Qutler_23 *

Addable sockets

Outlet_1 Outler 2
Qutlet 4 Outlet 5
Outlet 7 Outlet 8

Outlet_12 X

Qutet_15 X

Outlet_18 X

Outlet 21 X

Outlet_24 X

tlet_

Cutlet 6

utlet O

WinpowerG2 Manual

Click “Asset"->"Redundant UPS"->"Add", Create a new redundant UPS group. Set the name for the group and
choose the corresponding UPS as a group

* Name:

* Site:

# UPS:

PSGroup

Plant

NMC-G2-10.130.212.101

HID-UPS-X000-Y0000000000

COM2-UPS

Modbus-10.130.212.217
NMC-G2-172.18.140.21
SNMP-10.130.212.243
SNMP-10.130.212.245
HID-UPS-715318A00017

HID-UPS-CP10M5178670001

Save
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Check Redundant UPS

Click “View" button to see which UPS are included in the group

ups Server POU

Mame Ups Site Create time

PSCroup D Plant 2024/12/01 D0:24:11
2.4 Shutdown Protection

2.4.1 Shutdown protection setting

Shutdown list

+ Local system: The host where Winpower is installed
Server list: SSH host, IPMI host, VMware ESXi host for vCenter
« SPS list: SPS host

WinpowerG2 Manual

Redundant UPS

Operate

z L

+ Virtual system list: VMware ESXi host for standalone, VMware Cluster

Storage node list: NetApp cluster and NetApp storage nodes
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Winpower G2

{ar

Shutdown protection setting

Overview

o Vv Local system
Asset

o ) winpower

Protection > Server list
Q > SPS list

Events/Logs
@ > Virtual system list
System settings > Storage node list

Power source setting

+ Method 1: Choose “Single UPS”, the dropdown list will list all the power devices in the asset list,
select the power source for the host. Before set the power source, it is necessary to add a UPS firstly,
View UPS list

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting
Type: @ Single UPS Redundant UPS

#UPS:  HID-UPS-715318A0001...

+ Method 2: Switch power source through the "Power supply topology"
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Power supply topology

[[ Switching power source J]

HID-UP5-71..

winpower

Shutdown condition

Shutdown when battery discharge for: When the discharge time of power source reaches the value,
software will trigger the shutdown action

Shutdown when battery low: When an alarm of low battery occurs for the power source, software will
trigger the shutdown action

Shutdown when the battery capacity is lower than: When the battery capacity of the power source is
lower than the set value, software will trigger the shutdown action

Shutdown when the battery remaining time is lower than: When the battery remaining time of the
power source is lower than the set value, software will trigger the shutdown action

UPS shutdown: 1. If software communicates with the power source through USB/RS232/Modbus
TCP, when the scheduled shutdown time is reached, the shutdown action will be triggered. 2. If
software communicates with the power source through NMCG2 card, when the UPS enter to
shutdown count down, the card will push shutdown notification to software, then software will trigger
the shutdown action.

If multiple conditions are selected, any one of them is met the shutdown action will be triggered

If the power source is NMCG1, the card won't push a shutdown notification to the software, so
the shutdown conditions are based on shutdown condition in software side.

If the power source is NMCG2, the card will push a shutdown notification to the software. The
shutdown condition depends on both software's shutdown condition and the card notification.
Any condition is met, the shutdown action will be triggered
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Some offline UPS haven’t sent remaining battery time or battery capacity. In this case, even if
the shutdown condition for the remaining battery time or battery capacity is set, the shutdown
will not be triggered

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

Apply to other servers
Shutdown when battery discharge for 600 3

Shutdown when battery low

Shutdown when the battery capacity is lower

30 %
than :

Shutdown when the battery remaining time is —
s
lower than

() UPS shutdown

Main output/LS output

+ output: Power supply from main output, the shutdown condition is based on software side

+ output-group1: Power supply from LS1 section, shutdown condition is based on both the "shutdown
conditions” on software side and the automatic shutdown delay of LS1 which is calculated by UPS
firmware. Whichever condition is met will trigger shutdown action

+ output-group2: Power supply from LS2 section, shutdown condition is based on both the "shutdown
conditions” on software side and the automatic shutdown delay of LS2 which is calculated by UPS
firmware. Whichever condition is met will trigger shutdown action

B NotallUPS have LS1 and LS2, some UPS don't have LS, some UPS only have LS1, and some
UPS have both LS
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COMZ-UPS >

Shutdc OUtpUJ[
Modbus-10.130.212.217 >

output-group1

NMC-G2-172.18.140.21 >

Shutdov output-group2
SNMP-10.130.212.243 >
SNMP-10.130.212.245 >

Type: €

HID-UPS-715318A00017 >

 UPS: |

2.4.1.1 Local shutdown

Prerequisite
Check Shutdown protection setting , Set power source and shutdown conditions

Shutdown script

Shutdown script: Upload script and script will be saved to “script” subdirectory of software
installation directory

Script execution time: The maximum execution time of the script. If the script is successfully
executed, the system will immediately shut down or hibernate. If the script execution fails, the system
will shut down or hibernate till the "script execution time" reaches

Script execution method: On Windows, there are two options: service or non-service. Service mode
refers to execute scripts with “Network service” owner, while non-service mode refers to execute
script with “login user” owner. For interaction script, the script must be executed in a non-service
mode

B Noneed to set “script execution method” on Linux and Mac 0SX

Test: Click the “Test” button to execute the script according to “Script execution method”
View script execution log: View the result of executing the script

System shutdown

Shutdown: OS will be shutdown

Hibernate: OS will be hibernated

Execution time: The time required for the OS to shut down or hibernate, it also means the delay time
for UPS shutdown

Test: Click the test button, OS will immediately shut down or hibernate

UPS shutdown
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“UPS shutdown” means shut down UPS output. it is only applied to the power source that is communicated
with software through USB/RS232/Modbus TCP. If the “UPS shutdown” is enabled, once the shutdown
condition is met and the script execution has been completed, software will send a shutdown command to
UPS with the delay time of "Execution time"

B  If the power source is communicated with software through cards, UPS will be shut down by
card not by software, so this item will turn gray

Shutdown protection setting

Shutdewn conditions Shutdown action Power source setting
Shutdown script Script execution time 60 s
Script execution method @ Service Non service
() System shutdown @ Shutdown Hibernate Execution time 2 mins

() UPS shutdown

Shutdown protection scenario

0 Please distinguish between “UPS shutdown” in “Shutdown condition” and “UPS shutdown” in
“Shutdown action”. The former is OS shutdown triggering condition, while the latter is UPS
shutdown action

Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%" , Set the shutdown action to
“UPS shutdown is enabled” and “Shutdown script is enabled”

When the battery capacity is lower than 30% ->run the script ->0S shutdown ->After the "Execution
time" (default 2 minutes) reaches, UPS shut down

@ !fthe script run successfully, 0S shut down immediately. If script fails, wait for the "Script
execution time" (default 60s, if less than 60s also counts as 60s)

Scenario 2: Set the shutdown condition to “battery capacity is lower than 30%", Set the shutdown action to
“UPS shutdown is disabled”

When the battery capacity is lower than 30% ->0S shutdown->UPS discharge until the battery is depleted
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Scenario 3: Set the shutdown condition to “UPS shutdown”
When the UPS scheduled shutdown time reaches ->0S shutdown ->After the "Execution time" (default 2
minutes) reaches, UPS shut down

If the UPS is not set as a power source, the UPS shutdown will be executed according to UPS
on/off schedule. Once the UPS is set as a local system power source, the "Execution time" will
be added to UPS shutdown delay time

2.4.1.2 SPS shutdown

Prerequisite

+ Check SPS list, add SPS server
+ Check Shutdown protection setting , Select SPS host in “Server list”, set power source and shutdown
conditions

Shutdown action

+ shutdown: SPS host will be shut down

+ Hibernation: SPS host will be hibernated

+ No Action: If script is enabled, only the script will be executed, OS won'’t take any action

+ Save and Test: Click the button, verify whether the SPS host can be shut down or hibernated manually

+ Shutdown script: Click “Go to SPS for configuration”, it will jump to SPS website. The customer can
configure script via SPS website

+ Shutdown delay time: After receiving the shutdown notification from Winpower, SPS will wait for the
timer to reach then execute shutdown or hibernation

+  Shutdown time: The time required for SPS shutdown or hibernation

@  The shutdown action also can be set on the SPS website, and the shutdown configuration in
Winpower side will be synchronized with SPS side in real-time

The maximum execution time of the shutdown script is automatically determined to be 2/3 of
the "Shutdown time", ensuring that 1/3 of the remaining time is reserved for shutting down or
hibernating the system
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Shutdown protection setting

Shutdewn conditions Shutdown action Power source setting

Shutdown action @ shutdown Hibermation No Action

Shutdown script ~ Go to SPS for configuration

Shutdown delay time 60 s

Shutdown time 60 5

Shutdown protection scenario
Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%"

When the battery capacity of power source is less than 30%, software will send a shutdown notification to
SPS ->SPS start shutdown countdown (default 60s) ->When countdown is ended, SPS will execute script. If
the script is successfully executed, OS shut down immediately. If the script fails, it will wait for the maximum
execution time of the script (about 40s, 60*2/3=40) ->SPS host shut down

B  If the power is restored within the SPS shutdown countdown, the shutdown will be canceled

Scenario 2: Set the shutdown condition to “UPS shutdown”

10 minutes before UPS scheduled shutdown time reaches, Software will send an alarm notification to SPS
every 1 minute ->When the UPS scheduled shutdown time reaches, SPS start shutdown countdown (default
60s) ->when countdown is ended, SPS will execute the script ->SPS host shut down ->When the "Shutdown
time" (default 60s) reaches, UPS shut down

a8 If the UPS is not set as a power source, the UPS shutdown will be executed according to UPS
on/off schedule. Once the UPS is set as a power source for SPS, the "Shutdown delay time" plus
“Shutdown time” will be added to UPS shutdown delay time

2.4.1.3 IPMI shutdown

Prerequisite

+ Check IPMI list, add IPMI server
+ Check Shutdown protection setting , Select IPMI host in “Server list”, set power source and
shutdown conditions
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Shutdown Action

« Shutdown: When the shutdown condition is met, software will call the Java API to shut down the
remote IPMI server
+ Test: Click the test button to shut down the remote IPMI server immediately

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%"

When the battery capacity of the power source is less than 30%, Software will shut down the IPMI server
Scenario 2: Set the shutdown condition to “UPS shutdown®

When the UPS scheduled shutdown time reaches ->Software will shut down the IPMI server->After 2 minutes,
UPS will shut down

B fthe UPSis not set as a power source, UPS shutdown will be executed according to UPS on/off
schedule. Once the UPS is set as a power source for IPMI server, 2 minutes will be added to UPS
shutdown delay time

2.4.1.4 SSH shutdown

Prerequisite

+ Check SSH list, add SSH server
+ Check Shutdown protection setting , Select SSH server in “Server list”, set power source and
shutdown conditions

Shutdown Action

+ SSH Command: Software logs in to SSH through Java API and sends a shutdown command to the
remote SSH server

+ Instruction list: There are five kinds of commands are supported: "shutdown - h now", "shutdown",
"init5", "init0", "power off"

+ Test: Click the test button, Software will send a shutdown command to the SSH server immediately
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() SSH command shutdown -h now | ‘ Test |

shutdown -h now
Shutdown protection settin  shutdown
init 5
Shutdown conditions Shutd init 0 tting

power off

() SSH command H Test ‘

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%"

When the battery capacity of the power source is less than 30%, Winpower will shut down the SSH server

Scenario 2: Set the shutdown condition to “UPS shutdown”

When the UPS scheduled shutdown time reaches ->Winpower will shut down the SSH server->After 2
minutes, UPS will shut down

If the UPS is not set as a power source, the UPS shutdown will be executed according to UPS
on/off schedule. Once the UPS is set as a power source for SSH server, 2 minutes will be added
to UPS shutdown delay time

Contextual help of the web interface— 58



WinpowerG2 Manual

2.4.1.5 VMware ESXi Standalone shutdown

Prerequisite

+ Check VMware ESXi list, add a standalone VMware ESXi host

+ Check Shutdown protection setting , Choose the VMware ESXi host in “Virtual system list”, set
power source and shutdown conditions

+ knowledge Set auto stop/start on VMware ESXi

Shutdown action

+ Shutdown: Winpower will shut down the ESXi host through Java API

@ Virtual machine shutdown requires installing VMware tool, Winpower sends the shutdown
command to the virtual machine firstly, once the virtual machine response that shutdown
command is not supported, Winpower will change to send “power off” command

+ Turn off all VMs before shutting down the host: If this function is selected, Winpower will shut down
the virtual machines disorderly. If Winpower is installed on one of the virtual machines, it is
automatically identified as the critical virtual machine, and the critical virtual machine will be
shutdown at last

If the “auto start/stop” function is enabled on ESXi host, please unselect “Turn off all VMs
before shutting down the host”. Because all virtual machines will automatically shut down
before ESXi host shut down by itself.

+ ESXi shutdown timeout: The maximum time value for waiting for all virtual machines to shut down
( the status from on to off)

a If the virtual machine has not been shut down when the “ESXi shutdown timeout” is met,
software will send “power off” command to the virtual machine

+ Test: Click “Test” button, ESXi host will shut down immediately
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown Turn off all VMS before shutting down the host  ESXi shutdown timeout 120 s

Shutdown protection scenario

Scenario 1: Disable “auto start/stop” on ESXi, Set the shutdown condition to “battery capacity of less than
30%", Shutdown action enable “Turn off all VMs before shutting down the host”

When the battery capacity of the power source is less than 30%->Software will shut down the virtual machine
firstly->Wait for all virtual machines to be shut down->host will shut down

a if all the VMs have been shut down, host will shut down immediately, otherwise wait for the
"ESXi shutdown timeout" reaches (default 120 seconds)

if Winpower is installed on one of the virtual machines, it is automatically identified as the
critical virtual machine, and the critical virtual machine will be shutdown at last

Scenario 2: Enable “auto start/stop” on ESXi, Set the shutdown condition to “battery capacity of less than
30%", Shutdown action disable “Turn off all VMs before shutting down the host”

When the battery capacity of the power source is less than 30% ->the host will immediately shut down, and
the virtual machines will be shut down through “auto start/stop” function embedded on ESXi host

Scenario 3: Enable “auto start/stop” on ESXi, Set the shutdown condition to “UPS shutdown”, Shutdown
action disable “Turn off all VMs before shutting down the host”

When the UPS shutdown scheduled time is met->host will immediately shut down, and the virtual machines
will be shut down through “auto start/stop” function embedded on ESXi host-> The time for “ESXi shutdown
timeout” (default 120s) has been reached, UPS shut down

@ fthe UPSis set as power source for ESXi host, the UPS scheduled shutdown time will be added
with “ESXi shutdown timeout" as the UPS shutdown delay time. If UPS is set as power source for
multiply ESXi hosts, the shutdown delay time will be the maximum value of "ESXi shutdown
timeout" in all hosts

2.4.1.6 VMware ESXi of vCenter shutdown

Prerequisite
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« Check VMware Center list,, add VMware vCenter

+ Check Shutdown protection setting .Choose the VMware ESXi host in “Server list”, set power source
and shutdown conditions

+ Knowledge Set auto stop/start on VMware ESXi, knowledge DRS function

Shutdown Action - Set Shutdown Mode

+ Shutdown Mode: ESXi host enter to shutdown mode, host will shut down

+ Shutdown timeout: The maximum time value for waiting for all virtual machines to shut down (virtual
machine status from on to off)

+ Shutdown all virtual machines: If this function is selected, Software will shut down the virtual
machines disorderly. The virtual machine installed with Winpower or vCenter will be identified as the
critical VMs automatically, and the critical VMs will be shutdown at last

B Itisrecommended to enable this function because virtual machines maybe migrate from one
host to another, so “auto start/stop” is not very reliable on ESXi host with vCenter

a Virtual machine shutdown requires VMware tool, Software will send shutdown command to
virtual machine firstly, once the virtual machine response that shutdown command is not
supported, software will change to send “power off” command

Test: Click “Test” button, ESXi host will shut down immediately

Shutdown Action - Set Maintenance Mode

+ Maintenance Mode: When the ESXi host enters maintenance mode, virtual machines will
automatically be migrated to other hosts depending on DRS function

« Maintenance timeout: The maximum time wait for the ESXi host to enter maintenance mode
+ Test: Click “Test" button, ESXi host will enter to maintenance mode immediately

B  When software detects that the power source has been restored, it will send a command to exit
maintenance mode

Shutdown Action - Set Shutdown Mode and Maintenance Mode simultaneously

The host enters maintenance mode firstly, all the virtual machines will be migrated to another host, and the
host enters shutdown mode finally.
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a If the host fails to enter maintenance mode, after waiting for “Maintenance timeout”, the
software will forcibly shut down all VMs and host. The virtual machine with installed Winpower
or vCenter will be automatically identified as critical VMs and will be shutdown at last, while
other virtual machines will shut down disorderly

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

() Shutdown Mode Shutdown timeout 120 5 Shutdown all virtual machines
() Maintenance mode Maintenance timeout = 120 s

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity of less than 30%”, Shutdown action enable
“Shutdown Mode" and enable “Shutdown all virtual machines”

When the battery capacity of the power source is below 30% ->Software will shut down the virtual machines
firstly->Wait for all virtual machines to be shut down->Host will shut down

a if all the VMs have been shut down, host will shut down immediately, otherwise host will wait for
the "Shutdown timeout" (default 120 seconds)

The virtual machine has been installed Winpower or vCenter will be automatically identified as
critical VMs. Critical VMs will be shut down at last, while other virtual machines will shut down

disorderly

Scenario 2: Set the shutdown condition to “battery capacity of less than 30%”", Shutdown action enable
“Maintenance Mode"“

When the battery capacity of the power source is below 30% ->Host enter to maintenance mode, the virtual
machines will be migrated to another host->Once mains power restores, the host will exit maintenance mode

when Winpower service start

If entering maintenance mode fails, wait for the "Maintenance timeout" time (default 120
seconds) reaches, Software will forcibly shut down the virtual machines and host
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Scenario 3: Set the shutdown condition to “battery capacity of less than 30%”, Shutdown action enable
“Maintenance Mode" and enable “Shutdown Mode*

When the battery capacity of the power source is below 30% ->Host enter to maintenance mode, the virtual
machines will be migrated to another host->Host will shut down

Scenario 4: Set the shutdown condition to “UPS shutdown®, Shutdown action enable “Shutdown Mode* and
enable “Shutdown all virtual machines”

When the UPS shutdown scheduled time is met->Software will shut down the virtual machines firstly->->Host
will immediately shut down->The time for “Shutdown timeout” (default 120 seconds) has been reached, UPS
shut down

a If the UPS is set as power source for ESXi host and enable “Shutdown Mode*, the UPS
scheduled shutdown time will be added with "Shutdown timeout" as the UPS shutdown delay
time

Scenario 5: Set the shutdown condition to “UPS shutdown®, Shutdown action enable “Shutdown Mode” and
enable “Maintenance Mode”

When the UPS shutdown scheduled time is met->Host enter to maintenance mode, the virtual machines will
be migrated to another host ->Host will shut down->When the "Shutdown timeout" (default 120s) plus
"Maintenance timeout" (default 120s) has been reached, UPS shut down

a8 If the UPS is set as power source for ESXi host and enable “Shutdown Mode” and “Maintenance
Mode”, the UPS scheduled shutdown time will be added with "Shutdown timeout" plus
“Maintenance timeout” as the UPS shutdown delay time. If UPS is set as power source for
multiply ESXi hosts, the shutdown delay time will be the maximum value of "Shutdown timeout"
plus "Maintenance timeout" in all hosts

2.4.1.7 VMware Cluster shutdown

Prerequisite

+ Check VMware Center list, add VMware vCenter

+ Check Shutdown protection setting , Choose the VMware cluster in “Virtual system list”, set power
source and shutdown conditions

+ All hosts in the same cluster are powered by the same power source

+ Knowledge Set auto stop/start on VMware ESXiknowledge DRS and HA function

Shutdown Action
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+ Shutdown cluster: All hosts and virtual machines in the same cluster are gracefully shut down in
order to priority

+ Virtual machine migration timeout: The maximum time value for waiting for all virtual machines to be
migrated to another host

+ Virtual machine shutdown timeout: The maximum time value for waiting for all virtual machines to be
shut down

a If the virtual machine migration or shutdown fails, the software will send the “power off”
command

+ View Settings: View and set the priority of virtual machines, you can set certain important virtual
machines (such as domain name server) as the critical virtual machine manually

g Virtual machines installed with Winpower or vCenter is automatically identified as the critical
virtual machine

B The host where the vCenter is located is automatically identified as a critical host, while other
hosts are identified as non-critical hosts

+ Automatically start non critical virtual machines: Enable this function, Winpower will set all virtual
machines to the “auto start” list during shutdown process. When the host boots, all virtual machines
will be turned on automatically

Shutdown protection setting

Shutdown conditions Shutdown action Power source setting
Virtual machine migration timeout =~ 120 s
Shutdown [ Test ] [ View Settings ]
() Virtual machine shutdown timeout =~ 120 s

cluster

Automatically start non critical virtual machines Screenshot (Ctrl

Set critical VMs

+ Virtual machines installed with Winpower or vCenter is automatically identified as the critical virtual
machine, the priority of vCenter is “Infra (vCenter)”. Other virtual machines have two priority “Critical”
or “Non-critical”

Contextual help of the web interface— 64



WinpowerG2 Manual

+ Click “Set” button to set the virtual machine as critical manually. Click “Cancel” button to set the
virtual machine as non-critical manually

Virtual machine importance level settings X
Name Communication status Operate status Host name key Protection priority Operate
VMware vCenter Server8.0  connected poweredOn localhost Virtual Machine | Infra(vCenter) I Set

. . ... A

ubuntu22-3 connected poweredOn Virtual Machine | Critical Cancel
Ubantu 22-1 connected poweredOn santak-ubantu22 Virtual Machine | Critical
win11 connected poweredOn Virtual Machine | Critical y, Cancel
ubuntu22-sps-test connected poweredOn Virtual Machine | Non-critical Set

tina connected poweredOn dhcp-10-130-212-228 Virtual Machine | Non-critical Set
IPM2.4 connected poweredOn eaton-rc-000C29E0B92A  Virtual Machine | Non-critical Set
win10 connected poweredOn Virtual Machine | Non-critical
Win10-1 connected poweredOn Virtual Machine | Non-critical Set
VCOM-6.9.0 connected poweredOn veom.local Virtual Machine | Non-critical Set

=)
™
(98]
~
'

Cancel K

E

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity of less than 30%”", Shutdown action enable
“Automatically start non critical virtual machines”, HA is disabled

When the battery capacity of the power source is below 30% ->Set DRS to manual mode (if it is already in
manual mode, there will be no action) ->Enable “auto start” for all non-critical hosts, and set all virtual
machines to “auto start” list on every non-critical host->Migrate the critical virtual machines to critical
host(host with vCenter installed is considered as the critical host) ->Shut down all non-critical virtual
machines ->Shut down non-critical hosts ->Enable "auto start” for the critical host, and set all virtual
machines to “auto start” list on critical host->shut down critical host ->Once mains power restore, all virtual
machines will automatically turn on, and VMware's configuration will be restored as before shutdown

Scenario 2: Set the shutdown condition to battery capacity of less than 30%, Shutdown action disable
“Automatically start non critical virtual machines”, HA is disabled

When the battery capacity of the power source is below 30% ->Set DRS to manual mode (if it is already in
manual mode, there will be no action) ->Migrate the critical virtual machines to critical host(host with vCenter
installed is considered as the critical host)->Shut down all non-critical virtual machines->Shut down non-
critical hosts ->Enable "auto start” for the critical host, and set all critical virtual machines to “auto start” list
on critical host->shut down critical host ->Once mains power restore, only critical virtual machines will
automatically turn on, and VMware's configuration will be restored as before shutdown

Scenario 3: Set the shutdown condition to battery capacity of less than 30%, Shutdown action disable
“Automatically start non critical virtual machines”, HA is enabled
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When the battery capacity of the power source is below 30% ->Disable HA ->Set DRS to manual mode (if it is
already in manual mode, there will be no action) ->Migrate the critical virtual machines to critical host(host
with vCenter installed is considered as the critical host)->Shut down all non-critical virtual machines->Shut
down non-critical hosts ->Enable "auto start” for the critical host, and set all critical virtual machines to “auto
start” list on critical host->shut down critical host ->Once mains power restore, only critical virtual machines
will automatically turn on, and VMware's configuration will be restored as before shutdown

2.4.1.8 NetApp shutdown

Prerequisite

+ Check NetApp Cluster list, add NetApp server
+ Check Shutdown protection setting , Understand the shutdown conditions

Set power source

Set the power source through the Netapp Cluster node. One power source simultaneously supply power to all
storage Netapp nodes

> Server list
> SPSlist
> Virtual system list SNMP-10.13...
Vv Storage node list r\./l
() Connected & Not connectad
(& Unprotacted - .
=S G

FAS2720-02 FAS2720-01

@  FAS2720-01

&) FAS2720-02
= Shutdown protection setting

Power source setting
Type: @ Single UPS Redundant UPS

# UPS:  SNMP-10.130.212.245 /...

Shutdown Action

+ Shutdown: When the shutdown condition is met, the storage node will be shutdown
+ Power On: Power on selected storage node immediately
+ Test: Shut down selected storage node immediately

a8 Different storage nodes can be set different shutdown condition and action
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ra

() FAS2720 v

[-@- FAS2720-01 j

) FAS2720-02

Shutdown protection setting

Shutdown conditions Shutdown action

[ @ snaon | () (rowern )

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%" for node1, Set the shutdown
condition to “battery capacity is lower than 20%" for node2

When the battery capacity of the power source is less than 30%, node1 shut down, and the data on node1 is
automatically migrated to node2. When the battery capacity of the power source is less than 20%, node2
shut down

Scenario 2: Set the shutdown condition to “battery capacity is lower than 30%" for node1, Disable shutdown
function for node2

When the battery capacity of the power source is less than 30%, node1 shut down, and the data on node1 is
automatically migrated to node2. node2 won't shut down-—This method is not recommended

Scenario 3: Set the shutdown condition to “UPS shutdown” for both node1 and node2

When the UPS scheduled shutdown time reaches ->Software will shut down both node1 and node2->After 2
minutes, UPS shut down

If the UPS is not set as a power source, the UPS shutdown will be executed according to UPS
on/off schedule. Once the UPS is set as a power source for NetApp cluster, 2 minutes will be
added to UPS shutdown delay time

2.4.1.9 Redundant shutdown
Set redundant group as power source

1. Create redundant group according to Redundant UPS

2. Select the redundant group from the drop-down list as the power source
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Shutdown protection setting

Shutdown conditions Shutdown action Power source setting

Type: Single UPS @ Redundant UPS

* Redundant UPS:  PSGroup

Shutdown protection scenario

Scenario 1: Set the shutdown condition to “battery capacity is lower than 30%", Set power source to
Redundant group that including UPS1 and UPS2, Mains power for both UPS1 and UPS2 cut off

When the battery capacity of both UPS1 and UPS2 are below 30%, local or remote shutdown action will be
triggered

Scenario 2: Set the shutdown condition to “battery capacity is lower than 30%", Set power source to
Redundant group that including UPS1 and LS for UPS2, Mains power for both UPS1 and UPS2 cut off

When the battery capacity of both UPS1 and UPS2 are below 30%, local or remote shutdown action will be
triggered

a8 Software will ignore the LS shutdown condition within the redundant group

Scenario 3: Set the shutdown condition to “battery capacity is lower than 30%", Set power source to
Redundant group that including UPS1 and LS for UPS2, Mains power for UPS1 cut off, the main power for
UPS2 is normal

As long as one UPS mains power is normal in the group, local or remote shutdown action won't be triggered

Scenario 4: Set the shutdown condition to “battery capacity is lower than 30%", Set power source to
Redundant group that including UPS1 and UPS2, Mains power for UPS1 cut off and UPS2 output is off

When the battery capacity of UPS1 is below 30%, local or remote shutdown action will be triggered
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If UPS output is off, or UPS is communication lost, or UPS is in bypass mode, the UPS will be
excluded from redundant group

2.4.2 On/Off schedule

This page allows you to add, edit and delete UPS power on and off schedule tasks.

B  Only UPS with local communication (serial port/USB) and Modbus TCP communication support
power-on/off schedule.

Shutdown protection setting On/Off schedule Battery test schedule
Peried Start time Action UPsS Execution logs Operate
Every 3 months 1th 09:00:00 Test until battery low Modbus-10.130.212.219 View rd w
Once 2024/11/27 10:47:00 Cuick test COMBE-UPS View ra |

The list displays all the power on and off scheduled tasks. If you select a device through the drop-down box
in the upper left corner, the task list will only display the power on and off scheduled tasks of the selected
device.

Click the edit icon in the "Operate" column to modify the scheduled task, and click the delete icon to delete
the scheduled task.

Click the "Add" button in the upper right corner to add a on/off schedule task. Filter UPS devices by site,
select the UPS that needs to be scheduled for power on and off, and then select the period(once, daily,
weekly), shutdown time, and restart time. When the period is daily, you can choose to exclude weekends.
After setting, click the "Add" button to save.
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On/Off schedule X

*Site: | root

. Ups: || COMB-UPS
Modbus-10.130212.221
Modbus-10,130212.217
Modbus-10.130212.219
Modbus-10,130.212.230
Modbus-10,130.212.218
Modbus-10,130.212.220
Modbus-10.130212.247

*Period: | Daily

Exclude weekends

# Shutdown time:

* Restart time:

0 Application scenario 1: The schedule is set to shut down at 19:00 on Friday afternoon and turn
on at 8:00 on Monday morning. Automatically shut down unused servers and power supplies on
weekends to save power. Note: The shutdown condition of the server must choose UPS
shutdown in order to shut down the server safely before the UPS shuts down. After the UPS
restarts, the server automatically starts by enabling the BIOS automatic restart function after
power recovery.

Application scenario 2: The schedule setting period is daily, choose to exclude weekends, the
shutdown time is 19:00 pm, and the startup time is 8:00 am. In this way, it can automatically shut
down after get off work on weekdays, automatically turn on in the morning before going to work,
shut down on Friday afternoon, and turn on on Monday morning.

Click the “View” link in the "Execution logs" column to view the on/off schedule task execution log.
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Shutdown schedule execution logs

Result Execution time
- Success 20/11/2024 17:36:00
Result Device alias Type
QK COMB-UPS Scheduled shutdown
Fail 20/11/2024 17:37:00
Result Device alias Type
Device is abnormal, cannot carry out shutdown now COMS-UPS Scheduled shutdown

Cancel m

2.4.3 Battery test schedule

This page allows you to add, edit and delete UPS battery test schedule tasks.

B Only UPS with local communication (serial port/USB) and Modbus TCP communication support
battery test schedule.

The battery test schedule of lithium battery UPS is not supported. The lithium battery UPS itself
has a battery management system, and there is no need to perform battery test from the

software.
Shutdown protection setting On/Off schedule Battery test schedule
Peried Start time Action UPsS Execution logs Operate
Every 3 months 1th 09:00:00 Test until battery low Modbus-10.130.212.219 View rd w
Once 2024/11/21 10:47:00 Quick test COMB-UPS View rd w

The list displays all the battery test scheduled tasks. If you select a device through the drop-down box in the
upper left corner, the task list will only display the battery test scheduled tasks of the selected device.

Click the edit icon in the "Operate" column to modify the scheduled task, and click the delete icon to delete
the scheduled task.

Click the "Add" button in the upper right corner to add a battery test schedule task. Filter UPS devices by site,
select the UPS that needs to be scheduled for battery test, and then select the test type (some UPS does not
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support testing at a specific time and testing to low battery level), period(once, monthly, every 3 months,
every 6 months), and test start time. After setting, click the "Add" button to save.

a The period selection of "Every 3 Months" will be executed in January, April, July and October,
and the selection of "Every 6 Months" will be executed in January and July.

If "During the test cycle, if the UPS has discharged, skip the test" is selected, it means that if a
battery discharge event has occurred due to abnormal mains power during this test cycle, this
test schedule task will no longer be executed.

Battery test schedule X

#Siter | root

-ups:  COMB-UPS
Modbus-10.120.212.221
Modbus-10.130.212.217
Modbus-10.130.212.219
Modbus-10.120.212.230
Modbus-10.130.212.218
Modbus-10.130.212.220

 Test type: Quick test
Test until battery low

Test mins

During the test cycle, if the UPS has
discharged, skip the test

* Period:

® Start time:

Add

Click the “View” link in the "Execution logs" column to view the battery test schedule task execution log.

0 The results only indicate whether the test task was successfully sent to UPS. The battery test
results can be viewed from UPS details >>Data statistics
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Battery test schedule execution logs

Result Execution time
- Fail 2024/11/21 10:47:00
Command sent Device alias Test type Test duration(min) Test type
Device cannot carry out battery test now COMS-UPs Quick test Scheduled testing
Success 2024/11/21 10:45:00
Command sent Device alias Test type Test duration(min) Test type
QK COME-UPS Quick test Scheduled testing

Cancel m
2.5 Events/Logs

2.5.1 Eventlog

This page displays the event logs of all devices, including: event status (active alarm, historical event), level
(information, general alarm, critical alarm, fault), description, device name, start time, and end time. Events
can be filtered by different combinations of conditions.

o . = Times Evers: statuz: Tievie rare
nnnnn "
® Loont Adtive alam Q A tare hitters
]
Bewel o Miata bag ot leval: Lver descrption:
(s}
o
At Lvent status et levst Lwert deseription Device name Start time Erel time
B actra alsrm U bypass mode COMA-UFS 41 17353
] Actiue slarn UIPS femaratinns ierats the <ot valis o fhe caed SNMP-IRA 3017531 A 1TARET
Syztem sethings
Active sbarnn Qutpaat SRAMP-10430.212.245 2418 1T
Actiow alarm o Autoenastically se kocel IP s Trap receiving sduress sucoessful b POA-ID130.21261 2024111706 15:54497
Actiee alerm Input Voltage [A] excesds limit)Value: 227 lower Ima 120, upoer lime:220) PLU-I0130.21261 2024/11/06 15:5497
K

Critical alarm
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Event Level Icon
General alarm
Information @
Click the export button to export event logs to an excel file as follows:
Device name | Description Level Status Start time End time

SNMP-10.235.226.102

Communication lost

General Alarm |Active

2024/11/07 13:51:23

SNMP-10.130.212.101

Communication lost

General Alarm _|Active

2024/11/07 13:51:08

SNMP-10.130.212.245

Qutput off

General Alarm _|Active

2024/11/07 13:48:45

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm |Active

2024/11/07 13:48:13

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:229, lower limit:190, upper limit:220)

General Alarm _|Active

2024/11/07 13:48:07

COM8-UPS

On bypass mode

General Alarm _|Active

2024/11/07 13:47:57

SNMP-10.130.212.245

Qutput off

General Alarm _|Inactive

2024/11/06 18:00:09

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm _|Inactive

2024/11/06 18:00:07

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:229, lower limit:190, upper limit:220)

General Alarm _|Inactive

2024/11/06 17:59:51

COM8-UPS

On bypass mode

General Alarm _|Inactive

2024/11/06 17:59:50

COMS8-UPS

On bypass mode

General Alarm_|Inactive

2024/11/06 17:13:53

SNMP-10.130.212.131

UPS temperature exceeds the set value of the card

General Alarm _|Inactive

2024/11/06 17:12:57

SNMP-10.130.212.245

Qutput off

General Alarm _|Inactive

2024/11/06 17:12:55

SNMP-10.120.212.101

On battery mode

General Alarm  |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

SNMP-10.130.212.101

Bypass input abnormal

General Alarm |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

SNMP-10.130.212.101

Main AC is not OK

General Alarm |Released

2024/11/06 17:12:54

2024/11/06 17:13:02

PDU-10.130.212.61

Automatically set local IP as Trap receiving address successfully.

Information Inactive 2024/11/06 15:54:17

PDU-10.130.212.61

Input Voltage (A) exceeds limit(Value:227, lower limit:190, upper limit:220)

General Alarm |Inactive 2024/11/06 15:54:17

The corresponding relationship between the event status displayed on the web page and the status in the
exported file is as follows:

Event status on web

Status on exported file

Description

Active alarm Active The event is in active
Historical event Released The event has been released and has
an end time
Inactive Events are usually set to inactive

status in two situations:

+  When device communication is
lost, all active events will be set to
inactive, and the end time will be
set to the time when the
communication loss occurred.

+  When the software terminates
due to system shutdown, the
currently active events are still
active in the database. When the
software is started next time, the
status of these events will be set
to inactive without an end time.
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All device events and their levels can be viewed on the event subscription setting page.

The default keep time of event logs is 90 days. You can change the log settings on the device data collection
settings page.

2.5.2 Datalog

This page displays the historical data logs of all UPS devices, and the data can be filtered according to
different combinations of conditions.
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Click the settings icon in the upper right corner to pop up the column settings window. You can click the
checkbox to select the column content to be displayed, and click the reset button to restore the default
display content.

[ Eportto xcel RS

B Column Display Reset

Collection ...
Device name
Input volta...
Input frequ...
Qutputvol...
Output fre...
Battery vol...
Load perce...
State
Mode
Active pow...
Apparent p..
UPS tempe...
Battery te...
Battery cap...

Battery run...

Click the export button to export data logs to an excel file.

The default data keep time is 90 days, and the default recording interval is 1 hour. The settings can be
changed on the device data collection setting page.
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2.5.3 Shutdown log

Prerequisite

"Shutdown log" doesn’t been enabled as default, you need to choose "Shutdown log" checkbox in the System
preferences

Log setting

Userlog Notification log Shutdown log WOL log

Shutdown log

The shutdown log records the shutdown tasks and results of local and remote servers, mainly including the
following content:

+ Device Type: Local, SPS, IPM], Virtual Machine, VMware ESXi, Hypervisor, SSH, NetApp as so on

+ Shutdown State: Shutdown, Power off, Hibernate, Migrate as so on

- Shutdown Type: 1. Event (Shutdown is caused by events) 2. Control (Shutdown is caused by UPS on/
off schedule) 3. Test (Shutdown is caused by test)

+ Result: Success or Failure

+ Reason: Reasons for triggering shutdown, such as battery discharge time is met

+ Remark: Reasons for task execution failure

Click “Export to excel” button and all shutdown logs will be exported and saved in Excel format
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Shutdown log filter
You can filter the shutdown logs via various filters. If you choose “Virtual Machine “, only shutdown logs of
the virtual machines can be seen as shown in the figure below
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2.5.4 Userlog

Prerequisite

"User log" doesn’t been enabled as default, and you need to choose "User log" checkbox in the System
preferences

Log setting

Userlog Notification log Shutdown log WOL log

User log

User logs record the user actions including “Login”, “Log out”, “Edit user”, “Change password” and “Reset
password “

Winpower G2

far

=
Cvarview = Time: Typo: Mccount names IP address:
& Event a a Leq setting
=
Asset o Datalog
g Account Operate results Type P Operate time Remark
(8] & Shuldwwn lug
; admin SLICTRSS Login 127.00. 2024712406 00:22:28 Lagin success
Frolection
B Userlog
a L Morfication lag acdmin fail login 127.00.1 FORAMZ06 002325 User does not exist or passward is wrong
tificat
Events/Logs
& e WOL g jinfua success Log out 127001 2024412406 002217 Logout succass
System setiings v ¢ ;o =
Jinhua SUCCRSS Change passward 127.00.1 202412406 00:22:17 Change password success
admin sUCCess Login 124001 2024/14/00 0O:21:38 Login success

User log filter
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You can filter the user log via various filters. If choose “Change password” in the Type list, only “Change
password” logs can be seen as below image

Winpower G2 ® Plant
B Tirfie: Type: o fecount name: 1P el (o
W Event a, MR
=
Aszet o [Data log Legin
. Account Operate resu 13 Operate time Remark
| rg it
a] & Shutdown lag
- . Edlit user A 7an 3G 0203 _ X
Brotection Jinkia SUCTRSE ward 27001 202401206 D0:29:36 Channe password sucress
A User log Change passwaord
] A Matification log adimin SULERSS Reset password vt 12700 2024712706 00:25:47 Change password sucioss
Fuents/lans
@ (¥ WoL log finka success Change password 127001 2024/12/06 00:22:17 Change password success

System settings

2.5.5 Notification log

Prerequisite

"Notification log" doesn’t been enabled as default, you need to choose "Notification log" checkbox in the
System preferences

Log setting

Userlog Notification log Shutdown log WOL leg

Notification log

The Notification log record the emails or SMS. for example, the custom notification sent by emails or SMS,
and events sent by emails or SMS

Winpower G2
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2.5.6 WOL log

The wake-on-LAN log is not enabled by default. You can enable it in System Preferences>>Log Setting.
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The log record content is as follows:
Time: Wake-on-LAN occurrence time
MAC address: MAC address of the server being woken up

Description: The description information entered during setting, if it is a wake-up test, the description is
"Test"

Result: Displays "Sent successfully" or "Sent failed". Successful sending does not mean successful wake-up.
Please refer to troubleshooting the cause of network wake-up failure.

Failure Information: If sending wake-up fails, record the specific failure information, otherwise it is empty.

Wik up time MAL acdress Failure: Infarmation

20241115 114151 40-1C-83-65-17-64

2024111715 11:27:21 40-1C-63-65-17-54

0211715 03B A-10-53-55-17-34

()
Records can be filtered by different combinations of conditions. Click the export button to export the records

as an excel document. Click the "Log setting" link in the upper right corner to enter System Preferences >>
Log Settings to turn off LAN wake-up logging.

2.6 System settings

2.6.1 System preferences

Account settings

Number of simultaneous logins: The number of simultaneous logins supported by the same account. If it
exceeds the number, the oldest connection token will automatically expire. The default number is 1.

Session timeout: The validity period of the user's login. After this period, the user will be logged out
automatically. The default is 60 minutes and enabled, and can be disabled.

Password expiration time: The default is 365 days and enabled, can be disabled.

Lock account when failed logins exceed: If fail to log in using an incorrect password for more than this limit,
the account will be locked for a period of time. Default is 5 times.

Lock time: The time the account is locked after consecutive failed logins. Default is 10 minutes.

Account settings

MNumber of simultaneous logins: 1 * Lock account when failed logins exceed: = 5

* Session timeout: | 60 mins | Enable (@0 Lock time: | 10 mins

# Password expiration time: | 365 days  Enable @D
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2.6.1.1 Alarm setting

Whether to display alert pop-up box on tray icon: Enabled by default. If enabled this item, when an alarm
occurs, it will pop up alarm dialog via software tray icon on Windows and Mac OSX. For the Linux system,
enter command “./agent console” firstly to enable alarm pop-up dialog.

[root@localhost ~]# cd /opt/WinpowerG2
[root@localhost WinpowerG2]# 1s

console. log

[root@localhost WinpowerG2]# ./agent console
Start TrayIcon:
SLF4]: No SLF4] providers were found.
SLF4]1: Defaulting to no-operation (NOP) logger implementation
SLF4]: See https://www.slf4j.org/codes.html#noProviders for further details.
Done
[root@localhost WinpowerG2]# [

WinpowerG2

2025f03/05 16:13:55
MMC-G2-10.130,212.193 located in root Commu
nication lost

2.6.1.2 Data format settings
Date format: Select the date display format. There are 3 formats available: yyyy/mm/dd, dd/mm/yyyy and
mm/dd/yyyy. Among them, yyyy is the year, mm is the month, and dd is the day.

Temperature unit: The UPS and its ambient temperature display units are optional in degrees Celsius or
Fahrenheit. The sensor temperature unit of the PDU follows the setting on the PDU Web and will not be
affected by this setting.
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2.6.1.3 Maintenance period setting

Automatically set maintenance start time: Disabled by default. If it is enabled, when a new device is
discovered, the current time will be automatically set to the maintenance start time.

Maintenance period: The default is 3 years, and the range can be set from 1 to 5 years.

Reminder start time: When the remaining maintenance time is less than this set value, a reminder that the
device maintenance is about to expire will be displayed in the Overview>>Device Maintenance Reminder
window. The default reminder start time is 30 days, and the range can be set from 7 to 90 days.

The maintenance start time of the device can be set by selecting the devices in UPS list or PDU
list, and then then clicking "Set Maintenance Start Time" button.

Maintenance period setting

* Maintenance period: = 3 years Automatically set maintenance start time (3:

# Reminder start time &: | 20 days

Save

2.6.1.4 Log setting

Set whether to record logs. Device events and data logs are recorded by default and cannot be canceled.
User logs, notification logs, shutdown logs, and LAN wake-up logs are not recorded by default. You can turn
on logging here.

Log setting

Userlog Notification log Shutdown log WOL leg

2.6.2 Device data collection setting

2.6.2.1 Polling Settings

SNMP polling interval: The default is 15 seconds, and the range can be set from 3 to 3600 seconds.

SNMP trap port: SNMP trap receiving port, the default is 162. It needs to be consistent with the trap port
setting on the SNMP device to receive trap information. If it is prompted that the port is occupied, refer to
how to resolve port conflicts.

Modbus polling interval: The default is 15 seconds, and the range can be set from 3 to 3600 seconds.
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Polling Settings

* SNMP polling interval: 15 s * Medbus polling interval: 15 s

“SNMP trap port: 162

2.6.2.2 Log setting

Set the interval and duration for saving device data/event logs.

Data logging interval: The range can be set from 1 minute to 1 day, and the default is 1 hour. The unit can be
selected through the unit drop-down box. There are 3 options: minutes/hours/days.

Data storage duration: The settable range is 7-365 days, and the default is 90 days.

When the data storage duration is met, software will delete “data log” that exceed the storage
duration

Event storage duration: The range can be set from 7 days to 3 years, and the default is 90 days. The unit can
be selected through the unit drop-down box. There are 2 options: days/years.

n o« n o«

When the event storage duration is met, software will delete “event log”, “user log”, “notification

" ou

log”, “shutdown log”, and “WOL log” that exceed the storage duration

Log setting

* Data lagging interval: 1 hours * Dats storage duration: 90 days

* Event storage duration: 90 days

2.6.3 User management

Reflection of User, User group, Site, and Device

For example, user A and user B are in group A, and group A has management permission for site A and has
view permission for site B, but no permission for site C

a The device can be a UPS, PDU or remote server
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+ Administrator can manage all sites and devices

+ Login with user A or user B, the user can view the parameters and alarms of devices A and B under
site A, also can manage device A and device B-—For example, setting UPS parameters, executing UPS
on/off schedule, and battery self-test, such as on

+ Login with user A or user B, the user can view the parameters and alarms of device C and device D
under site B, but can’t manage the device C and device D

+ Login with user A or user B, user can't view device E and device F under site C

user A " . j :
group A
& device D
device E
user B No permission
)

2.6.3.1 Account

Account name regular

Allow 4-128 bytes, allow alphanumeric, underscore, -, @, dot

Create administrator account

To create an administrator account, just move the account to the user group "System administrator group".

Administrators have the highest level of management privileges for all sites and devices
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New users X

* Account (2):  tinaliu

Nick name:
* Password (2): )
— W
* User group: I System administrator group
Phone:
Email :

LDAP login: Enable

Save

Create group account

Before creating a account for group, Please view User group and Site management to learn more information
about group and site.

’

For example, create three accounts for three groups: “Layer4-group”, “RDLab-group”, “PVLab-group”

The new user login for the first time, software will reset a password compulsively.
When creating account, try to fill in your email and phone number as much as possible. Email or
phone number is needed for both event subscription and password retrieving

+ Create “jones” user in “Layer4-group” group
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Edit user X

* Account @:  jones

Nick name:
Password (2): @
* User group:
Phone:
Email :

LDAP login: Enable

Save

+ Create “jerry” account in “RDLab-group” group
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Edit user X

* Account @:  jerry

Nick name:
Password (): @
* User group :
Phone:
Email:

LDAP login: Enable

+ Create “Sophie” account in “PVLab-group” group
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Edit user X

* Account @:  Sophie

Nick name:
Password (2): @

* User group:

Phone:

Email :

LDAP login: Enable

Account and User group relationship

After creating the accounts, you can see the relationship between account and user group as following
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Account

admin

Jerry

jones

Sophie

Nick name

SuperAdmin

Permission topology

Log in with “jones”, this account can view and manage site "Layer4

Phone

Email

User group

System administrator

group

RDLab-group

Layerd-group

PVLab-group

non

. "Layer4” is Primary site that

permit to create sub-site under it. This account can view and manage the devices (device A, B, C, D, E,
F) in "Layer4” site
Log in with “jerry”, this account can view and manage site "RD-Lab”. "RD-Lab” is Secondary site that is
unable to create a new sub-site under it. This account can view and manage the devices (device C
and D) in “RD-Lab", and can view but can't manage the devices (device E and F) in “PV-Lab" site

Log in with “Sophie”, this account can view and manage site “PV-Lab". "PV-Lab” is Secondary site that
is unable to create a new sub-site under it. This account can view and manage the devices (device E
and F) in “PV-Lab” site
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user jones

Layer4-group
& ®

Administration device A

3]

Layer4 site
View ‘ |

: = - Administration PVLab-group

RDLab-group Administration ) S PVL ab site (o

& |

. user sophie

user jery bevicels device D device E device F '

[\

2.6.3.1.1 Reset password
If ordinary users forget password, please retrieve password with the help of the administrator.

1. Login as administrator account. Click "User Management"->"Account”, Select the account. For
example, choose the account "Sophie’, and click "Reset Password"

Account User group
+ Add
Account Nick name Phone Email User group Language LDAP login Account status Operate
ol Superhidinl System administrator en 5
B group = -
oy RoLsb-group s @
Reset password
jones [, = Layerd-group Are you sure to reset the user's password?
Do you want to send the password through this account email
Cancel
Sophie —— &

0

2. It will pop up the new password as shown as below image, administrator send this new password to
user “Sophie”
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Account User group

Account Nick name Phone Email User group Language LDAP login Account status Operate

System administrator

admin SuperAdmin ki en Enable . L4
Jjerry - - RDLab-group zh-CN 2 W @J
Jjones L Layerd-group zh-CN rAn |
Sophie 4 PVLab-group en s W
)
° New password: THDFO_ami X

3. Account “Sophie” can log in with the new password provided by the administrator. After logging in
successfully, the software will forcibly reset the password

B The password for one account can only be reset once per minute at most. Otherwise, Software
will pop up “Too many requests”

2.6.3.2 User group

Concept of Group

User group can manage sites and devices under the site. Administrator can grant different user group with
different permission. It is recommended to check Site management firstly

The software has added the administrator group named "System administration privileges" by default. All
accounts in this group have administrator privileges

Create group

Log in with administrator, click “System setting“-> “User management” ->"User group”-> “add”, create the
group. for example, create three groups for three sites:

+ Create group “Layer4-group” for “Layer4”
+ Create group “RDLab-group” for “RD-Lab”
+ Create group “PVLab-group” for “PV-Lab”
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Name Remark
System administrator group System administration privileges

Layerd4-group
RDLab-group

PVLab-group

Group permission

| User group I
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User group members

View

View

View

View

Create time

2024/11/11 13:44:13

2024/11/26 11:14:37

2024/11/26 11:14:50

2024/11/26 11:15:04

Operate

T4

z

In

- I I I

In

Permissions
Permissions

Permissions

The user group has three types of permissions for the site: Administration, view, and no permission.

+ Administration has included the following permission:

1. Add/Delete/Edit site and sub-site

2. Add/Delete/Edit/Control devices in the site
3.

4. Add/Delete/Edit redundant group in the site
5. Add/Delete/Edit remote servers in the site
6. Set the shutdown protection in the site

+ View: The permission to view the site and devices in the site
+ No permission: No permission to view the site or devices in the site

Grant permission to group

Add/Delete/Edit “UPS on/off schedule” and “battery self-test schedule” in the site

+ Choose the group “Layer4-group”, then click Permissions button. Grant Administration permission to

Layer4 site
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Permission management X

User group list Site list
(o] Layerd-group
RDLab-group Name Permissions

PVLab-group

— Plant Administration View ° No permission
=) Layerd View No permission
RD-Lab
PV-Lab
Cancel OK

B  !f the group have the administration permission for the parent site, it also has administration
permission for all sub-sites by default. As shown in the above figure, Laywer4-group also has
administrator privileges for sub-sites RD-Lab and PV-Lab as default

+ Choose the group “RDLab-group”, then click Permissions button. Grant Administration permission to
RD-Lab site and grant View permission to PV-Lab

Permission management X

User group list Site list

Layerd-group

(o] RDLab-group Name Permissions

PVLab-group

- Plant Administration View O Mo permission
= Layerd Administration View © No permission
RD-Lab o Administration View No permission
PV-Lab Administration No permission

Cancel OK

+ Choose the group “PVLab-group”, then click Permissions button. Grant Administration permission to
PV-Lab site
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Permission management

User group list Site list

Layerd-group

RDLab-group Name
© PViab-group
- Plant
= Layerd
RD-Lab
PV-Lab

2.6.4 Site management

Add site

WinpowerG2 Manual

Permissions
Administration View ° No permission
Administration View O No permission
Administration View ° No permission

© Administration View No permission
Cancel

Software supports 2 levels management for site, and default root site name “root” which is editable

1. Log in with administrator, click “System settings” ->"Site management” -> "Add", add the new site

subscription”

a The contacted name, contacted phone, and contacted email are only used to remarked that
admin can easily and quickly contact with site administrator. It is not related to “Event

2. Create primary site “Layer4” under the root site “Plant”

Contextual help of the web interface— 93



WinpowerG2 Manual

Add site X

* Parent ()

*Name: Layerd

Remark:

Contact name:

Contact phone:

Contact email : ‘ | |

Save

3. Create secondary site “RD-Lab” and “PV-Lab” under the primary site “Layer4”
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Add site X

= Name: RD-Lab

Remark:

Contact name:

Contact phone:

Contact email : | |

Save

View the site via “List display” or “Tree display”

View site

* Root site is “Plant”
« Primary site is “Layer4”
+ Secondary sites are “RD-Lab” and “PV-Lab”
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EE List display

Name Level Remark User group permissions Create time
— Plant Raoot site top level area View 2024/11/22 11:03:45
— Llayer4 Primary site View 2024/11/22 11:04:08
RD-Lab Secondary site View 2024/11/22 11:04:37
PV-Lab Secondary site View 2024/11/22 11:04:53

2.6.5 Serial port management

List all serial ports and their usage.

If it is a Windows system, the software automatically detects all serial ports in the system and does not
support manual deletion and addition of serial ports.

If it is a Linux system, the software will list serial port devices such as /dev/ttyS0, /dev/ttyS1, /dev/ttyUSBO, /
dev/ttyUSB1 by default, and supports manual addition or deletion of serial ports.

fitis a MacOS system, the software does not add a default serial port. If a USB to serial port device is used,
it needs to be added or deleted manually.

scroll

Serial port name In used Operate
COM3 Used by SMS modem w
come Used by device w

B  The default serial port name of the USB to serial port device in the Linux system is /dev/ttyUSBO
or /dev/ttyUSB1
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2.6.6 Signal threshold setting

This page can set the upper and lower alarm thresholds of the UPS signal. When the threshold is exceeded,
an alarm will occur.

Signal narme Severely high High Severely low Low Urit
Input Vsl 1000 1000 (] o v
Input Voltage 1000 1000 (] 0 W
[} Inquit Voltage 1000 000 a 0 ¥
.- B TR R RV ELFRES] It Vinltage 1000 ey L] o
B SHMP-IRIEDIZ A Irput Valtage 1000 W00 1 0 ]
B SHMP-IRIE02IZIT] Input Voltags 1000 0o [ 0 v
B SHMP-10430212243 Input Voltage 1000 1000 Q o v
B SHMP10A20212345 Ingist Voktae 1000 1000 Q 0 v
M SHMP0AR R It Visttage: 1000 Y Q [} W
B HMCE-IIEIZM Irgaut sl 1000 oo 1 0
e

J
Signals that support threshold setting include: input voltage, load percentage, battery remaining time, battery
capacity, time of battery test till low, UPS temperature, ambient temperature, and ambient humidity.

o The threshold setting for the time of battery test till low is limited to serial port, USB and Modbus
TCP UPS, and these UPS must be able to support testing to low voltage.

This setting is usually combined with battery testing to low schedule to assist in monitoring and
judging the aging of the battery.

Detailed battery discharge data (voltage, capacity, load and discharge duration at the beginning
and end) can be viewed on the device details page.

Global thresholds

Click "Setting global thresholds" to set the global threshold default value. When a new UPS device is added,
the threshold value of the device will be set as the global default value. Modifying the global default value will
not affect the threshold settings of existing devices.

Device threshold

Select the signal from the drop-down box, then select one or more devices, and click "Set Threshold" to
modify the signal threshold of the selected devices.

2.6.7 Event subscription setting

Prerequisites
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+  SMTP mail server and personal receiving mailbox have been configured
+  SMS Modem and personal mobile phone number have been configured

B Configure the email server or SMS notification settings throughNotification service setting

Subscribe to events
This page lists all device event names, event levels, and whether SMS and emails need to be sent.
Each account log in separately, and set on this page which event email and SMS natifications to receive.

Enter the event name in the upper left corner and click the search button to filter the events. After selecting
the events and notification methods to be subscribed, click the "Save" button to save.

UPs device events and commaon events PO device events

Event Name Event leved
Al All

Dattery low SME Email
Output averiaad s Email
Ourtput shart oroat ShE Ermail
Oulpral alf 5ME Emsail
Eattery test failed S Email
Datteries are aging. Consider replacement Shis Email

Event subscription topology diagram

+ User jones, jerry, and Sophie all need to log in to the web respectively and set the events subscription

+ User jones is in the Layer4 group and has administration permission for Layer4 site and its sub-sites.
When the devices (device A, B, C, D, E, F) occur events, it will notify jones via jones’ email and mobile
phone

+ User jerry is in the RDLab group and has administration for RD-Lab site and has view permission for
PV-Lab site. Therefore, When the devices (device C, D, E, F) occur events, it will notify jerry via jerry’s
email and mobile phone

+ User Sophie is in the PVLab group and has administration permission to the PVLab site. Therefore,
When the devices (device E, F) occur events, it will notify Sophie via Sophie’s email and mobile phone
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jones email

user jones
¢ jones SMS

Layerd-group

[ ')

Administration device A

Layer4 site
View I I
e B ; inietrat -
RDLab-group Administration ) ; = Administration F’VLa;group
RD-Lab site : FV-Lab site
i user sophie
i device C device D
USRI . device E device F ")
L

jerry Email
jerry SMS

sophie Email
sophie SMS

B  Once the user group has view permission to the site and the user belongs to the group can
receive notification from devices under the site

2.6.8 Notification service setting

2.6.8.1 Email setting

If you want to receive email notifications of events or receive verification codes via email to reset your
password when you forget your password, you need to set up an SMTP server to send emails.

Email setting

* SMTP service: “ Port:
“ Sender: * Passward verification:
* Sender alias: “Encryption ype:  Noencryption 1 TLS encryption

SSL encryption

— ot

Test content:
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Sender alias: Sender name
Port: Port used by SMTP service

Password verification: Whether to enable password verification

Encryption type: Encryption method used by SMTP protocol
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Password: Authorization code, it can also be called App password. Please check Apply for email app

password

Several common email SMTP server configuration references

Mail SMTP server Encryption type Port
gmail smtp.gmail.com TLS 587
SSL 465
outlook smtp-mail.outlook.com TLS 587
163 smtp.163.com No encryption 25
SSL 465 or 994
sina smtp.sina.com No encryption 25
SSL 465
TLS 587
qaq smtp.qg.com TLS 587
SSL 465

After the SMTP server is set up and saved, it is recommended to enter the test receiving email and test
content, and click the "Test" button to check whether the test email can be received to confirm that the SMTP
server setting is correct. Email testing is limited to send once per minute.
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The test mailbox is not the mailbox for receiving alarm notifications. Event alarm notifications
will be sent to the mailbox set in the personal profile according to the individual's event
subscription settings.

B  When using an email server outside the company to send emails, the host where the software is
installed must be directly connected to the Internet. If you are connecting to the Internet through
a proxy, it is recommended to contact the IT department and use the company's internal email
server to send emails.

2.6.8.2 SMS setting

If you want to receive SMS notifications of events or receive verification codes on your mobile phone to reset
your password when you forget your password, you need to use a GSM SMS Modem that supports AT
commands, connect to the SMS Modem through the serial port, and set the parameters of the SMS Modem
correctly.

SMS setting
* Serial port:  COM3 * Baud rate: 9600
*Country code:  Add country code

PIN: PIN code:

Serial port: The serial port connected to the SMS Modem
Baud rate: The baud rate for SMS Modem operation is usually: 9600, 19200, 115200

Country code: The format of the phone number can be without the country code or with the country code.
The phone number formatted with the country code looks like 8613723456789 (where the country code is
86). Without the country code, the same phone number would look like 13723456789. If you do not need to
send international text messages, choose the format without country code.

PIN : PIN code refers to the SIM card personal identification password, 4-8 digits. When the PIN code is
invalid for more than 3 times, the card will be automatically locked for protection. To unlock, you need to use
the PUK code to call the operator's customer hotline. (Different operators have different SIM card PIN code
protection mechanisms. Some cannot be unlocked and can only be replaced with a new card). If the SIM
card does not have a PIN code set, this setting is not required.

After setting and saving, it is recommended to enter the test content and mobile phone number, click the
"Test" button, and check whether the mobile phone can receive the test message to confirm that the SMS
Modem setting is correct. SMS testing is limited to send once per minute.
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@ The mobile phone number here is only for receiving test messages, not for receiving alarm
notifications. Event alarm notifications will be sent to the mobile phone number set in the
personal profile according to the individual's event subscription settings.

2.6.9 Credential

Each user can add, edit and delete communication credentials on this page. Its purpose is to reuse the saved
communication credentials without repeatedly entering them when searching SNMP and NMC G2 (MQTT

protocol) devices.

will not affect the device credentials.

B Users only have permissions for credentials created by themselves and cannot view, edit, or
delete credentials created by other users.

When adding a device, the selected credential information will be copied to the device credential
information, and then the two will not be associated, that is, changes to the saved credentials

Name

public

SNMPy3

private

NMC-G2

SNMP-V3

NMC-G2-Admin123456

Protocol type

SMMP-> SNMPY1

SNMP-> SNMPV3

SMMP-» SNMPY1

NMC G2

SHNMP-> SNMPv3

NMC G2

Operate

2z

I 4

In

In

In

In

Click the edit icon in the action column to modify the credential. Click the delete icon to delete the credential.

Click the "Add" button in the upper right corner to add credentials.
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Credential X
# Name:

* Protocol type: | SNMP

* Protocal: [ SNMPv3 ]

* Security level:
* User name:

# Authentication:

. Authentication
password”

L=

Name: The name of the credential

Protocol type: Optional SNMP and NMCG2. Different credential settings are displayed depending on the
protocol selected. For example:

SNMPv3 credentials are set as follows

Credential

# Name:

* Protocol : [ SNMPv3

* Security level:
* User name:
* Authentication:

= Authentication password:

NMC G2 credentials are set as follows

Credential bt
* Name:
# User name:

# Password:
.

After setting, click the "Save" button to save the certificate.
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2.6.10 Custom reminder

+ title: Title of reminder email
+ Reminder content: Detailed description for reminder content
+ Period: Once, Monthly, Every 3 months

B  “Once” means only executing reminder for one time. “Monthly” means executing reminder for
every month. “Every 3 months” means executing reminder in January, April, July, and October

+ Reminder time: execute reminder in specific date and time
+ Remind type: SMS and Mail

a8 The prerequisite is that the email SMTP and SMS have been set, Please check Notification
service setting

+ Phones: The recipient's phone number of SMS, multiple recipients can be separated by ",
+ Emails: The recipient's email address, multiple recipients can be separated by "
+ Start/End execution time: Execute reminder within the specified time if it is set. If not, no any time

limit

B Account who creating reminder can see the scheduled reminder, while other account can't see it
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Set custom notifications X
title:  Check UPS Battery

* Reminder content:  Check UPS battery status via battery self test

* Period:  Every 3 months
# Reminder time: 2th 09:00:00
* Reminder type: SMS Mail

Phones: 137 1135
Emails:  jonesliu@ tinaliu@

Start execution time:  2024-12-01

End execution time (:  2025-12-01

Save

2.6.11 WOL Setting

The purpose of this function is to wake up remote computers whose BIOS does not support "automatic boot
after AC recovery" through the monitoring software installed on the host that supports "automatic power on
after AC recovery".

Prerequisites:

The local host where the monitoring software is installed and the remote host to be waked up are
located in the same network segment.
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« The remote host BIOS supports and enables the wake-on-LAN function.

+ The local system is protected by the monitoring software and shuts down. When restarting, it will
wake up remote hosts according to the settings. The shutdown action of the local system needs to
be set to shutdown instead of hibernation. Hibernation will not perform network wake-up. Refer to
Shutdown Protection Settings>>Local System.

Wake-up trigger conditions:

After the local system is shut down and protected by the monitoring software, when the system is restarted,
the monitoring software will send wake-up magic packets to the set MAC address according to the timing
set by WOL to wake up other hosts in the same network segment.

Wake on LAN settings

MAL pddress Hamark Wiaie el Enatie or not peate

8 iy

3 Luense maragement

Click the “Add” button to add hosts that need to be woken from LAN. Fill in the following fields:
Server: MAC address of the host, required

o MAC addresses are often labeled "Physical Address" or "Ethernet Physical Address"

The commands to check the MAC address on different systems are as follows:
Windows : ipconfig /all
Linux#ImacO0S: ifconfig -a

Description: Optional

Wake up delay: Through this setting, multiple hosts can be started in sequence. Range from 0 to 3000
seconds, required.

Enable or not: Set whether to allow waking up of this server.

Clicking the "Test" button will immediately send a wake-up packet to the server to test whether the server can
be successfully woken up.

Click the "Save" button to save the settings.

Contextual help of the web interface— 106



WinpowerG2 Manual

woL x
* Server:

Description:

* Wake up delay: seconds
Enable or not: D

Wake-on-LAN logging is not enabled by default. If logging is required, it can be enabled in System
Preferences>>Log Settings.

After the log is turned on, you can view the LAN wake-up log records in Events/Log>>Wake-on-LAN Log.

2.6.12 LDAP login

LDAP login setting

Enter LDAP setting parameters and enable LDAP. Please consult the local IT department for specific LDAP
settings information

LDAP login setting

* Host name (: * Port: 3268 useSSL
* User name (:  CN= R,OU=Admin,DC= DC=ac * Password (2):  sesssses B
* BaseDn (2:  DC=ad,DC=wm,DC=com * Enable or not: ()
User name

: userPrincipa
attribute P

Save

Create LDAP account

1. Click “System settings” ->"User management”->"Add”, create a Winpower account that has included in
LDAP account

2. Choose LDAP checkbox. Once enable LDAP login, the password field will turn gray and can't be set.
The new account can log in with the corresponding LDAP password
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New users X

* Account (2):  tinaliu

Nick name:

Password (- )

* User group: | System administrator group

Phone:

Email :

LDAP login Enable

Save

B The password of LDAP account will never expire, also password reset is not supported

2.6.13 HTTPS setting

Enable https: Enable this function means you can access software through HTTPS

HTTPS Port: The default https port is 8081 which can be modified. The port number is stored in the
“\config\webconfig.yml|” of software installation path. Once the port is modified, please restart software and
then access using new port number

HTTP Port: The default http port is 8082 which can be modified. The port number is stored in the
“\config\webconfig.yml|” of software installation path. Once the port is modified, please restart software and
then access using new port number
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Https certificate and Certificate password:

When software is released, it will also create a self-signed certificate that will never expire. The certificate is
located in “\cert\server.jks" of software installation path. If the user intends to use own certificate, pelease
upload the certificate and password

Certificate generation methods:

+ Cloud service providers such as Tencent Cloud and Alibaba Cloud will provide jks certificate, which
can be directly applied for download. Please remember the password when applying

+ Generate self-signed certificate using the built-in tools of JDK

+ Generate server and client self-signed certificates using OpenSSL

+ FreeSSL.cn is a website that provides free HTTPS certificate applications

E Restart software service to take effect

HTTPS setting

* Enable https: () Https certificate: [ A, Upload https certificate ]
“HTTPS Port: 8081 Certificate, @
password’

After changing the configuration,
you need to restart the service

2.6.14 License management

The free version of the software can monitor up to 100 devices and cannot connect to third-party SNMP
1628MIB UPS. If the number of devices exceeds 100 or you need to connect to a third-party SNMP 1628MIB
UPS, please purchase a License.

The steps for license application and import are as follows:

+ Click the download button to download the License Key file

+ Please contact the supplier or service personnel for purchase details and provide the downloaded
License Key file

+ After receiving the .key license file provided by the supplier, upload it through the upload button to
complete the License import. The license management page will display the maximum number of
devices you can monitor and the license validity period.
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a8 If the license has a validity period, please renew it in time. After the license expires, the free
version permissions will be restored. Third-party SNMP 1628MIB UPS and devices that exceed
the quota (sorted by device creation time, and those added later will be set to inactive first) will
be set to inactive status. The device will not be automatically activated after renewal, and
inactive devices need to be activated manually.

The software will automatically create a user reminder and send an email or SMS message to remind
customers 90 days in advance before the expiration date of the license

@ Theadministrator account needs to set email or phone number in advance, otherwise it will
prompt an expiration reminder has been failed to create, but it won't affect the use of the license

License information

Version: License type: VIP
License validity period: 2025/01/22 —— 2026/01/22 Apply for License:
Max number of access devices: 202 mport License: | 1. Upload
The expiration reminder has been successfully
created as a custom reminder. If you need to
modify it, please go to the scheduled reminder
setting page to modify the reminder.
dentifier: L ———
Av———— > | — — - - -
. — W - —
- - e
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2.7 Other setting

2.7.1 Personal profile

1. Afterlogging in, click on the user profile image ->"Personal profile"

2024/11/27 16:53:59 @

& Personal profile
& Change password

@ Guide

User group:
@ Help

2. You can edit the Email, Phone and Language as so on

@ Event subscription and password retrieval both rely on the email or phone number. It is
recommended to enter valid email address and phone number

Account information

User name: User group:
Nick name:  SuperAdmin Password expiration:
Email: Language:  English
Phone:

Save

2.7.2 Guide

1. Afterlogging in, click on the user profile image ->"Guide"
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2024/11/27 16:53:59

& Personal profile
& Change password

@ Guide

User group:
@ Help

2. The software provides two application scenarios wizard: "Set up UPS shutdown protection” and
"Establish multiple sites and assign multiple user permissions"”. Click the “Start” button to complete
the configuration according to wizard

Quick configuration wizard

| Scenario 1: Set UPS shutdown protection | | Scenario 2: Establishing multiple sites and assigning multiple user per... I

UPs

Server Server Server

2.7.3 Check version

1. After logging in, click on the user profile image ->"About"
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User group:

& Personal profile
& Change password
@ Guide

@ Help

2. Check the version in “Version information” filed

Winpower G2

{2}

Overview

Asset

e

Protection

-
i

A System preferences
o Device data collection setting
8 User management

© Site management

Version information

Privacy policy

View privacy policy
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3 Troubleshooting

3.1 Troubleshooting the Cause of WOL Failure

If the remote host does not wake up as expected after the local system restarts, please enable the network
wake-up log and check whether there is a wake-up record in the wake-up log. If there is no record, it means
that it has not been executed. Please check:

1. The shutdown protection action of the local system selects shutdown instead of hibernation. After
selecting hibernation and restarting, network wake-up will not be performed!

2. Wake-on-LAN will only be executed when the local system is shut down and then restarted due to a
power outage or shutdown schedule.

If there is a record and the result is that the transmission was successful, but the remote host has not been
awakened, please confirm:
1. The remote host motherboard BIOS supports and enables the wake-on-LAN function

Enter the BIOS: If it is a DELL motherboard, keep pressing F12 when booting. For HP motherboards, press
F10 to enter the BIOS.

Enable Wake On Lan in the BIOS settings. The location of the Wake On Lan setting varies on different
motherboards. The following examples are for reference.

HP BIOS settings
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Main |Security Advanced ,UEFI Drivers

.uot o Norma| Boot Order
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Dell BIOS settings

integrated Lan

2. The remote host and the host where the monitoring software is located are on the same network
segment

3. MAC address is correct

If there is a record but the result is a failure to send, please check the system network.

3.2 Resolve ports conflict

If the network port to be used by the software is already occupied by another application, first check which
application is occupying the port.

In Linux/macOSX systems, you can use “Isof -i:port” to check the specific port is occupied by which process.
Then view the details of a specific process through “ps -p PID -o
comm,user,group,pid,ppid,cputime,mem,pcpu,command”. where PID is the process ID of the process. This
command will display the name of the process (comm), owner (user), group (group), process ID (pid), parent
process ID (ppid), CPU time (cputime), memory usage (mem), and CPU usage. (pcpu) and startup command
(command).

In Windows systems, enter “netstat -ano | findstr port” in the command prompt to see which process is
occupying a specific port. You can then view the details of the process through Task Manager or tasklist /fi
"PID eq process-number".

Solution:

1. Free up the port by deactivating or uninstalling the app that's using it.
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2. The software uses other free ports. For example, the https port used by the software can be modified
in the HTTPS settings. Enter the netstat -an command, which will list all currently used ports.

3.3 Apply for email app password
The method to obtain authorization codes or App password for email SMTP is different. Please consult to
the related email service supplier for details.

For example, check how to get the app password for Gmail as below image

Solution

1. Sign in to your Google Account.
2. Click Security.

3. Under Signing in to Google, click App Passwords. You may need to sign in. If you don't have this option, it might be
because:

= 2-Step Verification is not set up for your account.
« 2-Step Verification is only set up for security keys.
« Your account is through work, school, or other organization.
* You turned on Advanced Protection.
4, Click Select app and choose the app.
5. Click Select device and pick the device you're using.
6. Click Generate.

7. Follow the instructions to enter the app password. The app password is the 16-character code in the yellow bar on
your device.

8. Tap Done.

Tip: Most of the time, you'll only have to enter an app password once per app or device, so don't worry about memorizing
it.

3.4 Reasons for failure to add devices and suggestions

+ Devices communicating through the serial port cannot be discovered

Confirm whether the serial port is occupied by other applications and the serial port and serial port cable are
working properly. You can use the following configuration of the serial port tool (such as hypertrm.exe) to
open the serial port :

2400 baud rate, 8 data bits, no parity, stop bit 1, no flow control

Troubleshooting— 117



COM3 Properties

Port Settings

Bits per second:
Data bits:
Panity:

Stop bits:

Flow control:

2400

None

None

WinpowerG2 Manual

Bestore Defaults

Cancel Apply

Enter the "PI" or "Q1" command and press Enter to see if there is a reply from the UPS. If the serial port
cannot be opened and shows that it is occupied, you need to close the software occupying the serial port or
use another serial port. If the UPS does not reply, you need to check whether the serial port cable is loose or

whether the UPS/computer serial port is normal.

+ Devices communicating through the USB cannot be discovered

1. Open the “Device Manager” as an administrator, select the USB, right-click and choose “Update driver”
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v Device Manager _ O %
File Action View Help

& =0 HE B EX®

> ## Human Interface Devices A

y Mice and other pointing devices

» [ Monitors

v ? Network adapters
? Bluetooth Device (Personal Area Network)
? Hyper-V Virtual Ethernet Adapter
¥ Intel(R) Wi-Fi 6 AX201 160MHz
@ Juniper Networks Virtual Adapter Manager
I3 virtualBox Host-Only Ethernet Adapter
If:.' VirtualBox Host-Only Ethernet Adapter #2
% VMware Virtual Ethernet Adapter for VMnet1
@ VMware Virtual Ethernet Adapter for VMnet8
¥ WAN Miniport (IKEv2)
P WAN Miniport (IP)
&7 WAN Miniport (IPv6)
& WAN Miniport (L2TP)
EF WAN Miniport (Network Monitor)
' WAN Miniport (PPPOE)
&F WAN Miniport (PPTP)
' WAN Miniport (SSTP)
I Zscaler Network Adapter 1.0.2.0

» B Other devices

& Ports (COM & LPT)

» [P Print queues

> [F Printers

» D Processors

r Software components

B Software devices [ N L J
ﬂ‘ Sound, video and game " Npblediw -

- G Storage controllers Disable device

] I_I System devices Uninstall device
> ﬁ Universal Serial Bus cor
> i USB Connector Manage

v ﬁ USB Power Devices Properties
. Phoenixtec UPS 06D

Scan for hardware changes

Launches the Update Driver Wizard for the selected device.

2. Click “Browse my computer for drivers”
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0 Update Drivers - Phoenixtec UPS 06DA-L

How do you want to search for drivers?

- Search automatically for drivers

Windows will search your computer for the best available driver and install it on your
device.

7

- Browse my computer for drivers

Locate and install a driver manually.

3. Click “Let me pick from a list of available drivers on my computer”

WinpowerG2 Manual

Cancel
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._"l. Device Manager e O X
File Action View Help
= @ 0 HEm B EX®

» W Human Interface Devices "

Keyboards

» i Mice and other pointing devices

» [ Monitors

v~ [ Network adapters

« B Update Drivers - Phoenixtec UPS 06DA-L

Browse for drivers on your computer

Search for drivers in this location:
lc:\Users\E2011049\Documents - Browse..

Include subfolders

W M M M M R M T < T T M M

- §P ot = Let me pick from a list of available drivers on my computer

ﬁ Por This list will show available drivers compatible with the device, and all drivers in the same
» ™= Prir category as the device.

> Sou
& Cancl
> = System devices
d i Universal Serial Bus controllers
i USB Connector Managers
~ § USB Power Devices
§ Phoenixtec UPS 06DA-L

4. Choose the correct USB driver
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File  Action

1]

View Help

e« 7 E HE B X®
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¥l Human Interface Devices
3 Keyboards
0 Mice and other pointing devices

[ Monitors

v [ Network adapters

J

L LR

O

i

[

Wil R O W W

‘fﬁ Sto

-

B Update Drivers - Phoenixtec UPS 06DA-L

Select the device driver you want to install for this hardware.

s Select the manufacturer and model of your hardware device and then click Next. If you have a

disk that contains the driver you want to install, click Have Disk.

[ Show compatible hardware

Model

[=) Phoenixtec UPS 06DA-L
[=] Phaenixtec UPS 06DA-L
[=JUSB Input Device

[ This driver has an Authenticode{tm) signature.

Tell me why driver signing is important

= System devices
g i Universal Serial Bus controllers
ﬁ USB Connector Managers
v § USB Power Devices
§ Phoenixtec UPS 06DA-L

Have Disk...

Cancel

5. Go to software installation path, go to the sub directory “\libUSB_driver\amd64”, run the program
“testlibusb-win.exe”. If displaying UPS information as the following image that indicate the USB driver
has been installed normally
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» Program Files >| WinpowerG2 *» libUSB driver » amd64 j

M

EFR EMHEA 3]
& install-filter-win.exe 2024/12/27 13:32 N FEiER
] libusbo.dll 2024/12/27 13:32 NEEFTE
%] libusb0Q.sys 2024712427 13:32 E5adE
testlibusb-win.exe j 2024/12/27 13:32 AR
B | TestLibUsb - Windows Version — O >
DLL wersion: 1.2.6.0 s
Driver version: 1.2.6.0
bussdevice idVendor-idProduct
bus-0.~% _~1libusb0-0001-—0=0cda-0=ffff DeDA-FFFF
— Manufacturer : FPC
— Product : Offline UPS
— Serial Number: 000000000
bLength: 18
bDescriptorType: 01h
bedUSE : 0110h
bDeviceClass: 00k
bDewviceSubClass: 00k
bDeviceProtocol : 00h
bMaxPacketSizel: 0g2h
1idVendor : D6D4ah
idProduct : FFFFh
bedDevice: 0003k
iManufacturer: 1
iProduct : 2
iSerialNunber: 4
bHNumConf igurations: 1
wlTotallength: a4
bHumInterfaces: 1
bBConfigurationValue: 1
1Configuration: 0
bmAttributes: alh
MHazPower : 50
bInterfaceNumnber: 1]
A Al +tavrr=ataCat + 1 wmer - n v
Refresh Exit
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62 KB
75 KB
52 KB
15 KB

6. If the above steps still do not work, execute script “\libUSB_driver\InstallDriver.bat” in the installation
directory with administrator privileges, and then run testlibusb-win.exe according to step 5 to check if
the USB device driver is loaded correctly

+ The device was discovered but failed to be added while communicating over network

Possible reasons for failure to add NMC G2 card

1. The MQTT account name and password are incorrect
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2. The time setting of the NMC G2 card or the computer system time setting is incorrect. The time

inconsistency causes the certificate verification to fail

Possible reasons for failure to add SNMP device

1.

The SNMP protocol is not enabled on the card. You need to enable the SNMP protocol on the card's
web page.

The version of the SNMP protocol and the certificate account and password are inconsistent with the
card settings. Please make sure they are consistent.

Possible reasons for failure to add Modbus TCP device

1.

The Modbus TCP protocol is not enabled on the device. Please enable Modbus TCP from the LCD or
web.

3.5 Troubleshooting causes of NMC G2 card communication

interruption

When the software monitors the NMC G2 card and the communication is interrupted, the cause can be
investigated from the following aspects:

1.

Check whether the card is online, log in to the card web page through the card IP, and confirm that
the card is running normally.

Confirm that the time setting of the card and the time setting of the computer system where the
software is located are correct and the two times are consistent. Please check the device details
page to see if there is an active alarm "NMC G2 connection failure caused by bad certificate". If this
alarm occurs, you need to correct the time and then deactivate and activate the device in the
software to trigger reconnection. If communication still cannot be restored, please try restarting the
card and software.

NMC-G2-172.18.140.23 root

2025/01/14 NMC G2 connection failure caused by bad certificate

13:51:21

and then activate the device in the software to trigger reconnection.

Communication interruptions can also occur if the software agent is removed from the card's agent
list or the software certificate is removed from the "Trusted Remote Certificates" from the card. If it is
interrupted for this reason, an active alarm "NMC G2 connection failure caused by unknown CA
certificate" appears on the device details page. If this warning occurs, please enable trusting the new
client certificate on the card side for a period of time, deactivate and then activate the device in the
software to trigger certificate retransmission. If normal communication still cannot be restored,
please try restarting the card and software.
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14:33:55

NMC-G2-172.18.140.23

MNMC G2 connection failure caused by unknown CA certificate

# and then activate the device in the software to trigger certificate
retransmission.

root

Please enable trust of the new client certificate from the card side, deactivate

3.6 Add UPS via USB/RS232 for Virtual Machine

USB Communication

WinpowerG2 Manual

1. Choose the virtual machine that has installed Winpower. Click "Edit settings”->"add other device”-

>"USB device”, add the USB device

2. UPSUSBis

Virtual Hardware

VM Options

3 Add hard disk  ®m Add network adapter

(s Edit settings - Windows7 (ESXi 6.7 virtual machine)

= Add other device

RS232 Communication

| Cancel

e , | ) coDVDdive
» @l Memory
» (2 Hard disk 1 ‘ 22
» 8 SCSI Controller 0 Lo B8 USE controller =
o USB device
EZ SATA Controller 0
@ Sound controller
USB controller 1 usl v
+ Mm Network Adapter 1 Vi SCSI controller v | B4 Connect
: ED SATA controller
» 5 CD/DVD Drive 1 Ho = ¥ ] Connect
8 NVMe controller
» [l Video Card IE—— =
| Save || Cancel |
s
added successfully as below image
(D Edit settings - Windows7 (ESXi 6.7 virtual machine)
Virtual Hardware | VM Options
o R
A
» K Memory MB v
» £ Hard disk 1 12 GB v
» & SCSi Controlier 0 LS Logic SAS v
SATA Controller 0
USB controller 1 USE 2.0 v
» B Network Adapter 1 VM Network v [ Connect
» %5 CD/DVD Drive 1 Host device ¥ /] Connect
» [ @ video Card Specify custom settings v
| &0 New USB device Phoenixtec Power Offline UPS v | o
Save
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1. Shut down the virtual machine that has installed Winpower. Click “Summary”->"Edit setting”->"add"-
>"Serial Port"->"Use physical serial port”, add Serial port. The default serial port name is “/dev/char/
serial/uart0”

%] Edit settings - Windows7 (ESXi 6.7 virtual machine)

Virtual Hardware | VM Options |

3 Add hard disk  #m Add network adapter | & Add other device ~
» | cPu 4 | % CD/DVD drive
| [ Floppy drive
» §l Memory 504k
oo Serial port

» 3 Hard disk 1 32 | [ Paraliel port

» B3 sCsl Controller 0 Lsi USB controlier
' o USB device

EX SATA Controlier 0 |

@ Sound controller

USB controller 1 |

us| X
|
» BH Network Adapter 1 VM B3 Scsi controller ¥ [/ Connect
» %) CD/DVD Drive 1 Huj R SATAconimler v [V Connect

| ¥ NVMe controller ¥

» [ video Card .

Save || Cancel |

4

2. Choose “Use physical serial port “ , add serial port device, restart the virtual machine

(41 Edit settings - Windows7 (ESXi 6.7 virtual machine)

Virtual Hardware | VM Options

= \ v

~

» Wl Memory 5048 MB v
» (23 Hard disk 1 © B v
» £ SCsi Controller 0 LS Logic SAS v

SATA Controller 0

USB controller 1 USB 2.0 v
» B New Serial Port | Use physical serial port I ¥ | ¥ Connect
» MM Network Adapter 1 VM Network v | ¥ Connect
» %5 CD/DVD Drive 1 Hestdovic v | [ Connect
» (B video Card Specify custom settings A v

Save || Cancel |
P

USB To RS232 Communication

1. Choose the virtual machine that has installed Winpower. Click "Edit settings”-> "add other device"-
>"USB device”, add the USB device
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3 Add hard disk  #m Add network adapter | & Add other device ~
e , | = coovDdive
» §il Memory ‘
» 2 Hard disk 1 ‘ 22 |
» B SCS Controller 0 L2 USB controller .
o USB device
EZ SATA Controller 0
@ Sound controller
USB controller 1 us ¥
|
|
» 0 Network Adapter 1 Vi SCSI controller v ] Connect
S CODVD s 4 - SATA controller o T
; | ¥ NVMe controller v
» [l Video Card o ETE——— =
| Save || Cancel |
e e
2. UPS USB-RS232 is added successfully as below
- Edit settings - Windows7 (ESXi 6.7 virtual machine)
Virtual Hardware | VM Options |
e | o]
A
» @il Memory 5048 MB v
» £ Hard disk 1 12 GB v
» & SCSI Controller 0 LSI Logic SAS v
SATA Controller 0
USB controller 1 UsB 20 v
» ®H Network Adapter 1 VM Network v [ Connect
+ 5y CD/DVD Drive 1 Host device ¥ [ Connect
» [ video Card Specify custom settings ¥
&0 New USB device | Prolific USB-Serial Controlier D | v v
 save ‘_(-::ance;_‘

& Edit settings - Windows7 (ESXi 6.7 virtual machine)

Virtual Hardware | VM Options

3.7 Reset password for "admin”

a
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If the password for “admin” is forgotten without setting email SMTP or SMS, it can be retrieved through the

configuration

1. Go to software installation path and modify the “system-password.yml” document under “password”

folder. Set the value of “init_system_password"” to “true”

Troubleshooting— 127



WinpowerG2 Manual

> Program Files > WinpowerG2 > password

~

Name Date modifi

| || system-password.yml | 2024/11/21

L_:j, C\Program Files\WinpowerG2\password\system-passwo

File Edit Search View Encoding Language Settings
cOHBZ S| 4Dk S c|ih g
Bsystem-password.yml E]|

‘ 1 init_system_password1 trud I

2. Restart software service, the admin password will be set to “admin®. the value of
“init_system_password" will be changed to “false” automatically

3.8 Search NMCG2/Modbus TCP failed on MacOSX

On Mac OSX, Winpower may encounter an issue that the cards such as Modbus TCP and NMCG2 can't be

searched due to proxy settings.
Open Proxies, enable “Exclude simple hostnames”, and permit HTTPS requests from the local machine to

bypass the proxy

. Ethernet1
PRl Secure web proxy (HTTPS) [ @)
TCR/IP Server proxy.apac.etn.com
DNS
Port 8080
WINS
802.1X Proxy server requires password
Your credentials may be sent unencrypted.
Hardware SOCKS proxy
Exclude simple hostnames a

Bypass proxy settings for these hosts & domains:
*local 169.25416,172.510.*

3.9 Set auto stop/start on VMware ESXi

This is a built-in feature of VMware ESXi host. if enable this feature, all virtual machines on the host will be
automatically shut down before host shutting down, and all virtual machines on the host will be
automatically started after host booting
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< o [T 1 ot/ msnage! systemy P B ** localhostlocaldomain - VM... %

vmware EsXi

"DE"_“W £ ‘l [ localnostlocaldomain - Manage
| 'i Host l System | Hardware Licensing Packages Services Security & users
Monitor Advanced settings # Edit settings
Autostart
~ (51 Virtual Machines [ 3 FE Yee
wap
- Ubuntu
9 o s Start delay 108
Monitor
Slop dela 30s
» {5 vMAGS o
v [ windows8 Stop action Shut down
More VMs... o
Wait for heartbeat No
H storage [ 1]
€ Networking [ 1
/ Change autostart configuration
Enabled ®ves ONo

Start delay seconds
Stop delay seconds

S Shut down v

System default

Wait for heartbeat
Power off

Suspend

Shut down Bl acacal

= |
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